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kém cong van nay.

Pé nghi Quy don vi gui bao gia vé Trung tim Thong tin tin dung Quéc gia
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YEU CAU VE KY THUAT
kym Cong van sé 1542 /TTTD-QLPT ngay 27 18 12026)

cung cap dich vy 1a 12 thang ké tir ngay nghiém thu dua dich vu

STT NOI DUNG YEU CAU KY THUAT
A | YEU CAU HA TANG TRUNG TAM DU LIEU
_ , Nha cung cap phai cung cip ha ting Trung tam dit liéu
1 Ticu Chufl n.tArung tam dat tiéu chuan twong duong Tier I1I/Rated 3 va con hiéu
dir liéu
luc
Nha cung cép dich vu dat t8i thiéu mot trong cac ticu
Tiéu chuin bao mat chuan an toan thong tin qudc té nhu ISO/IEC 27001,
2 thong tin ISO/IEC 27017, ISO/IEC 27018, PCI DSS Cloud hoac
céc tiéu chuan tuong duong duoc cong nhan
Nha cung cép dich vu dap tng céac tiéu chuan I1SO
, | He théng quan 1y chét | 9001:2015 vé& quan Iy chat lugng va ISO/IEC 20000-
lugng 1:2018 ve h¢ thong quan 1y dich vu Cong ngh¢ thong tin
con hi¢u luc hoac tuong duong
Ha tang dién toan dam may phai dugc trién khai trén
nén tang 4o hoa hodc nén tang cloud dugc cong nhan
rong rii trén thi truong quoc té, thudc nhoém dan dau
hodc tuong duong theo céc bao cdo uy tin (nhu Gartner,
IDC...), kém minh chimg bang tai liéu cong bd chinh
thirc cua hang hodc bao céo doc lap thé hién nén tang
Tinh thuong mai yé d6 duoc xép hang nhom din dau hoic twong duong
4 quyén cung cap nén E— — n
tang Nén tdng 4o hoa/ c101~1d st dung pl‘lél la san pham‘thuong
mai, con thoi han ho trg. Nha thau phai c6 quyén cung
cap hop phap thong qua tu cach ddi tac, gidy phép, hop
dong hodc van ban iy quyén phu hop cta hang; dong
thoi cung cap tai liéu chtirng minh nén tang dap Gmg cac
chtrc nang cloud, quan tri va hd tro ky thuat néu trong
YCKT
5 YEU CAU DICH VU PIEN TOAN PAM MAY (VIRTUAL PRIVATE

CLOUD)

Yeéu cau chung




STT NOI DUNG YEU CAU KY THUAT
1 | Co ché multi ¢ C6 co ché phan tach tai nguyén thanh céc thuc thé riéng
O Che MUILIENANCY | yist cho timg khach hang
’ Khoi tao dich vu cha | CO cong quan 1y dich vu cho phép khoi tao ma khong
dong can can thiép clia quan tri vién nha cung cap
Giao dién quan tri dich vu di€n toan dam may duy nhét
cho phép ciu hinh cac dich vy/tinh ning sau (bao gdm
nhung khong giéi han):
Kha ning tich hop | CI_OUd Backup
3 | native da dich vu trén | - Disaster Recovery (DR)
Portal hop nhat - Load Balancer
- Next Gen Firewall
- WAF
- Switch/Router
Cung cép tinh ning quan 1y nhiéu Availability Zones
(AZ) trén mot giao dién duy nhét hoic trong duong
Quy mé cung cap | Cung cip tinh ning AZ Anycast IP hodc twong duong
4 trén nhiéu Region, I . T
A7 Cung cap tinh nang AZ network topology visualization
hodc tuong duong
Cung cép tinh ning ALB cross-AZ hoic tuong duong
Il | Tai nguyén tinh todn (Compute)
L | Yéu cau tai nguyén | - VCPU =224
cung cap - RAM > 40 GB
Cho phép tinh nang tang néng (hot-add) vCPU, RAM
ma khong gy gian doan dich vu cua may chu do
Cho phép tao may chil 40 v6i cau hinh (vCPU, RAM)
2 Dic tinh yéu cAu | tity chon theo nhu cu ctia Khach hang
Cung cép tinh nang affinity rule va anti-affinity rules
nham cho phép cac may chu do co dac tinh dac bi¢t luon
chung hoac khac host vat ly
11l | Luu trir
1 | Yéu cau dung lugng | Ti thicu 460 GB SSD




STT NOI DUNG YEU CAU KY THUAT
) Kha niang mo rong | Cho phép mé rong nong (hot-extend) dia ma khong gy
nong gian doan dich vu cia may chu o
Cho phép ngudi dung ty kiém soat, phan bo IOPS thong
3 Kiém soat IOPS qua viéc cau hinh dinh mtc IOPS max trén timg 6 dia
(disk) cia may chu do
IV | Mang va bao mat
1 Bing thong két nbi HO trg bang thong két ndi gitta cac may 4o co thé 1én téi
riéng giira cac may ao | 10 Gbps (addon service)
. o Hb tro IPv4 va IPv6
Nha cung cap dich vu .
ha tAng dién toan dam | Cho phép khai bao, quan ly, tranh xung dot va trung lap
2 may c6 kha ndng | khi cap phat IP va CIDR
cung cap dugc cic | chg phép khach hang khai béo Public subnet va Private
tinh nang
Subnet trong Tenant
Cung cip cac tinh ning NAT: NAT 1:1, Port
Forwarding, NAT Overload
3 Chtrc ndng mang va Cung cép tinh ning IPsec VPN
tuong lira Cung cip VLAN Tagging trén tenant network
Cung cép tinh ning share tenant network. Cho phép
tenant network mé rong trén nhiéu VDC
Cung cip chinh sach tudng lira stateful 16p 3 va 1ép 4
HO tro tinh ning bao mat Microsegmentation nham cho
phép kiém soét luu luong east west traffic giita cac thuc
thé may chu véi nhau (addon service)
4 | Tinhndngbaomat | s vian phia Khéch hang cha dong thuc hién tao
nang cao . ey s X :
cac luat (rule) cua tinh nang trén Self service Portal
Cung cap tinh ning Security Tag. Cho phép mé chinh
sach tuong lra dua trén cac nhan gan cho may ao
Cung cip chinh sach tuong lira dya trén dja chi MAC
Cung cép tinh ning dinh tuyén tinh
5 | Chirc nang dinh tuyén Cung cap cac tinh ndng dinh tuyén dong BGP cho céac

két nbi kénh truyén riéng tir bén ngoai vao dich vu
Cloud
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Két noi

Cho phép két ndi kénh truyén tir bén ngoai vao Cloud
va két ndi Cloud véi Cloud

Portal quéan tri dich v

u dam may (Cloud Portal)

Tinh nang quan tri
cac may ao

Cho phép Khach hang cha dong khoi tao, nang cap, x6a
cac may chu 4o, cac anh chup (snapshot).

Hb tro céc tinh ning co ban: tit, mé, khoi dong, tam
dung may; doi tén may; console, reset mat khau cua
Guest OS

C6 kha ning giam sét tai nguyén hé théng (CPU, RAM,
Disk) cac may chu do

Quan tri hé théng
mang

Cho phép cha dong thiét ké, ciu hinh so d6 mang 4o ctia
hé théng: Phan chia zone (DMZ, APP, DB.)),
IP/Subnet...

C6 kha nang cau hinh cac chic ning mang (Virtual
Switch, Virtual Firewall, Virtual Load Balancer, Virtual
WAF, tinh nang Microsegmentation...) trén cung 1 giao
dién Portal

Catalog & Templates

Kho thu vién Template VM va Media [SO cong cong
mién phi

Cho phép tu xay dung, chia sé va version hoa cac
Catalog gdbm vApp/VM templates, Media/ISO images

Phéin quyén va quan
tri nguoi dung

H6 tro da dang co ché ching thuc: local, external
authentication (LDAP, OpenlID Connect va SAML)

Ho tro Role-Based Access Control (RBAC), cho phép
Tenant Admin phan quyén cho ngudi quan tri timg bd
phan hé théng, mang, bao mat...

HO tro co ché xac thuc da nhan t6 MFA

Logging

Ghi lai log chi tiét cac action logs va event logs. Bao
gom:

- Log dang nhép success/failure

- Tao, x0a, thay d6i dbi twong (user account, quyén truy
cap, c4u hinh hé théng, may chu ao, vfirewall ....)




STT NOI DUNG YEU CAU KY THUAT
Cho phép xuit hodc chuyén tiép log theo giao thic/dinh
dang pho bién dé CIC khai thac, luu trit va phuc vu diéu
tra khi can.
HJ tro xuét log cho bao cdo, diéu tra va xtr Iy sy ¢d
VI | Céc hé diéu hanh dwoc hd tro
HJ trg cac hé diéu hanh: Window server 2016, 2019,
2022...
‘ Ubuntu 20.04, 22.04, 24.04...
| Hedieuhanhcho T nqRHEL 7. .
may chu 4o
AlmaLinux OS 8, 9...
Cho phép khach hang tu cai dat hé diéu hanh tir kho thu
vién ISO san cé
VIl | Cam két chat lwong dich vu

1 | SLA Uptime >99,99%

C | YEU CAU DICH VU CLOUD GPU

1 |Sbluong 1
- vCPU > 16 vCPU

L X -RAM > 192 GB

2 |Yeuwcutainguyen | ;o lrong hru trit > 6000 GB SSD
- GPU Card > 1
Chip thé hé 5 hodc méi hon:
- Xung nhip co s¢ > 2.0 GHz
- Xung nhip turbo t6i da > 4.0 GHZ
- B nhé dém > 250 MB

3 | bac tinh hé théng - S6 luéng >96 111611{%
RAM DDR4 hoac méi hon

O cung 1a ching loai SSD NVMe hoic tuong duong

Ha téng Cloud hoat dong dua trén cong nghé ao hoa

VMWARE hoéc tuong duong
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Thiét ké phai dam bao du phong ¢ tat ca cac thanh phan
dé dam bao hu hong mot thanh phan phan cimg khong
anh huong to1 hoat dong hé théng.
Hé théng cai san hé diéu hanh phu hop
(Windows/Ubuntu/RHEL/AlmalLinux  hoac tuong
duong), driver va bo thu vién ting tdc tuong thich véi
GPU:; hd tro CUDA Toolkit hodc nén tang tuong duong,
cung cac framework phd bién nhu TensorFlow,
PyTorch hoac twong duong
Cac thong s6 tai muc nay 1a mac t6i thiéu; chdp nhan
4 Dic tinh card GPU | GPU, kién triic hodc cong nghé tuong duong/tot hon
néu nha thau cung cap tai liéu k¥ thuat chimg minh
4.1 GPU Architecture | HS tro kién trac Hopper hodc twong duong
4.2 GPU Memory > 141GB HBM3e
GPU Memory S
43 Bandwidth |~ 01D
4.4 FP64 Tensor Core | =67 TFLOPS
4.5 FP64 >34 TFLOPS
Lién két toc do cao gilta cac GPU (néu ap dung da
4.6 Interconnect GPU): bang thong > 900 GB/s hoac tuong duong; PCle
Gen5 > 128 GB/s hoac tuong duong.
Max Thermal Design |y o . .-
Lén té1 700W
41 Power (TDP) el
Hb tro t6i thiéu 07 GPU Instance/GPU vat 1y hodc co
4.8 | Multi-Instance GPU | ché phan ving GPU tuong duong; dung luong bo nhé
toi thicu 18 GB/instance
Cho phép két ndi kénh truyén tir bén ngoai vao Cloud
va két ndi Cloud véi Cloud
5 Kha ning két ndi da | C6 kha nang két hop cac dich vu tinh toan, luu trir va
dang sao luu dé phuc vu tdt nhat nhu cau st dung thong qua
mdt két ndi bao mét, an toan
Bang thong to1 cac cum tai nguyén khac 1én to1 10Gbps
6 SLA Uptime >99,95%
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D | YEU CAU DICH VU SAO LUU DU LIEU
Dung luong luu trir
1 cac ban sao luvu dir | = 9000GB
liéu
- Sao luu, khoéi phuc dit theo may chu vat ly (bare
5 H3 tro da ndn t4 metal)/ VM/folder/ file/ database...
Otrgdancntang | HJ tro cac hé diéu hanh phé bién: Windows, Linux,
Mac, Oracle Solaris, IBM AIX
- Str dung co ché khong cai agent 1én may chu 4o (agent-
3 Co ché sao luu du | less) 7
phong - C6 kha nang sao luu onsite, offsite tuan thu tiéu chuan
3-2-1-0
Cung cap kha ndng | gy5i phye tir bit cir thoi diém nao trong chudi sao luu
4 “Restore Point in \ .
., toan ven (Backup Chain)
Time
c Phuong thirc sao Iuu | Giai phap backup co hd tro co ché Incremental dé tiét
du phong kiém dung lugng luu trix
6 Quan tri ¢cb thé tich hop chung dugc voi dich vu dién
toan dam may dang sir dung trén mot portal duy nhat
Cong quén tri dich vu | Cho phép Khach hang tu thiét 1ap lich sao luu ty dong
7 (backup) may chu o, phuc hdi may cha 4o tir ban
backup da tao trudc do
E | YEU CAU DICH VU TUONG LUA NGFW
1 Application Control
2 IPS (Intrustion Prevention System)
3 AMP (Anti-Malware Protection)
4 Antivirus
5 | Tinh nang dich vu Content Disarm and Reconstruction (CDR)
6 Al-based Heuristic AV
7 Virus Outbreak Protection
8 Sb luong phién moi/gidy (New Sessions / Second) >

123.000
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10

11

12

Thong luong tudng lira khi bat tinh nang kiém soét Gmg
dung —

Application Control Throughput (HTTP 64K) > 5,3
Gbps

Thong luong tuong Itra khi bat tinh ndng ngan chan xam
nhap — IPS Throughput (HTTP 1M) > 3,5 Gbps

Thong luong tudong lira thé hé méi — NGFW
Throughput >2,6 Gbps

Thong luong khi bat tinh nang phong chéng cac mdi de
doa — Threat Protection Throughput > 1,8 Gbps

13

Quan 1y qua tai

Hé théng phai canh bao khi mirc sir dung tai nguyén dat
tir 80%; nha thau thuc hién capacity planning va dé xuat
scale-up/scale-out hoic co ché graceful degradation.
Chi dugc bypass IPS khi CIC phé duyét, trong thoi gian
xéac dinh va phai ghi log dy du

14

Kha nang du phong
(High-Availability)

C6 kha ning cung cép kha ning du phong (High-
Availability) dwa theo nhu cau ctia khach hang

15

Bao hanh va hd trg
ky thuat

Nha thau c6 trach nhiém bao hanh, hd trg k¥ thuat chinh
hang trong thoi gian cung cép dich vu

16

Hang san xuat

Hang san xuét thiét bi tuong ltra nam trong nhoém
Leader cia mdt trong cac bao céo sau:

- Bao cdo The Forrester Wave:Enterprise Firewalls
2024

- Bao c4o Gartner® Magic Quadrant™ for Hybrid Mesh
Firewall 2025

YEU CAU POI VOI DICH VU KET NOI

Kénh két ndi dén DC CIC

Y¢éu cau vé pham vi
cung cap dich vu

- S6 lwong: 01 dudng quang trang P2P.
- Chi phi thué da bao gom chi phi trién khai két nbi dén
thiét bj dau cudi cua CIC tai DC CIC.

Yéu cau ky thuat

- Phwong tién truyén dan quang.
- Kénh truyén sb liéu 1a kénh két ndi diém — diém (P2P).
- bia diém:




10

STT

NOI DUNG

YEU CAU KY THUAT

+ Piém dau: DC CIC FPT Fornix.

+ Piém cudi: DC nha cung cip dich vu cloud
- Toc do: 10 Gbps
- Kénh phai két ndi dugc véi thiét bi Cisco dau cudi ctia
CIC;
+ Do kha dung > 99%; Do tré (RTT, packet size =
2000byte) < 05 ms; Ty 16 mat gbi: <= 0.1%

Yéu cau Giao dién va
vat tu két noi1

- Nha cung cép dich vu (ISP) cung cap vat tu két ndi,
bao gém nhung khoéng giéi han cac vat tu nhu:
transceiver/SFP+, ... dé dam bao cung cép dich vu theo
y&u cau va phuong an két ndi cua CIC, cy thé:

- CIC khong st dung thiét bi chuyén ddi tin hiéu quang
thanh tin hi¢u di€én (media converter).

- Giao dién két ndi kénh truyén can 1a loai LC (Lucent
Connector) st dung cap quang két ndi truc tiép vao thiét
bi ctia CIC tai 02 dau thong qua transceiver/SFP+.

- ISP can cung cép transceiver/SFP+ tdc do twong tng
v6i 01 duong truyén va tuong thich véi ha tang truyén
dan ctia kénh truyén ma ISP d6 cung cap.

- Transceiver/SFP+ nay can twong thich véi thiét bi cta
CIC bao gom:

- Cisco

- Thiét bi dau cudi tai DC nha cung cip dich vu cloud.
+ Transceiver/SEP+ can hd tro mot trong cac tinh ning
nhu DOM/DDM dé CIC c6 thé chii dong giam sat chat
luong két ndi thong qua kiém tra cong suat thu/phat
quang.

Yéu cau vé chat
lugng dich vu

- C6 quy trinh cu thé trong viéc nhén, gui thong béo va
khac phuc su co.

- Hd tro tai dja chi khach hang trong vong 30 phut ké tir
khi duong truyén co sy cb hodc khong dam bao céc yéu
cau k¥ thudt, thoi gian khic phuc sy ¢b trong vong 240
phat d6i véi 161 k¥ thuat (khong thude 16i vat 1y) va thoi
gian khac phuc khong quéa 240 phat dbi voi 161 vat 1y.

Kénh két noi giira tru s¢ CIC dén GPU Cloud
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Yéu cau vé pham vi
cung cap dich vu

- S6 luong: 01 dudng quang tring

- Chi phi thué d bao gdm chi phi trién khai két nbi dén
thiét bi dau cudi cta CIC tai Tru s& chinh cua CIC va
thiét bi tai GPU Cloud.

Yéu cau ky thuat

- Phwong tién truyén dan quang.

- Kénh truyén sb liéu 1a kénh két nbi diém — diém (P2P).
- Pia diém: Piém dau: Tru s& chinh cua CIC. Piém
cudi: DC nha cung cap dich vu cloud

- Tdc d6: 01 Gbps

- Kénh phai két ndi duge voi thiét bi Cisco dau cubi cua
CIC;

+ Do kha dung > 99%:; Do tré (RTT, packet size =
2000byte) < 05 ms; Ty 1¢ mat goi: <= 0.1%

Yéu cau Giao dién va
vat tu két noi

- Nha cung cép dich vu (ISP) cung cap vat tu két ndi,
bao gém nhung khong gidi han cac vat tu nhu:
transceiver/SFP+, ... dé dam bao cung cép dich vu theo
yéu cau va phuong an két ndi cta CIC.

Yéu cau vé chat
luong dich vu

- C6 quy trinh cu thé trong viéc nhén, gii thong béo va
khic phuc su cd.

- Hd tro tai dja chi khach hang trong vong 30 phut ké tir
khi dudng truyén co sy ¢b hoic khong dam bao cac yéu
cau k¥ thuat, thoi gian khic phuc sy ¢b trong vong 240
phat d6i véi 16i k¥ thuat (khong thudc 16i vat 1y) va thoi
gian khic phuc khong qua 240 phuat dbi vai 16i vat 1y.

Yéu cau veé kiém tra,
nghiém thu san pham

- CIC hoic dai dién ctia CIC c6 quyén kiém tra viéc dap
g cac yéu cau k¥ thuat ciia kénh truyén do nha thau
cung cap dap tng:

01 dudng toc do: 01 Gbps — Két ndi DC nha cung cép
dich vu cloud véi tru sé chinh CIC.

- PO kha dung > 99%; Do tré (RTT, packet size =
2000byte) < 05 ms; Ty 18 mét gbi: <= 0.1%

Yéu cau khac

- Nha thau cam két thyc hién thay doi diém két ndi (01
1an) khi CIC thay ddi vi tri Tru s& chinh cta CIC pham
vi ndi thanh Ha Noi. Chi phi thuc hién thay d6i diém két
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ndi do nha thau chiu. Bng thoi, Nha thau cam két chat
lugng dich vu ciing nhu cac yéu cau khac sau khi
chuyén d6i phai dap ung yéu cau k¥ thuat nhu trén.

Phuong an du
phong két noi

Pbi v6i két ndi giita DC CIC va GPU Cloud, nha thau
phai dé xuat phuong an du phong hodc VPN du phong,
mo ta co ché chuyén ddi, diéu kién kich hoat va phuong
an khoi phuc kénh chinh.

YEU CAU TRIEN KHAI, CAU HINH, TiCH HOP VA PAO TAO

Khao sat

Khao sat va théng nhét so dd két ndi, dia chi IP, phan
ving mang, dinh tuyén va chinh  sach
firewall/NAT/VPN cho 01 kénh P2P 10 Gbps va 01
kénh P2P 01 Gbps trudc khi trién khai.

Trién khai, cau hinh

- Nha thau thiét ké va trién khai kién trGc ha ting,
VPC/tenant, mang, dia chi IP, dinh tuyén, chinh sach
VM/NGFW va hai kénh P2P theo phuong an dugc CIC
phé duyét.

- Khoi tao 16p Management, 01 VM GPU Workload,
Cloud Backup va dich vu NGFW; cai dat hé diéu hanh,
driver va thu vién ting toc twong thich.

- CIC chi trién khai tng dung va use case thir nghiém
trén moi truong da duoc ban giao.

Dao tao, ban giao

- Ban giao tai liéu mo ta kién trac trién khai, so d6 két
ndi, danh sach tai nguyén, danh sach IP, rule firewall
chinh, tai khoan va phan quyén quan tri.

- Ban giao huéng dan van hanh co ban: khéi dong/dimg
dich vu lién quan, truy cip quan tri, kiém tra trang thai
GPU, kiém tra backup, tiép nhan va xur 1y canh bao.

- Pao tao/hudng din cho can bo k§ thuat CIC vé phuong
an truy cap, van hanh, giam sat va phdi hop xt Iy su cé.
- Ban giao thong tin ddu méi hd trg, quy trinh tiép nhan
yéu cdu va thoi gian hd trg trong sudt thoi gian thué dich
VUL
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Nhan su trién khai

Téi thiéu 10 nhan sy ch chét gom:

- 01 Giam d6c dy an: tdi thiéu 10 nam kinh nghiém quéan
1}'{ CNTT; tot nghiép dai hoc nganh CNTT hodc nganh
gan.

- 01 Céan b0 Quan tri du an hodac Truéng nhom trién
khai: t6i thiéu 05 nim kinh nghiém quan 1y du an
CNTT; tt nghi¢p dai hoc nganh CNTT hoac nganh
gan; c6 ching chi PMP/ITIL/Agile Scrum.
- 01 Kién tric su Cloud: t6i thiéu 10 nam kinh nghiém
kién trac, thiét ké va trién khai ha ting dién toan dam
mAy; t6t nghiép dai hoc nganh CNTT hodc nganh gan;
c6 ching chi VCP/VCAP hodc twong duong.
- 03 Chuyén gia ao hoa (VMware): tbi thiéu 05 nam
kinh nghi¢m kién trtc, thiét ké va trién khai ha tang dién
toan dam may; tot nghiép dai hoc nganh CNTT hoic
nganh gan; c6 chimg chi VCP/VCAP hoic tuwong
duong.

- 01 Chuyén gia mang va bao mat: ti thiéu 05 nam kinh
nghiém kién tréc, thiét ké va trién khai ha ting mang,
bdo mat trung tam dir liu; tbt nghiép dai hoc nganh
CNTT hoic nganh gan; c¢o6 chimg chi
CCIE/CISSP/CRISC hodc tuong duong.
- 02 K§ su hé thong: tdi thiéu 03 ndm kinh nghiém kién
tric, thiét ké va trién khai ha tﬁng dién toan dam may;
t6t nghiép dai hoc nganh CNTT hodc nganh gan; co
chimg chi VCP/VCAP/CCNP/MCSE hodc tuong
duong.

- 01 K¥ su sao luu ha tang dién toan dam may: tdi thiéu
03 nam kinh nghiém kién truc, thiét ké va trién khai sao
Iwu ha ting dién toan dam may; tot nghiép dai hoc nganh
CNTT hoic nganh gan; co6 chimg chi
VMCE/VMSP/VMTSP hoéc tuong duong.

Téng s6 ndm kinh nghiém dugc tinh tr ngay nhan sy ky
hop dong lao dong hodc ngay tot nghiép ghi trén Bang
dai hoc. H6 so chimg minh gom Bang cap, ching chi
chuyén mén lién quan va hop dong lao dong. Ching chi
phai con hiéu luc dén thoi diém dong thau; khong chap
nhan ching nhan hoan thanh khoa hoc, bang diém thi
hoic tai liéu xac nhan két qua thi dat.

YEU CAU VE CAM KET CHAT LUQNG, HO TRQ KY THUAT VA SLA
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STT NOI DUNG YEU CAU KY THUAT
, Cung cap hotline, email va cong ticket hoat dong 24/7,
1 Kénh tiép nhan moi yéu cau phai c6 ma ticket va thoi diém tiép nhan dé
theo doi.
Su ¢ mite nehiem | o1 gian phan hoi < 15 phit; cap nhat dau tién < 30
2 R & phit; cap nhat dinh ky khéng qua 30 phat/lan; khoi phuc
NS hodc c6 bién phap giam thiéu tam thoi < 04 gio.
I Thoi gian phan héi < 30 phut; cap nhat dinh ky khong
3 Str €6 muc cao qua 120 phat/lan; khac phuc < 08 gio.
. Nt . 5 A < NP [N A 5 ’
Yéu chu thong Thot gian phan hoi < 04 gio lam viée; ke hoach xur ly
4 thuon duoc cung cap trong 01 ngay lam viéc; thoi han hoan
& thanh theo thong nhat trén ticket.
Bao tri dinh ky phai thong bao trude t6i thiéu 05 ngay
5 Bio i lam viéc va néu ro pham vi, thoi ngan’, anh hudng,
phuong an hoan nguyén. Bao tri khan cap phai thong
béo ngay khi phat sinh.
Cung cap bao cdo hang thang vé uptime, sO lugng ticket,
6 Bao cao SLA thoi gian phan hodi/cap nhat/khic phuc, su c¢b va hoat
dong bao tri; ¢ tai liéu hoac log chirng minh.
e . Duy tri dau méi hd tro 24/7 va co ché escalation toi
Phoi hop va
7 escalation chuyén gia/hdng phu hop; phéi hop voi CIC khi xu ly

su cd, thay dbi cau hinh hogc diéu chinh tai nguyén.

YEU CAU AN TOAN DU LIEU

Pham vi dir liéu

Chi str dung dir li€u thtr nghiém da dugc khir dinh danh
theo quy dinh ctua CIC. Dt li€u luu trir tai moi truong
thtr nghiém khong thudc danh muc dit liéu can bao vé
cua CIC.

Ma hoa dir liéu

Dt liéu Iuu trir trén VM, volume, snapshot va backup
phai dugc ma hoa bang AES-256 hoic twong duong; dit
lidu truyén qua mang phai sir dung TLS 1.2 tro 1én hodc
co ché twong duong.

Nhat ky

Ghi nhan, luu trit va cho phép CIC truy xuat nhat ky hé
thong, nhat ky truy cap va nhat ky an toan thong tin dé
phuc vu gidm sat, kiém tra va xu 1y sy co.

Két thue dich vu

Nha thau phai hd trg xuat/ban giao dir liéu va xac nhan
x0a dir li¢u, snapshot, ban sao luu con luu trén ha tang
nha thau theo yéu cau cua CIC.
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