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Céng ty TNHH thdm dinh gi4 Tin Viét CONG HOA XA HOI CHU NGHIA VIET NAM

1410/2026/BG-TV . Dic ldp — Tw do — Hanh phiic

TP.HCM, ngay 14 thang 10 ndm 2026

THONG BAO MOI CHAO GIA

Kinh giti: + CAC HANG SAN XUAT NHA CUNG CAP TAI VIET NAM

+CAC QUY CONG TY CUNG CAP VA LAP PAT TRANG THIET BI AN NINH
MANG

Chi dau tu (Ban QLDA) dang trién khai lap dur toan goi thiu: Thdm dinh gia thiét bi du 4n:
Trung tim An ninh mang tinh Pk Lk, lam co s& xdy dung gia dy todn géi thau, thuc hién hop
ddng tur van thdm dinh gi4 gitra Chu déu tr va Cong ty TNHH Thém dinh gia Tin Viét.

Céng ty TNHH Thém dinh gia Tin Viét moi cdc don vi/cong ty/doanh nghiép quan tam

tham gia moi bao gi4 chi tiét ndi dung nhw sau:

+

Théng tin san phdm: Thiét bi du 4n: Trung tim An ninh mang. (Danh muc chi tiét

theo phu luc dinh kém céng vin),

Pia diém cung cip, ldp dit: tinh Dik Lék;

Yéu cdu v& vén chuyén, cung cap, lp dit: Céc thiét bi duge cung cap, van chuyén, 1ip

diit, bao quan dam bao ding véi yéu cdu hd so ctia Cha ddu tu, hop ddng ky két giita hai

bén va céc yéu cdu quy dinh cua phép luat; qua trinh van chuyén dam bao an toan cho

thiét bi khong bi triy xude, mép méo...;

Thai gian giao hang du kién: Quy II nim 2027 dén Quy 111 nam 2027;

Dy kién vé& céc didu khoan tam tmg, thanh toan hop ddng: Tam tmg, thanh toén theo

quy dinh hién hanh;

Don gia dd bao gdm: Chi phi thiét bi, chi phi nhip khu, thué GTGT thué céc loai chi

phi van chuyén, bbc do lap dit hoan chinh, van hanh, huéng din str dung, dao tao, bao

hanh béao hiém, kiém dinh thiét bi, cc loai thué, .... theo quy dinh hién hanh;

Thdi gian nhan bao gia tir 08h ngay 14/10/2026 dén trude 17h ngay 29/10/2026.

Hiéu luc bao gia: Toi thidu 180 ngay ké tir ngay 15/10/2026.

Théng tin lién h¢ cia ngudi chiu trach nhiém tiép nhén béo gia:

—~ Nguoi nhin: Trin Thuong Thuwong — Phone: 0971786208 — Email:
thuong.tt@tvac.com.vn/ Cong ty TNHH tham dinh gia Tin Viét / 339/26 Lé Vin
Sy, phudng Nhidu Loc, TP. Hd Chi Minh

Céch thtre tiép nhan béo gia:

~ Nhén tryc tiép tai dia chi: Cong ty TNHH thim dinh gia Tin Viét/ 339/26 L& Vin
S#, phudng Nhiéu Loc, TP. H6 Chi Minh;




+  Noi

Nhén qua email: Nhan 01 ban mém toan b tai lidu can cung cdp va ban chao gid

bang file .pdf, file word hoiic excel qua dia chi thuong.tt@tvac.com.vn.

dung yéu cau bao gid: Danh muc thiét bi, phy kién, vat tu thay thé sur dyng cho

trang thiét bi (goi chung 12 thiét bi):

Tran trong cam on mong nhén dugce sy hop tac ciia Quy Cong ty./.

Noi nhin:
- Nhu trén
- Luu: Céng ty.

Tén hang héa, ky ma hiéu/nhiin méc san phém, hing san xudt/hang cha s¢ hiru,
nude san xudt, ciu hinh, théng s6 ki thuat (bao gdm ca quy cach dong géi) céc vat
tu, sinh phdm, héa chit ma don vi dé xuét cung cdp (kém theo catalogue, tai liéu k§
thuat, tai liéu chirng minh céc tiéu chuén ISO, EC, FDA... clia sin phém).

S6 luu hanh, sé gidy phép nhap khau... (néu ¢6) ctia céc hang héa chao hang (kém
theo tai lidu cong b, gidy phép luu hanh, gidy phép nhép khau... con hiéu luc).

Gié cu thé cta hang hoa (chi phi thiét bi, chi phi nhdp khéu, thué GTGT thué céc
loai chi phi van chuyén, bbc d& l4p dit hoan chinh, vin hanh, huéng dan st dung,
d4o tao, bao hanh bao hiém, kiém dinh thiét bi, c4c loai thué.... theo quy dinh hi¢n
hanh).

Thoi gian bao hanh cta hang hoéa.

Hop ddng cung cép loai hang héa don vi chao trong vong 12 thang (néu o).
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DANH MUC TRANG THIET BI
(Pink kém céng van sé 1410/2026/BG-TV ngay 14/10/2026)

§TT

Danh muye thiét bi, phin mém

Yéu cau thong sb ki thuét

Model

Hing xufit xir

sé

lirgng

bon vj
tinh

DAU TU TRANG THIET Bl HA TANG TRUNG TAM AN NINH MANG

Trang thiét bj ha ting phdng miy

chii (PMC) va Phong gidm sit, diéu hanh (SOC)

Trang thiét bi hé thong ha ting

Hé théng phén phdi dién

Tu MDB

Ta MDB

Vo it 2 lop canh, kém thanh cdi,
dong hé

V6 tii 2 Iép canh, kém thanh cdi, dong hé, Tii 2 Iop cénh, son
tinh dign san mau RAL7032

Thanh cdi theo thiét ké

Béng hé do da chirc nang kém cong két ndi truyén thong
Dén bdo pha

Cau chi

Bién dong

Dong tai (Trip unit rating): 5004

Schneider/ Chiu A/
Chéu Au

MCCB 3P 5004

56 cuc( pole) 3P

Déng cat: 36 kA

Tan so(Network frequency) 50/60 Hz

Cai

MCCB 3P 1254

Dong tai (Trip unit rating): 1254

Sehneider/ Chiu A/
Chéu Au

Sa cee( pole) 3P

Dong cat: 25 kA

Tan sé(Network frequency) 50/60 Hz

Cai

MCCB 3P 1604

Dong tai (Trip unit rating): 1604

Schneider/ Chau A7
Chéu Au

So cieef pole) 3P

Dong cat: 25 kA

Tan so(Network frequency) 50/60 H=

Cai

Dong tai (Trip unit rating): 1004

Schueider/ Chéu A/
Chiu Au

MCCB 3P 1004

S6 ciee( pole) 3P

Dong cat: 25 kA

Tan so(Network frequency) 50/60 Hz

Cai

Dong tai (Trip unit rating): 504

Schneider/ Chiu A/
Chéiu Au

MCCB 3P 504

§6 cieel pole) 3P

Déng cat: 25 kd

Tan so(Network frequency) 50/60 Hz

Cai

Dong tai: 254

Schneider/ Chéan A/
Chéu Au

MCB 2P 254

Rating(In): 60004

So cue: 2P

Cdi

MCB 4P 504

Dong tai: 504

Schneider/ Chdu A/
Chdu Au

Rating(In): 60004

S6 ciee: 4

Cai

Surge arrester class type: Type 2

Schneider/ Chdu A/
Chéiu Au

Cét sét

Nominal discharge current: Common mode: 20 kA (N/PE)
Common mode: 20 kA (L/N)

Maximum discharge current Common mode: 45 kA N/PE
Conunon mode: 45 kA L/N

Pole: 3P+N

Cai

Nhin céng lip djt Ta MDB

Bao gom lp diit vo ti, MCCB/MCB, cit sét, thanh c4i, ddng
hd, diu ndi va kiém tra ti phan phéi dién chinh/nhénh cho
phong mdy chi (PMC).

1.2

Tiu ACDB

Tua ACDB

Tu

Vo i 2 lop cdanh, kém thanh cdi,
dong b

Vo ti 2 lop canh, kém thanh cdi, da:ug hé, Tii 2 Iép edanh, son
tinh dign sdn mau RAL7032

Thanh cdi theo thiét ké

BPéng ho do da chire ning kém céng két ndi moén théng
Bén bdo pha

Céiu chi

Bién dong

MCCB 3P 1254

Déng tai (Trip unit rating): 1254

Schneider/ Chdu A/
Chéu Au

S cuef pole) 3P

Dong cat: 25 kA

Cai
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STT

Danh mue thiét bi, ph?m mém

Yéu cAu thing sé ky thuét

Model

Hing xudt xir

S6
lirgng

Pon vj
tinh

Tan so(Network frequency) 50/60 Hz

MCCB 3P 504

Dong tai (Trip unit rating): 504

Sehneider/ Chiu A/
Chéu Au

S cuef pole) 3P

Dong cit: 25 kA

Tan si(Network frequeney) 50/60 Hz

Cai

MCB 3P 324

Déng tai: 324

Schneider/ Chau A/
Chéu Au

Rating(in): 60004

S6 cire: 3P

Cdi

MCB 4P 504

Déng tai: 504

Schneider/ Chau A/
Chdu Au

Rating(In): 60004

i
So cuwe: 4

Cai

Ciit sét

Surge arrester class type: Type 2

Schneider/ Chéu A7
Chéu Au

Nominal discharge current: Common mode: 20 kA (N/PE)
Common mode: 20 kA (L/N)

Maximum discharge current Conmmon mode: 45 kA N/PE
Common mode: 45 kA L/IN

Pole: 3P+N

Cai

1.2.1

Nhin céng lp diit Ti ACDB

Bfm gém lap dat vo to, MCCB/MCB, cit sét, thanh cdi, déng
hd, ddu ndi va kiém tra tt phin phdi dién chinl/nhanh cho
phong mdy chu (PMC).

Tu LVDB

Tu LVDB

Ti

Vo ti 2 lép canh, kém thanh cdi,
dong ho

V6 tii 2 1ép ednh, kém thanh cdi, dong hé, Thi 2 lép canh, som
tink dién sén mau RAL7032

Thanh cdi theo thiét ké

Déng hé do da chire ndng kém cong két ndi truyén thong
Dén bao pha

Céu chi

Bién dong

MCCB 3P 1004

Daéng tai (Trip unit rating): 1004

Sechneider/ Chdu A/
Chdu Au

§6 cue( pole) 3P

Déng cdt: 25 kd

Tan so(Network frequency) 50/60 Hz

Cai

MCB 3P 324

Dong tai: 324

Schneider/ Chéu A/
Chdu Au

Rating(In): 60004

S5 cue: 3P

Cai

MCB 2P 254

Dong tai: 254

Schneider/ Chiu A/
Chéu Au

Rating(In): 60004

86 cwe: 2P

Cai

MCB 4P 3504

Dong tai: 504

Schneider/ Chau A/
Chdiu Au

Rating(In): 60004

S50 cue: 4

Cai

Cit sét

Surge arrester class type: Type 2

Schneider/ Chiu A/
Chéu Au

Nominal discharge current: Common mode: 20 kA (N/PE)
Common mode: 20 kA (L/N)

Maximum discharge current Common mode: 43 kA N/PE
Common mode: 45 kA LIN

Pole: 3P+N

Cai

Nhin cong lp dit Ta LVDB

Bao gom [ip dit vo to, MCCB/MCB, cit sét, thanh cdi, déng
ho, dau néi va kiém tra ti phin phoi di¢n chinh/nhanh cho
phong may chu (PMC).

Tu PDU

Tu PDU

Tu

Vo ti 2 lop eanh, kém thanh cai,
dong ho

Vo ui 2 lép canh, kém thanh céi, dong hé, Tt 2 16p canh, son
tinh dién san mau RAL7032

Thanh cdi theo thiét ké

Déng hé do da chire nang kém cong két ndi truyén théng
Bén bio pha

Céu chi

Bién dong

Déng tii (Trip unit rating): 1604

Schueider/ Chiu A/

Chéu Au
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STT |Danh muyc thiét bi, phin mém Yéu ciu théng s ki thuit Model Hing xuft xir S0 | Donvj
. Iugng | tinh
MCCB 3P 1604 86 cuee( pole) 3P 4 Cai
Dong cit: 25 kA
Tan so(Network frequency) 50/60 Hz
Déng tai: 324 ii’::fﬁf’/ Ghdsizly
M 324 ii
M5 2P Rating(In): 60004 ol e
So cuc: 2P
Dong tai: 254 g{;:f:t'/ Chdu7
MCB 2P 254 Rating{In): 60004 7 Cai
56 cuc: 2P
Déng ti: S04 f;f’a’:fﬁ ‘:"/ Gl
e Rating(ln): 60004 4 L
856 ciec: 4
i st it bl Fad Schneider/ Chéu A/
i bpel ipe Chau Au
. Nominal discharge current: Common mode: 20 kA (N/PE)
Cat sét Common mode: 20 kA (L/N) 1 Cai
Maximum discharge current Common mode: 45 kA N/PE
Common mode: 45 kA L/N
Pole: 3P+N
Bao gdm Iip dat vo th, NICCBI]\!QB, cit sét, thanh cdi, dong
1.4.1 |Nhan cong lp dit Tia PDU h, dau noi va kiém tra tit phin phéi di¢n chinh/nhanh cho
phong méy chi (PMC).
1.5 |Hé théng cdp dign
Cap dign CUZXLPE/FVC 2 ; i3
15.1 |4x1x240mm2 + E CUPVC CU/XLPE/PVC Ix 240mm2 (Diy 240 ( 4 sgi don) Goldeup/Viét Nam | 440 |m
1x70mm2 CU/PVC 1x70mm?2 Goldcup/Viét Nam | 110 m
152 Cép dién CU/XLPE/PVC CU/XLPE/PVC 1x 50mm2 Dy 50mm ( 4 sgi don): Goldcup/Viét Nam | 32 [m
Ax1x50mm2+E CUPVC 1x35 mm2[epye 1x35mm2 Goldeup/VigtNam | 8 |m
153 Cép dién CU/XLPE/PVC CU/XLPE/PVC 1x 75mm2 Day 75mm ( 4 s¢i don) Goldcup/Vigt Nam | 120 |m
4x1x75mm2+E CU/PVC 1x50mm2 [eG/py e 1x50mm2 Goldcup/Vigt Nam | 30 |m
Cap dién CU/XLPE/PVC CU/XLPE/PVC Ix 25mm2 Day 25mm ( 4 sgi don): 32m Goldcup/Viét Nam | 32 |m
154 |4 1x25mm2+E CU/PVC 1x16 mm2
el il X7 mMACURVC 1x16mm2 Goldcup/ViétNam | 8 m
Cap dign CU/XLPE/PVC 3 £ _ 55
15.5 |4xix16mm2 + E CUPVC CU/XLPE/PVC Ix 16mm2 Diy 16mm ( 4 sgi don): 200m Goldeup/Viégt Nam | 200 |m
[x10mm?2 CU/PVC 1x10mm2 Goldcup/Vigt Nam | 50  [m
156 Ciép dign CU/PVC dx1x6mm2 + E [CU/PVC Ix 6mm2 Diy 6mm ( 4 sgi don): 160m Goldcup/Vigt Nam | 160 |m
CUPVC Ix4mm?2 CU/PVC Ixdmm2 Goldeup/Vigt Nam | 40 |m
1.5.7 |Cép dign Cu/pve Ix1x2,5mm?2 CUPVC 1x2.5mm2 (3 ddy don) Goldcup/Viét Nam | 300 m
1.5.8 [Cap dién Cuw/pve IxIxl.5mm2 CU/PVC Ix1.5mm?2 (3 diy don) Goldcup/Viét Nam | 200 m
1.5.9 |Diy di¢n CU/PVC/PVC 3x6mm2  |CU/PVC/PVC 3x6mm?2 Goldeup/Viét Nam | 300 m
) Chuén: IP44 ]
1.5.10 [O cim IP44 32 A 3P Dong tii 32A Bals/ Bire 24 | Chide
So cye: 3
Thang cdp 300x100mm sem tinh i Foe U s Co khi chinh xdc
1.5.11 dién Thang cép kich thude : 300x100mm 3D/ Vigt Nam 25 m
Ming 200x100mm mdng kin cé p i i G _ Co khi chinh xdc
1.5.12 i i ngod tidi Mang cdp kich thude : 200x100mm c6 nap 3D/ Vigt Nam 10 m
. B Bang dinh di¢n, ong rudt g nhya, day rat nhya, dinh vit, vit .
1:5:43 [Vt phukie nd, te ke, de, ty ren keo Silicon, kep chir P, kep ddu hoi.. L qal
Thi cdng lé'p dit hé thong cap dién, |Bao gﬁm kéo rdi c:’ip nguon ddy din, d cim 1P44 thang/mang
1.5.14 |thang/méng c4p va ddundi ngudn  |cdp, ddu ndi va kiém tra vin hanh hé théng ¢ip ngudn cho
cho phdng mdy chu (PMC) phong miy chi.
1.6 [HE théng tiép dja
1.6.1 |Coc thép ma déng D16 2.4m/coe e ticp mydong D16 Ramratna/ An B$ 6 céi
Chicu dai: 2.4m
162 [CUPVC 50mm2 két ndi cée coc |CU/PVC 1x50mm2 Goldeup/Viét Nam | 90 m
1.6.3 [Hép kiém tra tiép dia Hop kiém tra tiép dija Viét Nam 1 b
Bing dong tiép dja trung gian ; ik g . - )
1.64 150x100xSmm Béng ddng tiép dja trung gian 150x100x5mm Viét Nam 1 b
165 [Méi hin héa nhict Méi hin héa nhigt Godpelf Voot | & | iy
i Théi Lan
1.6.6 |GEM giam dién trér dat GEM giam dién trdr dit Viét Nam 6 bao




A .
STT |Danh mue thiét bj, phin mém Yéu ciu thing sb ky thuit Model Hing xudt xir Iuso:\g B:}:m
1.6.7 |CU/PVC 50mm?2 lén PMC CUPVC 1x50mm2 Goldcup/Viét Nam [ 60 m
168 |Phykign cho HT Bang dinh dtr;n ong rudt ga nhura, diy nit nhua, dinh vit, vit i Géi
na, tac ké, 6c,.
Thi cdng hé théng tiép dia bio vé Bao gom thi coug coc tlep dja, day tiép dja, hop kiém tra,
1.6.9 3 2 5 bang dong uep dia, mm han héa nhiét, GEM, khoan giéng va
cho phong mdy chi (PMC)
do kiém h théng tiép dia.
1.7 |H& théng dén chidu sing
1.7.1 |Phong miy chit
TR - \ Sé bdng: 3
B : > ki : : ; i
7.1, |Pénam tran 600x600mm kém 1o e 605( 598)x605( 598) Sino/ ViétNam | 20 | Bg
bdng led y—— T v
Kigu ddng: Am tran tha
1.7.1.2 |Dén exit Bén chi hudng | mit Sino/ Viét Nam 3 Bg
Ry Pén khdn ¢dp 2 chéa . = X
1.7.1.3 |Bén khin ¢dp Céng suit >1W Sino/ Viét Nam 6 Bo
1.7.1.4 |Cong tic doi Sino/ Viét Nam 2 Bd
1.7.1.5 |O cdm d6i 3 chdu Sino/ Viét Nam 8 | Chié
1.7.1.6 |[Phu kign B‘iing;dm.h ?lgn, ong rudt ga nhyra, ddy nit nhya, dinh vit, vit L HT
nd, tic ké, oc,
1 7,17 |Nhancong I3p dt den chidu sang, [Bao gém Hip dit dén dm tedn, dén exit, dén khan cdp, céng
""" |céng tic, 6 cim - Phong mdy chii  [tdc, 6 cim va phy kién chiéu sdng cho céc phong chire ning.
1.7.2 |Phong gidm sit SOC
Dén dm trin 600x600mm kém 50 bong: J s
1.7.2.1 béne led Kich thude: 605( 598)x605( 598) Sino/ Viét Nam 24 Bg
& Kiéu ding: Am trin tha
1.7.2.2 |Dén exit Dén chi hudng 1 mit Sino/ Viét Nam 1 B¢
. S Dén khan cap 2 chéa : 2
3 = / & O
1.7.2.3 |Pén khan céip Cong suit 21W Sino/ Viét Nan1 7 3 Bo
1.7.2.4 [Cong tic déi Cong tic ddi Sino/ Viét Nam -1 Bd
1.7.2.5 |0 cim ddi 3 chdu O cim déi 3 chau Sino/ Viét Nam 35 | Chiée
1.7.2.6 [Phy kién B‘an% dil'l}'l e:]:gn, ong rudt ga nhya, diy it nhua, dinh vit, vit | Hr
nd, tic ké, oc,...
As i T %A e
1\}1:m s l:lp dat de‘n chl.e'u sAng, Bao gon'l lip ddt dén am trdn, dén exit, dén khan cdp, cong
1.7.2.7 [céng tac, 6 cdm - Phong gidm sit
SOC tac 6 cdm va phy kién chiéu sing cho cdc phdng chite ning.
1.7.3 |Phong diéu hanh
L. , S béng: 3
B\ 2 -,
1731 |Dén dm tran 600x600mm kém 1 r o 605 ( 598)x605( 598) Sino/ Viét Nam 8 B
béng led ~ ST - T
Kiéu ding: Am trin tha :
1.7.3.2 |Pén exit Bén chi hudng 1 mit Sino/ Viét Nam 2 B¢
. s or Dén khan cdp 2 chéa T x
1.7.3.3 |Dén khan cap Céng sudt >1W Sino/ Viét Nam 2 Bg
1.7.3.4[Céng tic doi Céng tic doi Sino/ Viét Nam 1 Bo
1.7.3.5 |O ciim d6i 3 chau O cim déi 3 chdu Sino/ Viét Nam 8 Chiéc
n ‘s H . . - . - ’ P
1.7.3.6 |Phu kién B'ﬁng: dm!1 c?u;n, ong rudt ga nhya, day rit nhya, dinh vit, vit N HT
nd, tic ké, oc,....
.7.3.7 [Nhdn cong lip dat dén chidu sing, |Bao gdm ldp diit ddn 4m trin, dén exit, dén khin cip, cong
© " |cong tac, 0 cam - Phong dicu hanh _|tdc, 6 cam va phu kién chicu sing cho cic phong chitc nang.
H§ théng camera kiém sodt an Bao gim Iép dét v 1, I\r'[CCEElfMC{l.a, e ﬁwnh, caf, dong
2 inh ndi bd ho, dau noi va kiém tra i phén phoi dién chinh/nhdnh cho
IR phong mdy chi (PMC).
Model: DAT-
Camera IP Thén Full Color anh sdng kép théng minh 9649ZAS- Trung Quée
[L/Dahua/
. Cam bién 6-MP 1/2.7" CMOS
. Bg phén giai: 6 MP (3288 x 1850)@20 fps hodc (2688 x
1520)@25/30 fps.
. B§ nhay sdng 0.0007 lux@F1.5
. Chuan nén hinh anh H.265, H.264, H.264H, H.264B, Al
H.264, AL H.265
. Anh séng kép théng minh, tich hgp dén Led dnh sing tring
vi dén hong ngoai, ché dé théng minh tw déng bit dén khi
phdt hién ngudi / xe di vdo khu vire quan sét
. Tam xa hong ngoai 60m, tim xa dén LED énh sdng 4m thu
hinh cd mau 60m
. Co the tiy chinh che d¢ Ty dgng, Full Color hodc Hﬁ:lg
2.1 |Camera bdn ciu 2.8 Lens LR 10y 6C0 dren ol 9 Chiée

. Chong nguge sing WDR(1204B)
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STT

Danh muyc thiét bi, phan mém

Yéu ciu théng sb ki thuat

Model

Hing xudt xir

s6

lugng

Pon vi
tinh

.Chédo Ng:‘ay B{:m ICR, chdng nhiéu hinh dnh 3DNR,'T1,:
d¢ng can bing traing AWB, Ty déng bl sing AGC, Chong
nguge sing BLC.

. Hd trg chite ning Bdo vé vinh dai : Tripwire, Intrusion (cé
phién bi¢t ngudi, xe) va SMD Plus

. Ong kinh ¢6 dinh 2.7 mm-13.5 mm (géc nhin 114°-32°)

. Tich hgp mic

. Audio infout: 1/ 1, Alarm in/out: 1/1

. Hd trg chudn ONVIF, Tén mién mién phi SmartDDNS. TV
v P2P, AutoRegister 2.0

. Phin mém st dyng: DMSS, SmartPSS Lite, Dolynk Care

. H trg khe cdm thé nhé [én dén 512GB

. Bi¢n ap DC12V hodc PoE (802.3af)

. Nhiét d¢ hoat déng : =30 °C to +60 °C

. Chét lidu kim loai, IP67

22

Déu ghi hinh kém 6 cimg 6TB

« Diu ghi hinh IP théng minh 16 kénh 2 & cimg

DAT- 162E4-NR-
PMA/Dahua

Trung Quéc

+ Chudn nén hinh anh Smart H.265+/H.265 véi hai ludng dix
liéu véi phan gidi hd trg lén dén 32MP

« Biing thong 448/448/448 Mbps (
incoming/recording/outgoing - Al disabled)

« Cong ra tin hi¢u video IHDMI/IVGA. Hd trg 8K HDMI
output

» Ché d§ chia hinh: 1/4/8/9/16

« Hé trg xem lai dong thai 16 camera cung lic

« Hé trg 4 cong bdo dgng diu vao va 2 cdng bio dong ddu ra,
véi cdc ché dd canh bio theo sur kién (chuyén dong. xdm
nhdp, mat két néi) vai cic ching ning Recording, PTZ,
Alarm, IPC alarm, Video Push, Email, Snapshot, Buzzer &
Log

+ Hé trg két ndi nhidu thuong hié¢u camera véi chuan tuong
thich ONVIF

« Ho trg 2 0 cimg, mdi 6 toi da 20 TB . H3 trg tranfer dit ligu
qua NAS ( tdi da 2 két néi)

* USB hé trg 2 cng, 1 cong RJ45 (10/100/1000M), | céng
RS232, I cong RS48S, | cong audio vao 1 cdng ra, hd trg
dam thoai 2 chiéu, alarm 4 in/ 2 out )

+ Cdc tinh ning théng minh Al:

+ Bao vé vanh dai (IVS): 8 kénh Al bai dau ghi hodc 16 kénh
Al bdi Camera

+ Phdt hién khuon mit (Face Detection): 4 kénh Al bdi dau
ghi hodc 16 kénh AT boi Camera (C6 phdn tich thuge tinh

|khudn mat)

+ Nhin di¢n khuén mit (Face Recognition): 16 kénh Phat
hién bing camera + nhdn dién bing dau ghi (FR by NVR)
hogc 4 kénh Phét hién bing ddu ghi + nhan di¢n bing diu ghi
(FR by NVR) / hodc 16 kénh Camera Nhdn dién khuén mat
(FR Camera)

+ SMD PLUS: 16 kénh Al bai dau ghi hodc 16 kénh Al bai
Camera

+ Video Metadata: 4 kénh Al béi dau ghi hodc 16 kénh AI bai
Camera

+ Nhin di¢n bién sd (ANPR): 16 kénh Al béi Camera, hé trg
1&n dén 20.000 bién sé.

+ AcuPick (1080P): 4 kénh Al bai dau ghi hodic 16 kénh Al
bdi Camera

+ Céc chirc ning théng minh khdc: Al by Camera : Bém
ngudi, Heatmap, Stereo Analysis, Crown distribution, Vehicle
density, PPE detection, Smart object detection, Smartsound
detection, ...

* Ho trg Auto Register 1.0 va 2,0 thém Camera tir xa vé dau
ghi: Full kénh

» Tén mién min phi SmartDDNS.TV va P2P.

+ Phan mém sir dung: SmartPSS Lite, DMSS

« Pign dp DC12V 4A, cdng suiit khéng 6 cimg 10W

* Kich thude 375.0 mm * 284.4 mm x 56.0mm, trong lugng
khéng o clmg 1.55kg

* Nhigt d hoat déng : -10°C ~ +55°C

Chiée
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Model

Hing xudt xi¢

S6
lugng

Pon vi
tinh

2.3 |Switch POE 24 Port

. Quan ly tir xa qua Cloud (Dolynk Care), gidm chi phi va
nhdn céng bdo tri.

DH-CS4226-
24ET-240/Dahua

Trung Quéc

. Thém thiét bj d& dang bdng md QR, Quén Iy bing app va
web.

. Gidm sat thiét bl, bat tt khoi ddng lai tir xa, canh bdo khi cé
thiét bj mat két ndi, tw dong tao cy so dd két ndi..

. PBap img tiéu chudn cap nguon IEEE802.3af, IEEESDI.Bat,
v ¢ip nguén Hi-PoE.

. Hd trg Intelligent PoE, PoE Watchdog, giao thirc LLDP,
VLAN, LOOP Detection...

. PoE Extend : Khoing cdch truyén tin higu va uguézl t6i da
250m, cho phép Extend timg port.

. Cdng giao tiép: 2 x 10/100/1000 Mbps RJ45 / 2 x SFP 1000
Mbps (combo), 24 x 10/100 RJ45 (cip ngudn PoE)

. Céng suat PoE: M&i cong <30W, Tong cong <240W

. Ho trg 2 cdng Hi-PoE cdng suat cao BT 90W dinh cho
camera speedome

. Chire ning PoE Vinh Vién: Luén ludn cip ngudn PoE cho
camera ngay ¢d khi ban khdi déng lai Switch.

. Kha ning chuyén tai: 8.8 Gbps

. Téc do chuyén tidp géi tin: 6.55 Mbps

. Nguon tich hop: 100-240VDC max 4A. Chdng sét 4KV

. Kich thude: 440 mm x 220 mm x 44 mm

. Khéi lugng: 2.47kg

Chiée

2,4| Vit ar thi cong:

Vit tu thi cong:

- Tua dién, CB

- C4p mang, hat mang R145
-Cép nguén, adapter

- nep, gen, dinh de vit...

2,5|Nhin cdng thi cong

Chi phi vin chuygn hp dgl cdu hinh, tich hep, t0i wu hoat
dong toan b hé thong thiét bj va huéng din chuyul giao cdng
nghé

H¢ thong kiém sodt an ninh thé
tir ra vio

Thiét bi dau doc nhan dién khuén

3 |

Mady Chdm Céng va kiém sodt nhin dién Khudn Mat

VR- FACE-
Al06F/ VIRO

Malaysia

* 5.000 khudn mit, 10.000 vin tay, 15.000 thé

« B$ nhé : 500.000 lan cham céng

= Nhin dién | 1in 5 khuén mit cling 1 lic

« Nhan di¢n givong miit tit moi géc nhin 0.5 dén 3m

+ Camera hong ngoai nhin dién hinh that chinh xdc

« Chim duge khuén mjt déng, deo khau trang

« K&t ndi véi may tinh: Wifi, Tep/Ip, wiegand, USB

+ Tich hop kiém sodt cira ra vio Access control

+ Thoi gian cham cong < 0.2 gidy chinh xdc

« Ly dir liéu tir xa, tdp trung vé 1 diém qua Cloud

» Man hinh mau cam tmg dién dung 4,3 inches

* NPU + CPU 1.2G Dual-core, Rom 4G, Linux 3.10

* Ngon Ngir: Anh — Viét, Ngon ngit khdc

« Sir dyung nguén 12v, IA. Ning 0.35kg

» Kich thudc: 1838x80x20mm.

. Céng nghé Tri tu¢ nhdn tao Al giip mdy nhanh va chinh xdc
gap ddi cde cong nghé khic

+ Cong ngh¢ chong ngrge sing WDR gilip mdy chim cong
trong moi didu ki¢n dnh sing

chiée

Khda md tir hit cho cira don

Khéa nam chiam lyc hiat 280KG

PR-
0300M/PROLOCK/
Pai Loan

(Holding Force: 280Kg, 6001bs)

Khéa ctra dién tr PR-0300M

- Electromagnetic Lock (600 lbs)

- Khoa cira di¢n tir Iuc hit nam cham 600 Ibs tuong duong
272 kg.

- Thich hop cho cic loai cira kiéng, cira gd, cira chéng chay
(Applicable for glass door, wooden door, fireproof door).

32

- Ngudn dién: 12/24VDC

- Kich thude thanh nam chim dién (Surface magnet): 250 L x
47 W x 25 H (mm)

- Téng trong lugng: 2 kg

B¢ phin vo bit khoa

chiée
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STT |Danh muyc thiét bj, phian mém Yéu chu thong sb ky thuat Model Hing xudt xir lf;“ﬂ Dz::;’!
Nt nhdn khén thodt hidm
Cau tgo dang cong tac dién trg
Bién dp hoat dong 12 VDC
. T ; F Nt nhan khan thoat hicm
33 Eﬁ‘c‘z‘sk:‘:g cpaschntichn an: [g, . auooning thodith ié B Logn i | Gk
v ién 4p hoat déng 12 VDC
3.4 [Nt nhan mé cira Niit exit nhya VR-5A, Kich thudc:92#92%28mm , BE 4 chiéc
. P ic quy WP7.5-12 Globe - ; 5
3.5 |B¢nguon cip B3 luru dién cho kibm sodt Viét Nam/China 4 B
Tan so: 125KHz
3.6 |Thé khéng tiép xic logi mong Khoang cdch doc: 4 inch (10cm) 50 chiée
M3 hoa : Tuong thich vdi logi ASK [EM] 125KHz
Vi hy: Ddy tin hiéu, ong, pl 2 Ty i
37 kiaé:lm phy: Ddy ti hig, ong, phy Vit tu phu: Diy tin hiéu, ong, phu kién
Nhin cdng thi cong hé théng b eoag (i cdag - thog 1 |asi
H¢ théng PCCC biing khi (Fire
4 |Alarm & Protection System
(IM200) ]
i HE THONG BAO CHAY VA
"~ |PIEU KHIEN XA KHi
Conventional fire extinguishing
panel; 2 zones for extinguishing - Bién dp hoat dong: 110-230V AC £10%
and 1 conventional fire alarm zone;
- v ’ Y .
guk'}ﬁ tm bdo chéy vA dicu khién |\ 4o ot dgng: -5°C afn 40°C
kém acquy 12VDCx7.5Ah - D 4m hoat déng: (93 = 3)% @ 40°C
- Sy ki¢n: Tuy chon module luu trir 1000 sy ki¢n (Option
thém) ' i : -
L] - Téi da 32 du bdo trén | kénh dau bio - TeletekiBulgori 3 cii
- Tich hgp niit dn xa Khi trén th
- Pau vio gidm sat: Manual Release, Hold, Mode Select,
On/Oft Exting (Enable/Disable Extinguishing), Low Press.
(Low Pressure), Flow Control
- Pau ra dicu khién: 2 dau ra chuéng cdi, 1 dau ra van dién, 3
diu ra relay
- Cap béo vé: IP30
- Chirng nhin: EN54
Optical-smoke detector; w/o base |- Pién dp hoat dgng: 9-30V
Pau bio khoi thudmg kém dé - Nhiét d§ hoat dong: -10°C dén 60°C
- D§ dm hoat djng: < (93 £ 3)%
- Déng dién bdo dong:
+ logi dé B24 and B24D ... .20 mA / 12-30V SENSOMAG S30
4.1.2 +1oai d B24RD ... ... 33 mA/ 12V; 49mA/24V; 5TmA/30V | + SENSOMAG Teletek/Bulgari 21 Céi
+ logi déBI2L/U. ....... 18 mA /9V; 29mA/I2V; B2d
32mA/15V
- Dong dién chd: <50pA
- LED Hien thj trang thdi: Co
- Tiéu chufin: EN54
Rate-of-rise heat detector; class - Dign dp hoat déng: 9-30V
Al/R.
?éz‘.u bio nhit thudmg gia ting kém |- Nhigt dé hoat dgng: -10°C dén 60°C
- D§ dm hoat dong: < (93 +3)% @ 40dd C
- Dong dién bdo dong:
+ logi dé B24 and B24D . .. .20 mA / 12-30V SENSOMAG R20
4.1.3 ‘ +SENSOMA T ¢/Bulgari il
+loai @ B24RD . . . ... 33 mA / 12V; 49mA/24V; STmA/3OV 32)4 G EISERBt [} &) e
+logide BI2L/U . ....... 18 mA / 9V; 29mA/12V;
I2mA/15V
- Dong dién chd: <50pA
- Nhiét d$ phat hi¢n chdy: >58°C
- LED Hién thi trang thi: C6
- Tiéu chuan: EN54
Manual Release button - Dién dp hoat déng: 9-30V
Nitt nhén xa khi khin cip thudmg__ |- Nhigt dd hoat dang: -10°C dén 60°C
- D3 4m hoat dang: <93% @ +40°C SENSOMAG . =
1.4
4.1 Vit licu: Nhya ABS MRB30 Teletek/Bulgari 3 Céi

NS
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_ Iirgng | tinh
- Cap bao vé: IP40
- Chimg nhdn: EN54, EN 12094-3
Emergency Stop button - Dién 4p hoat dong: 9-30V
Nt nhin tam dimg xa khi thuong |- Nhiét d¢ hoat dong: -10°C den 60°C
- B§ dm hogt ddng: <93% @ +40°C SENSOMAG . ",
4.1.5 ~Vitlidu: Nhya ABS MHBS0 Teletek/Bulgari 3 Cii
- Cap bao vé: IP40
- Chimg nhidn: EN54, EN 12094-3
:gfg;r;f;‘ijﬁ;'}::;‘s‘”h stobe; 32| pyign dp hoat dong: 20-28 VDC
Cdi dén két hgp thudng mau doé - Nhiét d¢ hoat déng: -10°C dén +60°C
- B§ am hoat dong: 93 = 3% @ 40°C
4.1.6 - Am lugng: 84 - 101 dB @ Im SF 100 RSST Teletek/Bulgari 6 Cai
- Clp bao vé&: IP21IC
- Tan s6 dén chap: 1Hz
- S6 loai am thanh ¢6 thé chen: 32 loai
- Chimg nhdn: EN54
Indoor red sounder; 32 tones; 2 - Dién 4p hoat déng: 20-28 VDC
sound levels;
Coi bdo chdy thudng miu do - Nhi?t dg hoat dgng: -10°C dén +60°C
- D) am hoat ddng: 93 + 3% @ 40°C .
4.1.7 T f RBG 1({,?, SFI00RSND | Teletek/Bulgari 3
- Cép bdo vé: IP21C
- $6 loai 4m thanh cé thé chon: 32 loai
- Chimg nhin: EN54
Dén canh bio x4 khi, CAM VAO -
4.1.8 [Discharge waming lamp, DO NOT |Pén cinh bio xi khi, CAM VAO stv.ong  |STEC xg}y b i I
ENTER
Bén cénh béo xi khi, DI TAN
ey . Pén canh bo x4 khi, DI TAN KHAN CAP srepve  [STECVENAIVIRH
Discharge waming lamp, Nam
EVACUATE
4.2 |HE THONG HSSD
- Noudn diu vaog: 12.4 - 27 VDC VDC
- Mirc bao d¢ng: 5 mirc bio dgng
421 Piu IJ_:;io cl}éy khoi sém dg nhay s ij ém‘ hoa_\tl ddng: 95% RH ASD 535-4 Securiton/ EU | Bs
cao kieu hit - Cap bao v¢: IP54
- Nhiét d§ hoat dgng: -30°C dén 60°C
- Chimg nhén:UL, FM, VdS, SIL
4.2.2 |Bd loc bui ‘ Bo loc bui DFU 911 Securiton/ EU 2 B
423 E%E;T; ;"“‘g (a0 gomhdp A |no s g (bao bin by dinig REKS11) SSD 515-38 Securiton/ EU 6 | ms
4.2.4 |Piém iy miu khéng khi Diém ldy miu khong khi Securiton/ EU 6 Céi
a5 [Pism yodu khdag ki dengong: [ps i 0, i it daing S i (Flexible) SC 20ST PA Securiton/ EU 3 | ca
mem (Flexible)
B9 ngudn phu chuyén déi nguon . N T y
42.6 220ng1\1€ slzmg B¢ nguon phy chuyén doi nguon 220VAC sang STX2402-C-SEC | Securiton/ Taiwan 1 Bo
24VDC/2A chudn ENS4 24VDC/2A chuan EN54
43 |HE THONG CHUA CHAY KHI
) HFC-227EA(FM-200)
4.3.1 [Phong mdy chi
Binh khi HEC-227ea (FM200) loal \po 1ot PG 3976 (FM200) Toi 1401, 50 bar dufge rigp 86 926150 i ‘
4.3.1.1 | 1401, 50 bar dugc nap 86 kg khi F oy 3% Viking/Germany 1 Binh
3y oy L, kg khi gom dong ho dp lue (926254)
gom dong ho dp luc
140 Litre - Vat ligu binh: thép diic
Binh thép diic 140 lit - Thé tich: 140L
4.3.1.1 - Nhiét dg hoat dgng: -18°C dén 50°C o .
1 ~ 77 1¢ nap: min (0,5kg/); max (1.05kg/]) REH Viking/Gérmdoy' | 1 | Biab
e A;v suat lam viée 16i da: > S0bar tai 60°C
- Chimg nhdn: UL, ULC, FM,
4311 HFEC-227ea (heptafluoropropane)
i 2 " \Khi chita chdy HFC227EA (FM-  |Khi chita chay HFC227EA (FM-200) HFC227EA China 86 Kg
) 200)
gf,j;';z";é )P ress Gauge S0bar - Nhigt @5 hogt dgng: -40°C dén 60°C
ngi .;'go ;rg [;’g: binh khi chita chdy | Dién dp hoat déng: 4,5 - 24VDC
4311 - Dong dién hoat dong: 5 - 100mA : :
— - Kich thieae danh dinh: 50mm 889313 Viking/Germany 1 Chice

10
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STT [Danh mye thiét bj, phin mém Yéu cAu théng s6 ki thuit Model Hiang xufit xir 5 Do’m X
) : lwrgng | tinh
™ - Cap chinh xdc: 1,6
- Tiet dién day dén dign: 0.14mm2, AWG26
- Day dan dién: 2 16, 100cm
- Cap bao vé: IP65
- Ching nhan: UL, ULC, FM
Limit switch pneumatic operated (4)|- Nhiét d¢ hoat dgng: -20°C dén 50°C
43.1.2 v . T - 826758 iki k ié
Cong tic dp lyc - Ap sudt lam viée: 140bar Vildbp/Griafiy : chice
- Chimg nhin: UL, VDS, FM
Hose DN 50 90° - 80L Cylinder & ogy s T T .
Above - ISO - Nhiét d¢ hoat dong: -18°C den 50°C
T T -
‘S\J{;)li E‘;nl;])N A" dungrviihints | Ap sudt lam vige: 80bar
43.1.3 8876 Viki hié
3 ~ Ap sudt thit nghiém: 120bar 87650 iking/Germany 1 Chiéc
- Ap suat thir n6: 240bar
- Vit lidu: thép ma kém
- Chimg nhin: UL, ULC, FM, Vds
Electrical Release device with oy s i s ew e
Diode (1) - Nhiét d¢ hoat dong: -17°C dén 55°C
Van dién kich hoat binh khi - Dién dp danh dinh; 24VDC +15 %
43.1.4 - Dong dién danh dinh: 0,5A =10 % 4004595 Viking/Germany 1 Chice
- D6 Am hoat déng: 20% dén 80%
- Cap bao vé: IP65
- Chimg nhin: UL, ULC, FM, Vds
Release device manual (3) - Nhiét dg hoat dgng: -18°C dén 50°C - f
Al Can giat xa khi bing tay - Chimg nhén: UL, ULC, FM Ll Vikisgloenumy A Chica
Clamp for extinguishing agent
cylinder 1061/1401 /1471/1801 Dai aiit bi r . : o
43.1.6 Pai git binh khi 10611401 ai gitr binh khi 1061/1401/1471/1801 5887639 Viking/ China 1 Chiec
/14711801
Nozzle V2" 360° - Nhiét d6 hoat dgng thap nhat: -18°C
3  L1.A T 5 T [ Eaa s e B i
4317 Bau phun thép khong ri 1/2" 360 I_\p su::t lflm vtec n!‘lu uh{at. 9bar 889050 Viking/Germany 5 Chide
- Ap sudt lam vi¢e 1ém nhat: 60bar
- Ching nhin: UL, ULC, FM, Vds
Nozzle 14" 360° - Nhiét d hoat déng thip nhidt: -18°C
Diu phun thép khdng ri 14" 360° [ Ap sudt lam viéc nhd nhit: 9bar ok .t
43.1.8 ~ & sl Vit Tom nukt: 0bar 889058 Viking/Germany 1 Chiéc
- Chimg nhén: UL, ULC, FM, Vds
4.3.2 |Phong ngudn
01 binh Khi HFC-227ea (FM200) o\ 01 1 HFC-227ea (EM200) logi 401, 50 bar dugc nap 25 926131 . 2
4.3.2.1 |loai 401, 50 bar duge nap 25 kg khi , 3 Y, Viking/Germany 1 Binh
PN 1, kg khi gom dong ho 4p luc (926220)
gom dong ho ap lye
40 Litre - The tich: 40L
Binh thép dic 40 lit - Ap suat nap: 30 bar
- Trong lugng binh rong: 59kg
4.3.2.1 - Vat liéu cuia binh: Thép khong gi " .
A - Ap sudt ngp 161 da ctia binh: 60 bar s Vg : Bk
- Tiéu chuan ky thudt vo binh: UN, TPED, EAC
- Nhiét d hoat dgng: -18°C den 50°C
- Tiéu chuan: UL, FM
321 HFC-227ea (heptafluorepropane)
* 2 " |\Khi chita chay HFC227EA (FM-  |Khi chita chdy HFC227EA (FM-200) HFC227EA China 25 Kg
<200
Contact Press Gauge 50bar o i msvead e
(FA200) - Nhiét do hoat dgng: -40°C den 60°C
Dong ho ap le binh khi ehiza chay | .. . e
FM-200 50 bar Dién ap hoat dgng: 4,5 - 24VDC
4321 - Dong dién hoat dpng: 5 - 100mA
' 3 - Kich thudce danh dinh: 50mm 889313 Viking/Germany 1 Chiec
’ - Cdp chinh xdc: 1,6
- Tiét dign diy dan dién: 0.14mm2, AWG26
- Ddy dan dién: 2 15i, 100cm
- Cdp bdo vé: IP65
- Ching nhan: UL, ULC, FM
Limit switch pneumatic operated (4) |- Nhiét d hoat déng: -20°C dén 50°C
4322 826758 Viking/Germany 1 Chiée

Céng the ap lue

- Ap sudit lam vidc: 140bar

- Chirng nhan: UL, VDS, FM

NaNN
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Hose DN 40 90° - 22L,40L & 52L b fk g
Cylinder - ISO - Ap suat thict ke: 80 bar
e 1Y T At Ry .
V;;in:gi[?sz‘z'go ding¥éi pinh - Ap suat thir nghi¢m: 120 bar
4323 Vit iéu: Thip ma kém 887648 Viking/Germany 1 Chiéc
- Két noi: 1-1/2"
- Nhiét d: -18°C dén 50°C
- Tiéu chuan: UL, FM
Electrical Release device with S, e T
Diode (1) - Nhiét d¢ hoat dong: -17°C dén 55°C
Van dién kich hoat binh khi - Pi¢n ap danh dinh: 24VDC +15 %
4324 - Dong dién danh dinh: 0,5A 10 % 4004595 Viking/Germany 1 Chiée
- P 4m hoat déng: 20% dén 80%
- Cip bdo vé: IP65
- Chitng nhén: UL, ULC, FM, Vds
Release device manual (3) - Nhiét d¢ hoat djng: -18°C dén 50°C ifx .
4325 Lo stk kbl bing ey ~ Chimg nhan: UL, ULC, FM &3as Viklog/Joomany | 1. | (Chisg
Clamp for extinguishing agent ]
1.7.6 |cylinder 22/401 Dai giir binh khi 22/401 888014-1 Viking/China 1 Chiec
Bai gilr binh khi 22/401
Nozzle 1" 360° - Nhiét dé hoat dong tllftp nhat: -18°C
Biu phun thép khéng ri 1" 360° - Ap suat [am viéc nhé nhét: 9bar i K
4.3.2.7 ~ Ap s vige lm phik: §0bar 889054 Viking/Germany 1 Chiéc
- Chimg nhin: UL, ULC, FM, Vds
Nozzle 44" 360° - Nhiét dg hoat dong lhép nhat: -18°C
T : B T G i o T I T : .
4328 Dau phun thép khong ri 1/2" 360 Ap su?t l?m vige n'hu l].hflt. Obar 389050 Viking/Germany 3 Chide
- Ap sudt [dm viée Iém nhat: 60bar
- Chirng nhgn: UL, ULC, FM, Vds
x ~ A Y 4 .
sagg) iurton il hethongBio b b duin i difeg bl iy & chnachly I Géi
chdy & chira chdy
4'3(')2't Day tin hi¢u chéng nhidu 2x1.5mm |Ddy tin hi¢u chdng nhidu 2x1.5mm Benka/ Trung Quée [ 100 M
4'3i2'1 Day ngudn chéng chdy 2x1.5mm  |Day ngudn chéng chdy 2x1.5mm Benka/ Trung Quée [ 25 M
“f‘l Ong ludn day PVC D20 Ong lubn day PVC D20 Sino/ Vigt Nam 100 M
4'352'[ Mang xong PVC D20 Miing xéng PYVC D20 Sino/ Vigt Nam 50 Cai
4'3"12'1 Kep éng PVC D20 Kep éng PVC D20 Sino/ VigtNam | 100 | cai
4'352'1 Nga chia PVC D20 Ngia chia PVC D20 Sino/ Viét Nam 13 Céi
4'3('52'1 Ong PVC D25 Ong PVC D25 Sino/ Viét Nam 50 M
4‘3,;,2'1 Mang xéng PVC D25 Ming xéng PVC D25 Sino/ ViétNam | 25 | c&
43{3" Kep dng PVC D25 Kep dng PVC D25 Sino/ Viét Nam 50 Céi
4321 SealyHod Phat/
' 9 . C)ng thép den DN32 day 3.2mm Ong thép den DN32 day 3.2mm Trung Qude/ Vidt 12 M
Nam
4322 Seal/Hod Phat/
3 0 ' ()ng thép den DN20 day 2.6 mm Ong thép den DN20 day 2.6 mm Trung Quoc/ Viét 12 M
Nam
4322 Seah/Hoa Phat/
: 1 “ |Ong thép den DN15 day 2.6 mm Ong thép den DN15 day 2.6 mm Trung Quoc/ Viét 18 M
Nam
4322 ... .., = £ i
2 Cit thép DN32 Cut thép DN32 Mech/ Trung Quoc 3 Céi
4322 s G 2 .
3 Cit thép DN20 Cut thép DN20 Mech/ Trung Quée 3 Cai
N iy (S i £ .
4 Cit thép DN15 Cut thép DN15 Mech/ Trung Quoc 8 Cai
4.3.2.2(. . o P "
p Té thép DN32/15 Té thép DN32/15 Mech/ Trung Quoc 1 Cai
4322, ., . - i "
6 Té thép DN20/15 Té thép DN20/15 Mech/ Trung Quéc 1 Céi
4'3%2'2 Cdn thép DN50/32 Cén thép DN50/32 Meel/ Trung Quée 1 Céi

12

AN

Lo Vo 2=
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4'35'}2'2 Con thép DN40/20 Cdn thép DN40/20 Mech/ Trung Quéc 1 Cai
4322),., . £ s
9 Kép thép DN50 Kép thép DNSO Mech/ Trung Quoc I Ciéi
43.23]|,,. . . N £ .
0 Kép thép DN40 Kép thép DN40 Mech/ Trung Quoc 1 Cai
4323 . — £ .
1 Kép thép DN32 Kép thép DN32 Mech/ Trung Quoc 1 Céi
4323, .. G £ 22
9 Kép thép DN20 Kép thép DN20 Mech/ Trung Quéc 1 Cai
4323, 5 g i X £
3 Kép thép DN15 Kép thép DNIS5 Mech/ Trung Quoce 2 Cai
Tai phong may cha
E;‘;:gcgg f :ﬁp df]grl:é i“rfll git‘ 1;1; ::21’ Bao gdm 1ip dit hé théng bio chéy, HSSD, binh/éng.’noz%le
4.4 £ . P £ . |FM-200, day tin hi¢u/day nguon, ong luon, lap trinh t dicu 1 Gbi
thang bdo chdy va chira chdy khi .z £ e 4 - .
khién, test lién dgng, hudng dan sir dung va ban giao.
FM-200
5 |H& thdng Cabling
Mau sic: Mau den RAL 9005
Chét li¢u: Thép tAm cén lanh day 1.5mm, son tinh di¢n
Kich thudc: 42U x W 600 (mun) x D 1100 (mm)
Tidu chudn dép tmg: EIA 310-D, DIN 41494, BS 5954, IEC
60297-1 va IEC 60297-2
Thiét ké:
- Khung tit duge két ndi da diém vai két cau cye ky vimng
5.1.35 |Tu rack may chi chic va khé ning chju tai trong Iém. 10 Ta
- Céc thanh Profile Rails ¢6 thé dich chuyén trén sudt chidu
sdu clia ti gitip phit hop véi moi d6 sdu cia thiét bi lip 1én ta
- C6 ciic dudng cdp vio/ra ci ¢ trén née va dudi diy m
- Cira ti; Cira trude 13 cira ludi 1 cdnh; Cira sau 12 cra ludi 2
canh; Pat dg théng thodng cao (= 70%)
- Tai trong: Trén banh xe: 1000 Kg; Trén chin dé: 1300 Kg
Mau sic: Mau den RAL 9005
Chit ligu: Thép tAm cn lanh ddy [.5mm, son tinh dién
Kich thude: 42U x W 800 (mm) x D 1100 (mm)
Tiéu chuan dap tmg : EIA 310-D, DIN 41494, BS 5954, IEC
60297-1 va IEC 60297-2
Thiét ké:
- Khung ti duge két ndi da diém vai két cdu cye ky vimg
5.1.34 |Ti rack mang chiic va kha nding chiu tai trong lém. 2 Ta
- Céc thanh Profile Rails ¢6 thé djch chuyén trén sudt chidu
sfu ciia ti gifip phit hop véi moi dg sau cua thiét bj 1ip 1én ta
- Cé cac dudmg cdp vio/ra cd & trén ndc va dudi ddy ta
- Cira t: Cira trude [a cira ludi 1 cdnh; Cira sau 14 ctra ludi 2
canh; Dat d thong thodng cao (= 70%)
- Tai trong: Trén banh xe: 1000 Kg; Trén chan de: 1300 Kg
NETWORK
Thiét ké: Thiét ké dang module, c6 khay tnrot, hé trg cde
casseltes va fiber adapter panels (FAP)
HO trg 4 khe cdm module FAP/IRU i ]
g Tich hgp quin 1y cdp : Pam bio dinh tuyén cdp, kiém sodt )
el [haydnd ol guhi A0 ban kh?l]:l?én co?;g clljzo tit ci cic diy nh?ty, cz'qi)két ndi 19 Chiks
Dung lugng cdp: Cho phép quin Iy 96 sgi quang
Chat li¢u: Thép, son tinh dién
Pip {mg tidu chudn: EIA-310-E, RoHS
Kiéu cp quang: OM3/OM4 50/125um
So lugng sqi quang: 24
Kiéu connector 1: LC duplex
515 |Cétsétquang MPO 24 fiber Kiéu connector 2: MPO 10 | cnige
7 I multimode OM3/0M4 Suy hao tiep xuc (Insertion Loss): <0.5dB
Suy hao phan hi (Retum loss) trén sgi quang: > 26dB
Dap tmg cde tidu chudn: TIA/EIA-568-C.3, RoHS
2002/95/EC, hd trg IEEE 802.3ae vi ANSIT11.2
5,13 [Fimbitkhodng trimg cho khay ddu 5 T?é::?’i:mi:: 30 | Chie

noi quang

Diép tmg: RoHS




STT

Danh muyc thiét b, phan mém

Yéu chu thong sb ki thuét

Model

Hing xudt xir

£

So
lirgng

Don vi
tinh

Ddy nhdy quang Multimode OM4,
LC duplex

Kiéu s¢i quang: OM4

Kiéu diu két ndi: Duplex LC

Kha ning chong chdy ciia vo cdp: Low Smoke Zero Halogen
(LSZH)

Suy hao tiép xtic: < 0.15dB

Suy hao phédn xa: = 26dB

Dip tmg tiéu chuin: TIA 568.3-D, IEC 60332-1-2, RoHS
2002/95/EC

120

Soi

Thanh ddu ndi 24 céng,

S0 cdng: 24

S rack unit: 1

Chit li¢u: CRS va ABS

Chiée

Thanh d& cap phia sau

Miu sic: Pen

Chat li¢u: Thép

Tudn thi ROHS

Chige

Nhin mang Cat6A

Higu sudt: Dép {mg ANSI/TIA-568.2-D Category 6A vi ISO
11801 Class EA tai tAn s8 Ién tdi 650Mhz

Kiéu cip phi hop: Category 6A/Class EA, 22-26AWG

Dép ting tidu chuan FCC: ANSI/TIA-1096-A, ticp diem dugc
ma 50 microinches vang

Dip tmg tiéu chudn IEC: IEC 60603-7 va IEC 60512-99-002

Dip (g tiéu chudn PoE: Dap (g IEEE 802.3af/at, va
802.3bt kicu 3,4

Dédp tmg UL: UL 1863 va UL 2043

Vit li¢u cach dién: >500 mOhms

240

Chiée

Thanh quan ly cip 1U

Chat ligu: ABS

S rack unit: 1U

Tudn thi RoHS

Chiée

Diy nhiy dong Cat6A, 28AWG,
3m, mau xanh

Tiéu chudn dép ing: Bip img tiéu chudn ANSUTIA-568.2-D
Category 6A va ISO 11801 Class EA & tin Ién tdi S00MHz

Kich thuée cdp: 28 AWG (Pudng kinh 4.7 mm)

Tuén thi FCC vi ANSI: ANSI/TIA-1096-A, tiép didm duge
ma 50 microinches vang

Tudn thi 1EC: [EC 60603-7

Tudn thi tiéu chudn POE: H3 trg 802.3af/802.3at va 802.3bt
kiéu 3, 4

Tudn thi ¢dc tiéu chudn an toan: UL 1863 and CAN/CSA-
C22.2 (UL File E129886)

Kha ning chong chiy: CM/LSZH dual-rated

240

Sgi

5.1.10

Khay ddu ndi quang 2RU

Thiét ké; Thiét ké dang module, ¢ khay truot, hd trg cdc
cassettes va fiber adapter panels (FAP)

H6 trg 8 khe ¢im module FAP/2RU

Tich hop quan Iy ¢dp: Pim bio dinh tuyén c4p, kiém soat ban
kinh uon cong cho tat cé cdc déy nhay, cdp két noi

Dung lugng cdp: Cho phép quin 1y 192 sgi quang

Chat liéu: Thép, son tinh dién

Bdp 1mng tidu chuin: EIA-310-E, RoHS

Chide

S.L11

Cit sét quang MPO 24 fiber
multimode OM3/0M4

Kiéu cdp quang: OM3/OM4 50/125um

$6 lugng sgi quang: 24

Kiéu connector 1: LC duplex

Kiéu connector 2: MPO

Suy hao tiép xic (Insertion Loss): < 0.5dB

Suy hao phian hdi (Return loss) trén sgi quang: > 26dB

Paép mg cdc tiéu chuin: TIA/EIA-568-C.3, RoHS
2002/95/EC, ho trg [EEE 802.3ae vi ANSIT11.2

Chiéc

5.1.12

Tam bjt khoang tréng cho khay ddu
ndi quang

Maiu sic: Pen

Chat liéu: Plastic

DBip ung: RoHS

Chiée

Kiéu sqi quang: OM4

Kiéu diu két ndi: Duplex LC

p=4

:
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5.1.13

Ddy nhay quang Multimode OM4,
LC duplex 3m

Kha ning chdng chay ciia vo cdp: Low Smoke Zero Halogen

(LSZH)

Suy hao tiép xtic: < 0.15dB

Suy hao phan xa: > 26dB

Dip ting tiéu chudn: TIA 568.3-D, IEC 60332-1-2, RoHS
2002/95/EC

120

Sgi

5.1.14

Khay ddu ndi quang IRU

Thiét ké: Thiét ke dang module, 6 khay trugt, hd trg cdc
cassettes vi fiber adapter panels (FAP)

Ha trg 4 khe c&m module FAP/IRU

Tich hgp quan 1 cép : Pam bio dinh tuyén cap, kiém soét
ban kinh udn cong cho tit ca cic diy nhay, cap két ndi

Dung lugng cdp: Cho phép quan Iy 96 sgi quang

Chat ligu: Thép, son tinh di¢n

Pip tmg tiéu chuin: EIA-310-E, RoHS

Chide

5.1.15

Cit sét quang MPO 24 fiber
multimode OM3/0M4

Kiéu cip quang: OM3/OM4 50/125um

So lugng sgi quang: 24

Kiéu connector 1: LC duplex

Kiéu connector 2: MPO

Suy hao tiép xic (Insertion Loss): <0.5dB

Suy hao phan hoi (Return loss) trén sgi quang: > 26dB

Dap ting céc tidu chuan; TIA/EIA-568-C.3, RoHS
2002/95/EC, hd trg IEEE 802.3ae vi ANSIT11.2

Chiée

5.1.16

Cat sét quang MPO 24 singlermode
0S1/082

Kiéu cap quang: OS1/082 9/125um

$6 lugng sgi quang: 24
Kiéu connector 1: LC duplex

Kiéu connector 2: MPO

Suy hao tiép xtic (Insertion Loss): <0.75dB

Suy hao phin hoi (Return loss) trén sgi quang: > 26dB

Pip ting cac tiéu chuin: TIA/EIA-568-C.3, RoHS
2002/95/EC, hé trg IEEE 802.3ae vA ANSI T11.2

Chiée

5.1.17

Day nhay quang Multimode OM4,
LC duplex 3m

Kiéu sgi quang: OM4

Kicu dau k<t noi: Duplex LC

Kha ning chéng chiy ciia vo cép: Low Smoke Zero Halogen
(LSZH)

Suy hao tiép xiic: < 0.15dB

Suy hao phin xa: > 26dB

Pap tmg tidu chudn: TIA 568.3-D, IEC 60332-1-2, RoHS
2002/95/EC

48

Sei

5.1.18

Diy nhdy quang singlermode OS2,
LC duplex 3m

Kiéu sgi quang: 082

Kifu ddu két ndi : LC (duplex)

Suy hao tiép xic: < 0.30dB

Suy hao phan xa: > 50dB

Kich c& ddy: 1.6 mm

Tiéu chuan chéng chay vé cdp: OFNR (Riser)

Dép ting tiéu chuan: TIA/EIA 568-C.3-1 va ISO/IEC 61755-3-

1; [EC-61754-7 (International); TIA-604-3-A, va -10-A;
FOCIS -3va-10

48

Soi

5.1.19

Khay ddu ndi quang, 24 ¢éng LC
duplex SM 0S1/052

Thiét ké: Thiét ké 2 manh, ¢6 the kéo truat

Logi cdp quang phtt hgp: OS1/0S2 9/125um

S84 lugng cong: 24 (LC-Duplex)

Diép tmg ticu chuan: EIA-3L0/IEC 60297

Chiée

5.1.20

Khay giit méi hin quang

Mau sic: Pen

S0 hugng méi noi giir: 24

Chiée

5.1.21

Dy ndi quang, 0S2

Kiéu sgi quang: OS2

Kiéu ddu két ndi: LC

Suy hao tiép xiic: < 0.30dB

Suy hao phin xa: > 50dB

Kich c& ddy: 900um

Bdp ting tiéu chudn: TIA/EIA 568-C.3-1 va ISO/IEC 61755-3-

1; IEC-61754-7 (International); TIA-604-3-A, va -10-A;
FOCIS -3 va-10

96

Soi

5.1.22

Diy nhay quang Singlemede 082,
LC duplex, 3m

Kiéu sgi quang: 082

Kiéu diu két ndi : LC (duplex)

Suy hao tiép xiic: <0.30dB

Suy hao phén xa: > 50dB

Kich c& day: 1.6 mm

Tiéu chudn chdng chiy vé cp: OFNR (Riser)

15

48

Soi
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Bdp img tiéu chuin: TIA/EIA 568-C.3-1 va ISO/IEC 61755-3-
1; IEC-61754-7 (Intemational); TIA-604-3-A, va -10-A;
FOCIS -3 va-10

5.1.23

Thanh ddu ndi 24 cc"mg,

S cong: 24

$6 rack unit: |

Chit liéu: CRS va ABS

Chide

5.1.24

Thanh dd cdp phia sau

Mau sic: Pen

Chat li¢u: Thép

Tudn thi ROHS

Chiée

5.1.25

Nhin mang Cat6A

Hiéu suat: Pap img ANSI/TIA-568.2-D Category 6A va ISO
11801 Class EA tai tan s6 1én ti 650Mhz

Kiéu cdp phi hop: Category 6A/Class EA, 22-26AWG

Dap ting tiéu chuin FCC: ANSUTIA-1096-A, tiép diém duge
ma 50 microinches ving

Dip tmg tiéu chuin IEC: IEC 60603-7 vi IEC 60512-99-002

Dép {mg tié¢u chuan PoE: Dap img IEEE 802.3af/at, va
802.3bt kicu 3,4

Biép img UL: UL 1863 va UL 2043

Vit liéu cdch dién: >500 mOhms

240

Chiée

5.1.26

Thanh quén 1y cép 1U

Chat ligu: ABS

$6 rack unit: 1U

Tudn thu RoHS

Chiée

5.1.27

Déy nhay ddng Cat6A, 28AWG,
3m, miu xanh

Tiéu chudn dép (mg: Ddp img tiéu chuin ANSI/TIA-568.2-D
Category 6A va ISO 11801 Class EA & thn 18n t6i S00MHz

Kich thudc cap: 28 AWG (Pudng kinh 4.7 mm)

Tudn thi FCC va ANSI: ANSI/TIA-1096-A, tiép diém dugc
ma 50 microinches ving

Tudn thua IEC: IEC 60603-7

Tudn thi tiéu chuin POE: H3 trg 802.3af/802.3at va 802.3bt
kidu 3, 4

Tudn thi céc tiéu chudn an toan: UL 1863 and CAN/CSA-
C22.2 (UL File E129886)

Kha ning chong chiay: CM/LSZH dual-rated

240

Sgi

5.1.28

Cép dong CatbA

Chat li¢u 16i cdp: Pong dic kich thudce 23 AWG, ¢6 vo boc
cdch dién bing HDPE

Pudng kinh cdp: 6.7 mm (0.264 in,)

Higu suat: Ddp {mg ANSI/TIA-568.2-E Category 6A, 1SO
11801 Class EA

Kha ning chong chdy ciia vo cép: LSZH

Chuin PoE dap tmg: IEEE 802 3af, IEEE 802.3at va IEEE
802.3bt

Luyc cing sgi cdp: Toi da [10N (25 Ibf)

Bin kinh udn cong: > 8§ lin dudmg kinh cdp

Gidi han bén, siic chdng pha hiy: >400 N (90 1bf)

Vin téc truyen séng dinh danh (NVP): > 67%

Chiéu dai: 305m/Cudn

Cugn

5.1.29

Cap MPO Female OM4 12FO, Sm

Loagi cdp: OM4 50/125um

S6 lugng sgi cdp: 12

Kha ning chong chdy cha vd cip: Low Smoke Zero Halogen
(LSZH)

Didu két néi: MPO

Chicu dii cdp: > 5 mét

Suy hao cép toi da: <3.0dB/km tai bude sing 850nm;
<1.0dB/km tai budce séng 1300nm

Suy hao tiép xic: < 0.35dB

Suy hao phin xa: > 30dB

Pudng kinh cap: 4.5mm

Do bén két ndiz > 500 [an cdm rit

Tiéu chudn dap tmg: ISO/IEC 11801, TIA/EIA-568-C.3; TIA-
604-5 (FOCIS-5); TIC/EIA-568-C.1, GR-409-CORE; ICEA
$-83-596 RoHS Compliant

Sai

Loai cdp: OM4 50/125un

Sa lugng sgi cdp: 12

Kha niing chong chdy cia vo cdp: Low Smoke Zero Halogen
(LSZH)

Pau két ndi: MPO

Chicu dai cap: > 6 mét

e [oif

—r
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5.1.30

Cép MPO Female OM4 12FO, 6m

Suy hao cdp ti da: <3.0dB/km tai budc séng 850nm;
<1.0dB/km tai budce séng 1300nm

Suy hao tiep xiic: < 0.35dB

Suy hao phéin xa: > 30dB

Budng kinh cdp: 4.5mm

D¢ ben két noi: > 500 1an cam it

Tidu chudn dép img: ISO/MEC 11801, TIA/EIA-568-C.3; TIA-
604-5 (FOCIS-5); TIC/EIA-568-C.1, GR-409-CORE; ICEA
S-83-596 RoHS Compliant

Soi

5.1.31

Cép MPO Female OM4 [2FO, Tm

Loagi cip: OM4 50/125um

S6 lugng soi cap: 12

Kha ning chong chdy cia va cdp: Low Smoke Zera Halogen
(LSZH)

Pau két noi: MPO

Chiéu dai cdp: = 7 mét

Suy hao cap toi da: <3.0dB/km tai bude séng 850nm;
<1.0dB/km tai budc séng 1300nm

Suy hao liép xte: <0.35dB

Suy hao phdn xa: > 30dB

Budng kinh ¢ép: 4.5mm

1314] bén két ndi: > 500 l4n cdm mt

Tiéu chudn ddp tmg: ISO/EC 11801, TIA/EIA-568-C.3; TIA-
604-5 (FOCIS-5); TIC/EIA-568-C.1, GR-409-CORE; ICEA
$-83-596 RoHS Compliant

Soi

5.1.32

Cap MPO Female OM4 12FO, 8m

Loai cap: OM4 50/125um

$é lugng soi cap: 12

Kha ning chéng chdy ctia vé ¢dp: Low Smoke Zero Halogen
(LSZH)

Diu két ndi: MPO

Chiéu dai cip: > 8 mét

Suy hao cdp toi da: <3.0dB/km tai bude séng 850nm;
<1.0dB/km tai bude séng 1300nm

Suy hao tiép xic: <0.35dB

Suy hao phiin xa: > 30dB

Budng kinh cdp: 4.5mm

D$ bén két ndi: > 500 lan cdm it

Tiéu chuin ddp img: ISO/EC 11801, TIA/EIA-563-C.3; TIA-
604-5 (FOCIS-5); TIC/EIA-568-C.1, GR-409-CORE; ICEA
S-83-596 RoHS Compliant

Sgi

5.1.33

Cap MPO Female OS2 12FO, 8m

Logi ¢dp: OS2 9/125um

S6 lugng soi cdp: 12

Kha ning chong chdy cia vo cdp: Low Smoke Zero Halogen
(LSZH)

Dau két ndi: MPO

Chidu dai cdp: > § mét

Suy hao cdp t3i da: <0.4dB/km tai bude séng 1310nm;
<0.3dB/km tai budc séng 1550nm

Suy hao tiép xic: <0.75dB

Suy hao phin xa: > 55dB

Budng kinh cdp: 4.5mm

Da bén két ndi: > 500 lan cdm rit

Tiéu chuan dap img: ISO/IEC 11801, TIA/EIA-568-C.3; TIA-
604-5 (FOCIS-5); TIC/EIA-568-C.1, GR-409-CORE; ICEA
§-83-396 RoHS

Sqi

5.1.36

PDU 32A

Kiéu loai: Gn doc, 0U

Kiéu diu cim: IEC 60309

Nguédn vio: Single-Phase 240 V; 50/60 Hz

Ngudn ra: 120 - 240 VAC

Cudng @5 dong dién: 32A

S hrgmg cong: 24 ¢dng C13, 6 cong C19

Dip tmg tiéu chuin: REACH ; RoHS

24

Chiéc

5.1.37

Mang ludi chudn 12 inch

Mau sic: Pen

Chat li¢u; Thép va son tinh di¢n

Kicu méng cdp: Dang ludi

Kich thudce: Dii 118.33", réng 12", cao 4"

Ddp (g tiéu chuan: UL Listed, AMD 1-5 vA NEMA VEI;
ASTM 510

Chiée

5.1.38

Tam 1ot kim loai

Mau sic: Pen

Chat li¢u: Thép va son tinh dién

17

Chiée

yary/
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HO trg mdng: Ho trg mang cdp 12"

5.1.39

Phuy kién lip ddt mang bulong

Mau sic: Den

Chat li¢u: Thép va son tinh di¢n

Goi

5.1.40

Phu kién lip dit méng BL

Mau sic: Den

Chat li¢u: Thép va son tinh dign

Goi

5.1.41

Khép ndi 90 do

Mau sic: Pen

Chit ligu: Thép va son tinh dién

Goi

5.1.42

Phuy kién lip méng

Maiu sic: Pen

Chat li¢u: Thép va son tinh dién

Goi

5.1.43

Thanh d& mang 12 inch

Maiu sic: Pen

Chat ligu: Thép va son tinh di¢n

HS trg médng: HG trg mang cap 12"

Goi

5.1.44

Phu kién xudng cdp bén canh

Mau sic: Pen

Chdt ligu: Thép v son tinh dién

g rong: 12"

Chiée

5.1.45

Phu kién xudng cdp bén trong

Mdu siic: Pen

Chdt liéu: Thép va son tinh dién

Dip tmg tiu chuin: UL Listed

5.1.46

Thi cong lip dt h§ théng Cabling,
rack, patch panel, cdp dong/quang
v phu kién phong mdy chi (PMC)

Bao gbm I&p d3t ti rack, PDU, ODF, patch panel, cdp ddng
Cat6A, cap quang, ddy nhay, mang ludi, phu kién pathway va
kiém tra két ndi trong phong mdy chi.

Hé théng UPS

6.1

UPS 60K VA backup 15 phit

Chiing loai: UPS online double-conversion 3/3

Kiéu ding : Tower

H3 trg mic song song: > 6 thict b

Cong sudat UPS: = 60kVA/60kW

Diu vfm 380/400/415VAC(L-L) 220/230/240VAC(L- N)

Tin sd : 50/60Hz (40-70Hz)

Dii dién 4p dau vio: 304-478VAC (L-L), 304-228VAC (I-L)

Pf:>0.99

THDi: <3% (tii tuyén tinh 100%)

Dau ra: 380/400/415VAC(L-L) 220/230/240VAC(L-N)

Tan s6 : 50/60Hz £0.1%

Hiéu suat: > 96%

THDu: <1% tai tuyén tinh, <5% tai phi tuyén tinh theo tiéu
chuén IEC 62040-3

Biéo vé qua tai: > 110% | gid; 125% 10 phat; 150% 1 phat;
>150% 200ms

Céng giao ticp: USB, R$232, R§458, Dry contact

Hién thi: H tr¢ man LED cdm {ng 7 inch

Nhiét dg hoat dgng: tir 0 - 40°C hodc réng hon

B$ am: 0 - 95%, khong ngung tu

Phu kién: Card SNMP, Parallel cable

NPS-AC60T33E
NPS-ACSNOI1
NPS-ACP35M

Norden/ UK/ chéu 4

6.2

Thi cdng Iﬁp diit, ddu ndi va chay
thir hé thong UPS phong may chi
(PMC)

Bao gﬁm dinh vi thiét bi UPS, ddu néi nguén violra, kiém tra
tai, cau hinh thdng 56 vin hinh va nghiém thu chay thir.

Hé théng diéu hoa

7.1

Phong miy chi

Diéu hoa chinh xdc théi sin

Cdng sudt dan lanh; > 87.6 kW

Dién dp, tan 50 hoat dgng: 380 V, 3 pha, 50 Hz

Quat: > 2 quat, loai EC

Liru lugmg gié: > 27300 m*/h

Mady nén: > 2 mdy, loai Scroll

SHR: >0.97

EER: > 3.26 kW/kW

H¢ thong suéi dién: Tich hop sin theo may, céng sudt > 18
kW

B tao 4m: Tich hop sin theo may, cong suit > 6 kW, > 8 kg/h

Mang loc: COARSE 60% (chudn ISO EN 16890)

D on:

- Din lanh < 63 dBA (khodng cich 1m)

- Din néng < 62 dBA (khodng cich Im)

DAU090C
2x C58

CLIMAVENETA/
Chiu A

Chiée

Bé dan néng diéu hoa chinh xdc

Kich thuege : = 2427mm x 1108mm x 500mm
Chdn dé bé ton g, khung thép ma

Thuge phan xdy
dung/Khéng thim
dinh
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STT |Danh muyc thiét bi, phdn mém Yéu cAu thing sb ky thuit Model Hing xudt xir IUS;HE DE’:IT!
Vit tur diéu hda chinh xdc phong o
703 gy cha (PMO) 1 | e
Vit tue lap dat
Taisei/Toan Phat/
Ong dong D19 day 1.0mm Viét Nanv/ Trung 56 n
Qu(:)c
Taisei/Toan Phat/
Ong déng D22 déay 1.0mm Vi¢t Nan/ Trung 36 m
Quoc
Taisei/Todn Phat/
Vit tie phu khdae: cén, cit, noi dong Vigt NanvV Trung I goi
Quoc
Bdo dn ong dong D19 day 13mm Superlon/ Asia 22 m
Biio én dng dong D22 day 13mm Superlon/ Asia 22 n
Nz:to‘, oxi de han va nén théi ong Chau A 6 Binh
dong
Que han dong, gas han oxi ... Chiu A 1 goi
Ong cap nieée PPR D25 kém phu Tién Phong/ Viét
e 22 m
kién Nam
.. T
Khoa van meéc PPR D25 Tién Phong/ Vict 3 eai
Nam
Ong thodt niée PYC D42 kém bdo Tién Phong/ Viét
A i 10 m
on va phy kién Nam
Day tin hiéu cap lnh cho din xa
noéng Cu/PVC 2x0.75mm2 Goldoup/ ViR | 6a i
Ddy edp nguén cho dan lanh dién g
héa CU/PVCIPVC 4x2,5mm?2 e i) T B
O‘n g D25 l'lion z?‘rgn, ddy I_m hieu ( Sino/ Viét Nam 66 i
kémi phu kign ctit mang séng )
Gas R4104 Chau A 10 | bink
Dau lgnh R4104 Chiu A 2 it
Meéng cdp 6 lip day 1.5mm som o5
tinh dign KT: 400x150mm Nightlan “3 "
Gia da dan lanh bang thép ULV Viét Nam 2 din
Gia dé dan néng bang thép ULV Viét Nam 5 din
Kiéu ddng: Ty ding DysCiavi
RIS Ay = fkin/ Chay A L
7.1.4 |Picu hoa tu dimg 36,000BTU Cong subl lanh: > 31,000 BTU Daikin/ Chau A 2 Chiéc
Gas: R32 hodc R410
AT B§ ditu khién ludn phién tit bit ty dgng didu hda/ Phy kign di S :
1S5 Hocin big dica hi kém: khai dong tir 3 pha 32A, ddy két ndi, ddu cos ddu ndi YASS: ACION0 YassiChina ! By
Vit tr didu hda ti dimg phong may o N
7.1.6 chi (PMC) Chiu A 1 Goéi
s 3 Taisei/Todn
Sng cho didu hoa 36.000b s
bof:f ﬁ‘g:;izgoo.i'e“ toa e Phat/Superlon/ Viét 22 m
& Nan/ Trung Quoc
Day tin hi¢u cho diéu hoa s
36.000btu Ix 2.5 Goldeup/ Vigt Nam | 66 m
Dy cip nguon Cu/pve 2x6 + -
132 5mm2E Goldeup/ Vigt Nam | 30 n
Ong thoét meée PVC D34 kém béo Tién Phong/ Viét
i in 15 m
on va phu kién Nam
Ong mem luon day D25 Sino/ Viét Nam 22 m
Gia dé dan nong { gia dai) Viét Nam 2 bo
Béng cuon Vit Nam 15 ke
Gas lanh bo xung Chau A 2 kg
- . . a £ A + ] d A1y . . o) o .
Vit tie phi Khidie Bc?ng:dmn.h t{u;'n, ong rut ga nhica, ddy riit nhyea, dinh vit, vit Chiu A I géi
ng, tac ké, oc
Thi cong lap dit hé thong diéu héa |Bao gom ldp dit dan lanh/dan néng, éng déng, bao dn, diy
dién, éng cap/thodt nude ngung, mang cap, bg can bang, hit 1 Gai

chinh xdc cho phong mdy chit
(PMC)

chén khéng, nap gas va phéi hop chay thit.

- Ldp dat thiét b

- L:fp dat filug dong.

- Lép diit bio 6n ong dong.

e

ey T
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STT [Danh mye thiét bi, phin mém Yéu cAu thong sb ki thuit Model Hiing xudt xir Iu'so?ng D::::;!
- Lap dat day dién.
- Lép ddt éng cdp va thodt mrdc
nglng.
7.1.7 |- Lap dat mang ong dong.
- Hiit chan khéng, nap gas va két
hop cling ky thudt bén hing chay
may.
l\'\:f:de\gfr:' Ilii"'rig;e;g:uzdzgﬂg Ndng ha, vdn ciug'e:H ngi bo va dat dan lanh vao ding vi tri
i (PMC)p R lap dit tai ting 2.
- v . * - W] .
:'VI:::'?: f::t‘i‘;d‘:';:ﬁgi gg:;f:; / Néang ha, vdn clug'e"n ngi bo va dat dan néng vao diing vi tri
hong may chit (PMC) P dEl e
Thi céng lip dit diéu héa tii dimg  |Bao gém lip @Gt méy diéu hda ni ding, ong ddong, bao on,
36.000BTU cho phong mdy chii day tin higu, day nguén, éng thodt meée, éng luén, gia dir 1 Goi
718 (PMC) dan néng, gas lanh va phy ki¢n cho phéng mdy chii.
Hoa}:ﬁh’;f:?_?a;rg:. ‘f{:;’.?l L4 Vé sinh, hoan tra mdt bﬁng va xue Iy hién trang sau khi hoan
;‘,‘:gnzpm ;} e ;;" (;‘:‘[’ cj 43 tét ldp déit diéu hoa tai phong mdy chii.
) A
7.2 |Phong giim sit SOC
Kiéu ddng: Ty ding }F{;llfgiggixilg ;
2.1 |Dituhda ti ding BTU Daikin/ Chiu A 4 | Chice
7.2.1 |DPicu hoa ta diang 36,000 Cong susllanh: > 31,000 BTU aikin/ Chiu hié
Gas: R32 hoic R410
722 Vit tu diéu hoa ti dimg phong Vit tu, phy kién phuc vu lip dat diéu hoa ti dimg phong gidm Chiu A | Géi
T |gidm sdt SOC sét SOC; phin nhan cdng ldp dit dugc téch vé nhém IV.
< : E ey Taisei/Todn
g)ug d’?n‘g;n'ho‘dien héa 36.000b PhétSuperlon/ Vist | 30 i
ao gom bao on N Triig Qe
Day tin hiéu cho diéu hoa Goldeun/ Vit N o
36.000btu Ix 2.5mm G i g5
e sy DSl Goldeup/ VigtNam | 90 | m
Ong thodt meée PVC D34 kém bio Tién Phong/ Viét 45 -
on va phy kién Nam
Ong mém luon day D25 Sino/ Viét Nam 30 m
Gia d dan néng ( gid dai) Vigt Nam 4 bg
Bdng cuon Vigt Nam 25 ke
Gas lanh bo sung Chiu A 4 kg
. . Bang dinh dl(;ll ng rujt ga nhya, ddy rit nhya, dinh vit, vit 5 s
TS [Vpeurghgkice né, tic ké, be, ty ren keo Silicon, kep chit P, kep ddu hoi.. Chau A . &0l
Thi céng M'p &t diew hoa ni diing  |Bao gom [ap dat may d"reu héa ti ditng, on g don g, bao én,
36.000BTU cho phong giam sat ddy tin higu, dédy nguén, ong thodt mede, ang luon, gid di 1 Goi
724 soc - dan nong, gas lanh va phy kién cho phong giam sdt SOC.
Ham:v‘tm {H{-‘i'.imng‘. \'g‘sm,'h 4 Vé sinh, hodan tra mét bing va xiz Iy hign trang sau khi hoan ..
viee lap dat diev hoa ti dirng Sy S T 1 Goi
}rdng gidm sit SOC tat lap dat dieu hoa tai phong giam sat SOC.
7.3 |Phong didu hanh
Kiéu déng: am tran l;‘gz?lcw 1
idu hoa dm trd Daikin/ Chau A 2 | Chié
7.3.1 |Diéu hda dm trin 24,000 BTU Cone subt lanh: > 21,000 BTU aikin/ Chau hiec
Gas: R32 hodc R410
= S e 1 "
732 V‘at tu diéu hoa am trin phong dieu [Vat w, phu kién phuc vy lp dat diéu hoa 4 im trdn phong dicu Chiu A | Géi
hanh hinh; phan nhin céng [ap dit duge tich vé nhém 1V,
3 Ly g Taisei/Toan
fng d?n‘g;?c:lm‘dmu héa 24.000btu Phat/Superlon/ Vigt | 13 "
ao gom bao én Kirn rone i
Day diéu khién Cufpve Ix0.75mm Goldcup/ Vigt Nam | 20 m
Day tin hi¢u cho diéu hoa 1x2.5mm Goldeup/ Viét Nam | 45 m
- £ 2
?3' il jgi""" Giogvedxd * Goldeup/ Vit Nam | 30 m
dng thoat nde PVC D34 kém hdo Tién Phong/ Viét 15 .
on va phy kién Nam
Ong mém luén diy D25 Sino’/ Viét Nam 15 "

»
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Gia da dan lanh

Viét Nam

bo

Gia dé dan nong ( gia dai)

Viét Nam

bg

v Fd
Bing cuén

Chiu A

10

kg

Gas lanh bé sung

Chiu A

kg

Tai phong gidm sat, phong didu
hanh

Chiu A

Thi cong Iip dit diu hoa am trn
cho phang didu hinh

Bao gom lip dat may dicu hoa 4 dm 1ran dng dong, bao on, day
diéu khién, day tin hiéu, diy ngudn, éng thodt nude, dng ludn,
gid d& dan lanh/dan néng va phu kién.

Goéi

Nhén cong Iap a1 thiét b dJen
hoa ém tran, ong déng va ang
nege nging cho phéng diéu hanh

Bao gom lap die thiét bj, ciug dbng, ong mede ngung, diy
dieu khien, day tin hi¢u, day nguon, gia do dan lanh/dan
ndng va phy kién.

Géi

Hoan tra mat bang, vé sinh khu
viee lap dat diew hoa ém tran
hong diéu hanh

Vé sinh, hoan tra mat b(‘;'ng va xie Iy hign trang sau khi hoan
tat lap dat diew hoa am tran tai phong dieu hanh.

Goi

H¢ théng man hinh ghép

8.1

Man hinh ghép

VI TITITIT BICP Ty ST UYITE KICT TTIOT I3
-Man hinh d¢ cimg 3H, xir Iy chéng 16a,

-Bd phdn gidi Full HD; 1920 x 1080
- Céng nghé: LED Backlight (D-LED)
- Géc nhin ngang 178 d¢, doc: 178 dé
-84 legng mau hién thi: 1.07 ty mau (10-bit colors), 72%
NTSC
-DB¢ tuong phan tinh: 1.400: 1
-BP§ tuong phan déng: 500.000: 1
- Thii gian phan hdi: 8ms
-bé sdng: 700cd/m2
- Khodng cich pixel-pixel: 0.63mm
- P day mép man hinh: 1.3mm (Trén/Trdi)/0.44mm
(Dud6i/Phéi)
-Dg diy v1en ghép: (bezel to bezel): 1.74mm
- Cong Két néi:
+ Cdng vao: HDMI in (2), DP-in(1), DVI In(1), USB,
LAN, RS-232 (RJ-45)(1), Audio 3.5mm (IR)

55VWITH6A/ARIR
ANG/ Viét Nam

Cii

8.2

Bo xtr 1y hinh énh cho man hinh
ghép

g waﬁ?ﬁ%ﬁ&dﬁ?r’ﬂc@‘fﬁﬂ" TIQ 23R LASWIN

- Hé trgr cong déu vao chudn: DVI; HDMI1.3, HDMI 2,0;
DP1.2

- H3 trg diu ra cdng; DVI; HDMI1.3; HDMI2.0; DP1.2

- Diéu khién: 2 cdng COM, USB 3.0; Gigabit Ethernet RJ-45;
- 86 lugng diy khe cim: 8 khe (4 khe du vao; 3 khe diu ra; 1
khe control)

- S6 lugng céng hd trg i da: 32 cong diu vao HDMI1.3; 24
céng ddu ra HDMIL.3

- Cdng dAu vio - diu ra (16 in - 16 out) cong HDMI 1.3

- D) phin giai t&i da: 2K/MK/SK

- Ngudn diu vio: 110-240V AC47/63Hz 1A

- M&i trudmg hoat dong: 0-45°C;  0%RH~ 80%RH

- Méi trudng luu trir: -20-65°C;  0%RH~ 95%RH

- Kich thude: 482.6mm x 358.7mm x 95mm (LxWxH)

- Trong lugng: 8kg Béng goi: 10kg

- Cong suit: 30W

- Tudi the: 30.000 gi&s

- Nhin higu: Arirang

Yuat vir- I 3n rdn tai Vit Nam

VCSE2L6/ARIRAN
G/ Viét Nam

83

May tinh diéu khién

- CPU: 714700

Precision 3680
Tower /
Dell/Malaysia

- RAM: 16GB

- SSD: 512GB

- Card Man Hinh: Nvidia RTX A400 4G

- Keyboard - Mouse

- Power: S00W PSU

- 0S: Ubuntu

- Man hinh: Dell SE 2426H (23.8inch - IPS - HDMI - 144hz)

8.4

Khung ¢b dinh va Gi treo man
ghép

B¢ khung trco dang Push-in/Pop-out cho man hinh ghép 55
inch

Hang gia cdng /Viét
nam

Kich thude: ~680 x 1.210 x 120 - 285 mm

Kich thuée 13 lip dit: 400 x 400/ 600 x 400 mm

Chat liéu: bang thép

Goi

21
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Irgng | tinh
-Hb trg 4K @60Hz, 4:4:4 Chroma vdi HDR va Dolby Vision
- Hé trg cde dinh dang 4m thanh Dolby/Dolby
2 : s Atmos/DTS/PCM
8.5 (Cg};[) M1 soi quang, dii 22.3m |13 rg HDCP 2.0/CEC/ARC 27 | cai
: - Tiéu chuin CL3 Rated
- Bing théng: 18 Gbps
- Cap HDMI 2.0b, hé trg 3D
- Nhiét dg hoat dong: 14-122° F (-10-50° C)
- Cho phép giam sit trang thai hoat dong, dicu khicn tir xa qua
web va SNMP,
gidm sit tdp trung thai gian thuc
B5 didu khidn c:ip nguém iidng - Do_.lu('mg’ng.,l_ién tiéu thy, canh bdo qua mail, cam bién
8.6 |minh, 8 cong ngudn IEC 320 C13, ISUOTE qua :tal' Ch? T ———— 2 B¢
230V, 16 Amp phép c:ap/ngnt nguon tuan tu, bio vé qua tal (UIil()?"T:')
- Nguon vio: 200 - 240 VAC, niing lyc cap ngudn toi da dat
3680 VA
- Mai trudmg hoat dong: 0 téi +40°C, d¢ am 90% RH
- Pat tiéu chudn: CE, FCC, UL
_— PNR27UDB0O0/PAN
Mau sdc: Mau den RAL 9005 ARACK/Viét Nam
Chit lidu: Thép tAm cén lanh day 1.5mm, son tinh dién
Kich thude: 27U x W 600 (mm) x D 800 (mm)
Tidu chudn ddp tmg: ETIA 310-D, DIN 41494, BS 5954, IEC
60297-1 va IEC 60297-2
Thiét ké:
8.7 |Turack - Khung ti dugc két ndi da diém véi két ciu cyc ky vimg 1 Céi
chic va kha ning chiju tai trong ldm.
- Céc thanh Profile Rails ¢6 thé dich chuyén teén sut chidu
séu cla ti gitip phit hop véi moi d¢ séu cha thiét b ldp 1én ti
- Cé cic dudmg cdp vio/ra cd & trén néc vi dudi ddy ti
- Cira tu: Cira trude/ Cira sau 13 cira ludi 2 canh; Bat dg thing
thodng cao (= 70%)
- T4i trong: Trén binh xe: 1000 Kg; Trén chin dé: 1300 Kg
Vit tu thi cong:
- Tu dién, CB
8.8 |Vit tu thi cong: - Cép mang, hat mang RJ45 1 Goi
- Cép nguén, adapter
- ngp, gen, dinh dc vit...
Chi phi van chuyén bao hiém, ]:“ip dit, cdu hinh, tich hop, ti
tru hoat ddng todn bo hé théng thiét bi va huéng din chuyén
8,9 |Nhdn cong thi cong giao cong nghé
9 |Hé théng mdy phét di¢n
NPR 300W/
Té miy phat di¢n Diesel 3 pha Cong sudt td may (KW): Lién tuc 240. Dy phong 264 RIC:ARDO/Trung
Qudc

- Cong suat lién tuc: 300kVA

Cong sudt td may (KVA): Lién tuc 300. Dy phong 330

Cang sudt déng co t5i da (KW): 275

Ding co

Két cdu dong co: 4 thi, 6 xilanh thing hing

Phueng thirc 1im lanh: Nap bao vé an toan dai quat gi6, quat
gi6 1am lanh ddy curoa truyén, bd tan nhiét téc nude ddp img
nhiét d§ mai tnrémg 400C

Kiéu diéu téc: Bo didu tde didn tir

Phuong thite khéi déng: Khai déng dién 1 chidu 24V, ¢6 dau
phat sung di¢n chinh hm Silic

Hé théng loc dong co: Bé loc diu méy, bd loc nhién lidy, by
lgc khéng khi kiéu kho

Hg¢ thong nhién li¢u: Bom nhién liéu loai hinh A

Dung tich xilanh (L): 11

Ty sdnén: 14.0:1

Tée dd vong quay: 1500 rpm

Pudng kinh xilanh x khodng chay (mm): 140 x 152

Lugng tiéu hao nhién liéu (100% tai) (L/h): Lién tuc 46. Dy
phong: 56

Lugng nhdt (L): 28

Lugng nude lam mat (L): 50

22

Yeatl

Zz £




STT

. . A by
Danh mue thiét bj, phin mém

Yéu chu théng sb ki thuat

Madel

Hing xudit xir

£

So
lrong

Don vi
tinh

9.1

Bd diéu khién

Chire ning:

Ching logi: AutoStart.

Cip d6 bio vé: IP6S.

Chirc niing ty ddng didu k]lién, gidm sat va bio vé:

Ty dgng khdi dong va dimg mdy.

Tu ddng gidm sét va bio vé may.

Ty dong cinh bdo va bdo dgng khi gip su cb.

Chire nang do va hién th céc théng s8 ciia May phat di¢n nhu:

Di¢n dp pha L (U-N), pha 2 (V-N) vi pha 3 (W-N).

Dién ap day (U-V), (V-W) va (W-U).

Daong dién pha 1 (U), pha 2 (V) va pha 3 (W).

Tdng cong sudt kW.

Hé s0 cong suat (Cos®).

Tan s6 (Hz).

Toc d§ déng co (Rpm).

Dién dp binh dc qui.

Nhigt d6 nuwde 1dm mdt cla ddng co.

Ap suit nhét (dau bai tran) eia déng co.

S0 gid vin hanh mdy.

Di dén sb gidy ¢in phai thye hign bio tri bio dudng cho may.

Di dén thai gian cin phai thue hién bao tri bio dudng cho
mdy.

Tong so lan dong co thue hién khai dong.

Tédng sb lin mdy di van hanh,

Chiic niing tu ddng bao vé cho Mdy phét dién bao gom:

Ap suiit nhét cia dong co thip.

Nhiét dé nude lam mdt ctia ddng co cao.

Tée dg dong co thflp (Under speed) ~ Tan sb lhép (Under
frequency).

Téc do dong co cao — vugt tde (Over speed) ~ Tan sé cao
(Over frequency).

L&i khai dong (Start fail), 18i ¢6 ging khai déng (khi Dién
lurdi bi sur ¢d).

L&i dimg mdy (Stop fail).

Quéd qud tai (Overload).

BDién 4p thip (UnderVoltage).

Dién dp cao (OverVoltage).

Chire niing ty ddng canh bdo cho May phét dién khi:

Pién dp binh ic qui qua thp, qua cao.

Binh dc qui khong nap dién trong khi mdy vin hanh.

Chire ning chay 1Am néng trudce khi mang tai va chay 1am
mat mdy trude khi dimg.

9.2

Tit ATS chuyén nguén ty déng 3P
S00A

ATS chuyén ngudn ty déng

VG 600MC/Viét
Nam

Dong tai: > 500A

S6 cwe: >3

B)

9.3

B& may phat

Bé ong
Kich thude ( 4200 x 1800 x 200 ) mm

Phan xiy
dumg/Khong bdo gia

Goi

9.4

Nha may phit khung thép lgp tén
quiy ludi thép

Kiich thude ( 6200 x 3800 x 3800 ) mm

Phén xay
dyng/Khong bio gia

Gai

95

Chi phi vin chuyén l:ip dat, vat tu
phu

Chi phi vdn chuyén bio hiém, lip dat, vat tu phu diy dién,
day cdp,.v.v.., cdu hinh, tich hop, t6i wu hoat dong todn b hé
thdng thiét bi va huéng din chuyén giao cong nghé

Néng clip phong may chii

10.1

H¢ thong san ning

Sin ndng ky thudt mit phi HPL -
Chong tinh di¢n

Tdm san thép 16i xi ming nhe, quy cich 600x600x35mm

- Tdm sin thép 15i xi ming nhe,
quy cdch 600x600x35mm. H:
300mm

Mit hoan thi¢n phi HPL 1.2mm

b chéng tinh dién: 1x10%6 Ohm ~ 1 x 10*10 Ohm

23
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10.1.1 I 60 m2
- Chju tai phin bd déu (Uniform load): > 23000N/m2
- Chiju ti tip trung (Concentrate Load): > 4450N/diém hay SR e ‘|
IOOOLB M1 RO B T3 TR T A MANS |
- Chiju tai tt dinh (Ultimate Load): = 13350N/diém
San nang k¥ thudt mét phi HPL - £ T v
Chéng tinh dién Tam san thép 16i xi ming nhe, quy cdch 600x600x35mm
- Tam san thép 13i xi ming nhe,
quy cach 600x600x35mm. H: Mt hoan thign phit HPL 1.2mm
150mm
1. 7 = 92 2
1052 D§ chong tinh di¢n: 1x10%6 Ohm ~ 1 x 1010 Ohm m
- Chiu tai phin bd déu (Uniform load): > 23000N/m2
- Chju ti tip trung (Concentrate Load): > 4450N/diém hay
1000LB
- Chiu ti t§t dinh (Ultimate Load): > 13350N/di¢m
10.1.3 |Tam sin théng gid Tam sin thong gié quy edch: 600x600mm 12 Chice
10.1.4 |Foam cich nhiét Foam céch nhiét day toi thicu: 15mm 90 m2
10.1.5 | Vicp dia san ndng C/PVC CU/PVC 1x10mm2 456 | m
1x10mm2
10.1.6 |Bang ddng tiép dia Bang dong tiép dia 3 Cii
T4m sin OA ghép vao nhau duge lién két bing thanh ring,
T .. chin dé gt ga
10.1.7 Rttt tere: Phia trén pht tdm tham cao su chong trgt 2 Goi
1200x1200mm .1 1 A -1
Vién bao gom V nhém bo vien
Phu ki¢n: keo 2 thanh phan, keo con chd, nd sit ¢6 dinh
" . Bing dinh dién, 6ng rudt g& nhya, ddy nit nhyra, dinh vit, vit -
1oL.8 fvgetir ghy khic né, tic keé, dc, ty ren keo Silicon, kep chir P, kep déu hi... . Kol
B S Bao gdm lip dit tim sin ning, tim san théng gid, foam cich
Thi cdng lap dit h¢ thong san ning P T 2 %ok £ .
10.1.9 K§ thudt phdng may chi (PMC) Eigﬁt, tiep dia san ning, bang dong ticp dia, ram doc va phu
11.1 |Phdng gidim sit SOC
Kich thude (D x R x C): 1800*700*750mm .
11.1.1 |Ban lam viée vin phéng Gl hig: Chan g ghep bo ddm nbia chin Tye I ™ 9 | Chie
C6 hgc treo | ngin kéo, | cdnh mo 5—»—— Foe
C6 ké dé Case may tinh 9| i
= — - 5
g . Ghé xoay, chin nhya hodc thép ma c6 banh xe di chuyén / : a B Lz
H.1.2 | bl snplong Khung tu nhya boc vai ludi hodc ni 44 Chics
rl:ﬁ\l&:
5 0 2k e At 04 2 ol
S e L o b o e e o
A 5z _— - NK2FIWY Panduit/China/USA/
11.1.3 |O ciim mang doi O cim mang d6i M. CRUMalaysia 14 o}
. Panduit/China/USA/
g g - . o 5
11.1.4 |Day cip mang Caté Ddy cap mang Cat6 (cudn dai 305m) NUC6C04BU-FE CRIMalaysia 3 cudn
s 1 NKFPL24 Panduit/China/USA/ .z
11.1.5 [Patch panel 24 cong Patch panel 24 cong NK68SMBU CRIMalaysia 2 Chice
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£ .
STT |Danh mue thiét bj, phin mém Yéu cu thing sb ki thuat Model Hing xufit xir ]“_S;W D:::;l
" " " Panduit/China/USA/ .
11.1.6 |Day nhay cat6 2m Day nhay caté 2m NKU6PC2MBU CRI/Malaysia 3 cudn
1L17 ;I:.htln.c?;% 1‘1'_?1 U::‘t, l;f‘l‘)ianﬁ.r}:gn-g: rVﬂ Bao gom lip dit ban/ghé, & cdm mang, cdp mang, patch panel,
- SIOC M Vice tat phong BIAMSAL 143y nhay va hoan thién vi tri 1am viée tai phdng gidm st SOC.
11.2 |Phong di¢u hanh
i - =)
11.2.1 |Ban h Kich thude (D x R x C): 3600x1500x750mm i i L[U ’ : Chide
- op Chit ligu: gd MDF phit melamine R Rt I i
[p——+]
f
11.2.2 |Ghé vin phong Ghe xoay, chdn nhya ‘lfoac‘ Ill:ep- Qg ¢6 bédnh xe di chuyen ! 10 Chide
Khung tyr nhya boc vai ludi hodc ni .
@i
* Gk ammy L rivky v e30 clp
* PR B3 thasd DOC W bt D 0bg B
+ Ehm 1 Do b o hee
# Coiley Bodon s Pl byt €4 B 50 & QPayien
.e:;i;_a.;,:.:nw.a-.d:-eu,.ﬂrg.—.umml;
* Ot Bk = Fidg 5301 1 Dk Bl & Cina 36950055
;ﬂ-;:'e;:wl::‘i?._ Wmg e e i b o e ot L
. = - s NK2FIWY Panduit/China/USA/ .
11.2.3 |O cdm mang déi O cam mang doéi NK63SMBU CRUMalaysia 4 O
; i s Samsung/ Viét
Kich thugce: 85 inch QAS8SQNT0F Nany/ Chau A
Hé trg HDR (HDR10+, HLG)
e Téi thidu 2 cdng HDMI (c6 h trg eARC/ARC) ‘e
11.2.4 | Tivi ke t T S 1 ¢
fvikem gia frea T3 thidu 2 cong USB _——
K&t noi: Wi-Fi tich hgp, Bluetooth, Céng mang LAN
Chuan 4K, hé diéu hanh théng minh (Tizen OS hodic trong
duang)
11.2.5 |Day HDMI loai 15m Chiéu dai: 15m 1 Sogi
Chuin: 4K
11.2.6 [Thi ebng ngi thit, ha ting kétndi  [Bao gdm Iip diit ban hop, ghé, & cim mang, tivi 85 inch, diy 1 Géi

va thiét bj phuc vu phong diéu hanh

HDMI vé hoan thién ha tang két néi tai phong diéu hanh.
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DANH MUC TRANG THIET BI
(Pinh kém céng van sé 1410/2026/BG-TV ngay 14/10/2026)

Hing xuiit | S6 |[Donvi
Xir lrgng | tinh

STT|Danh muc thiét bi, phin mém Yéu cAu thong sé ki thuat Model
A |DAU TU TRANG THIET BI HA TANG TRUNG TAM AN NINH MANG
I [Phdn cimg hé thdng Trung tim gidm sét, difu hanh an ninh mang (SOC)

Hé théng mdy cha cai dit phin mém

trong SOC

- CPU: 2x48 cores PowerEdge R670 Dell
- RAM 1024 GB
- Khéng GPU
May chii 4o héa SOC 01 - Host boot 2xSSD 960GB RAID1 1 Bo
- ang mang toi thieu 10GbE

- PSU Redundant 1+1

- Két noi: 2x25GbE; 2%32Gb FC
- CPU: 2x48 cores PowerEdge R770 Dell
- RAM 1024 GB
- 1 x GPU 32GB
1.2 |Mdy chi 4o héa SOC 02 - Host boot 2xSSD 960GB RAIDI 1 Bd
- Cong mang toi thiéu 10GbE

- PSU Redundant 1 +1

- Két ndi: 2x25GbE; 2x32Gh FC
- CPU: 232 cores PowerEdge R770 Dell
- RAM 256 GB -
- 1 x GPU 32GB
1.3 [May chi 4o héa SOC 03 - Host boot 2x8SD 960GB RAID1 1 Bé
- Céng mang tdi thiéu 10GbE

- PSU Redundant 1+1

- Két ndi: 2x25GbE; 2x32Gb FC
- CPU: 2x8C/16T PowerEdge R670  -|Dell
1.4 |Méy chu tri¢n khai EDR Sandbox - RAM 128 GB 1 Bd

- 2x960 GB SSD RAID1 =

L S, R o |




DANH MUC TRANG THIET BI
(Binh kém céng vén sé 1410/2026/BG-TV ngay 14/10/2026)

STT |{Danh myc thiét bj, phiin mém

Yéu ciu théng sb ky thudt

Model

Hing xudt xir

S6

lirgng

Bon vi
tinh

A |PAUTU TRANG THIET BI HA TANG TRUNG TAM AN NINH MANG

T |Phin cimg Hé thong phén tich, khai théc dir ligu ngudn mé OSINT

Phin cimg cho hé thong phén tich,
1 |khai théc dir li¢u ngudn m& (OSINT)
tir A0S

My chit GPU OSINT phuc vu Al va

LI | 5. o
gia 1dp nghiép vu

- 02 x Intel 2.0GHz 32C/64T

PowerEdge R770

Dell

- RAM 1024GB DDR4

- 8SD 12TB 2.5in Hot-plug

- 01 x GPU 96GB

- Hd trg RAID 0/1/5/6/10, nguén dy phong 1+1

- Cdng mang toi thiéu 10GbE

B¢

Mady chia GPU OSINT phuc vu xir ly dir
ligw/Al

- 02 x Intel 2.0GHz 32C/64T

PowerEdge R770

Dell

- RAM 1024GB DDR4

- SSD 12TB 2.5in Hot-plug

- 02 x GPU 32GB

- Cdng mang téi thidu 10GbE

~Hd trg RAID 0/1/5/6/10, ngudn dy phong 1+1

May chu tri tug nhdn tao va gid lip cho
1,3 |Avatar
S6 lugng: 1

- 02 x Intel 2.0 GHz 32C/64T

- RAM 1024GB DDR4

-30 TB SSD 2.5in Hot-plug

-02 x GPU 96 GB VRAM

- Support RAID levels 0, 1, 5, 10
- Redundant Power Supply (1+1)
- Cdng mang tdi thiéu 10GbE

PowerEdge R770

Dell

B

May laptop vin hanh vai dong

14 So lugng: 5

- Chip: Intel core i7 12th

- RAM: 32GB

-512GB SSD

- GPU: RTX 3070 hofic mdi hom

Dell Pro Max 16
Plus MB16250

Dell

H¢ thing khai théc dir lidu tir ngudn
2 |Camera cé sin lam gidu cho hé thing
OSINT

2.1 |Mdy chi cum Al cho camera

- CPU: 2 x Intel Xeon Gold 2.3GHz 32-core

PowerEdge R770

Dell

- RAM: 8 x 64 GB

- DISK: I5TB HDD

-GPU: 2 x GPU 96 GB

- RAID: 0,1,5,6,10

- Nguon: 2 x 2400W

Thiét bj

2.2 [Mdy chu CMS

- CPU: 2 x Intel Xeon Gold 2.1G, 32C/64T

PowerEdge R760XS

Dell

-RAM:2x 16 GB

- DISK: 1.92TB SSD

- Ngudn: 2 x 1300W

Thiét b

2.3 [May chi wu trlr cho hé théng Al camera

- CPU: | x Intel Xeon Gold 2.1G, 16C/32T

PowerEdge R760XS

Dell

-RAM:2x 16 GB

- DISK: 1.92 TB SSD, 128TB HDD

- Nguon: 2 x 1800W

Thiét b

2.4 [Can bang tai

Thiét b can bing tai DrayTek Vigor3912s
Phuc vu cdu hinh cin bing tdi Server g dung

Vigor3912s

DrayTek

Thiét bi

2.5 [Video Recording Server

84 kénh: Téi da 196 kénh IPC
Dung lugng: 96TB
Chuan nén: H.265, H.264, Smart H.265
Céng HDMI: H3 trg cdng HDMI 8k
Giao thic: RTSP, ONVIF
H trg Web: Cé
Bing théng : Lén dén 800Mbps.
Lwu trir HDD:
+ Téng Khe 32HDD téi da 16TB mdi & cimg
+ Gin s3n 6 O ctmg HDD 16TB
Ho trg RAID

Hién thi: Téi da 196 kénh trén mét man hinh (c6 thé chuyén

trang dé xem dit 196 kénh)

Nguéln dién: AC100-240V, 1000W

Mai trudmg: -10°C ~ 55°C / 10% - 90%
Kich thude: 483mm x 521mm x 265mum

Thiét bj
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DANH MUC TRANG THIET BI
(Dinh kém céng vin so 1410/2026/BG-TV ngdv 14/10/2026)

STT

. . A A
Danh muyc thiét bj, phan mém

Yéu cu thang s6 ky thuft

Model

Hang xuét xir

sé

lugng

Paon vi
tinh

PAU TU TRANG THIET BI HA TANG TRUNG TAM AN NINH MANG

I‘Y

Thitt bj ha tang CNTT chung

Thiét bj chuyén mach 13i (Core SW)

- Cong két ndi:

7050X3

Arista

- > 48 ports 10/25GE

- > 8 port 40/100GE

- Pi kém téi thicu 24 module quang 25G

- Niing lyc chuyen mach > 4 Tbps

- Tde dg forwarding > 1 Bpps

- System memory > 16GB

- Flash Storage > 32GB

Thiét bi

Thiét b c]myén mach l6p Access cho
ving quan trj trung tim gidm sit (SOC-

SW)

- Cong két néi:

720XDM

Arista

- > 48 port 1GbE RJ45

- >4 cong uplink 25G, > 2 cong uplink 10G

- Bi kém ti thiéu 04 module quang 25G, 02 module quang 10G

- Kha niing chuyén mach (Full-duplex) > 336 Gbps

- Ning luc forwarding goi tin > 500 Mpps

-RAM >3 GB

- Flash = 64GB

Thiét bi

Thiét b chuyén mach lép Access cho
viing qudn trj ngodi bing (OOB-SW)

- Céng két ndi:

720DT

Arista

- > 24 ports 10/100/1000Base-T RJ45

- >4 port 10G SFP

- Pi kém t6i thidu 04 module quang 10G

- Ning lyc chuyén mach (Full-duplex) > 128 Gbps

- Toc d forwarding > 95 Mpps

- System memory > 8GB

- System Flash > 8GB

Thiét b

Thiét bj chuyén mach cho hg théng lru
trit SAN (FC-SAN-SW)

- 32Gb Fibre Channel

DS-7710B

Dell

- 08 active ports (bao gom SEP), mé réng toi da 24 ports

- Non-blocking, full line-rate

- FC switching bandwidth: 1.536 Tb/s

- Tinh ning phén ving (zoning)

- Tinh ning do héa cong NPIV

- Hé trg Virtual Fabrics

- Hot-swappable (fan, power, SFP)

- Qudn tri: SANnav, Web Tools, CLI, REST API

- Ho trg SNMP/syslog

Thiét bi

Kénh riéng két ndi cic diém gidm sdt

- 02 kénh riéng két ndi cde diém gidm sat, thi han 12 thing;
phue vu két ndi thu thap, gidm sat va truyén dir lidu vé& Trung
tdm

- 01 kénh Internet chinh, théi han 12 thdng; phue vy két ndi
khai théc, ¢ip nhat, gidm st v tich hop cdc ngudn dir ligu bén
ngodi

- 01 kénh Internet dy phong, thai han 12 thing; duy tri két ndi
khi kénh chinh gidn doan

Nim

Thiét b twdmg lira 13i (Core Firewall)

- Thiét bi phan ciing dang Rack Unit

Force 3970

CheckPoint

- Thong hrgng Firewall: > 40 Gbps

- Théng lugng IPS (IPS throughput): > 12 Gbps

- Giao dién: > 02 cong 10GE SFP+; 2 cong | GE SFP; 4 cong 1
GE RJ45

- Nguon dién: > 02 nguf“)n AC (gin trong - internal)

- TLS Inspection: théng lugng Threat Prevention (TLS
inspection) > 4,25 Gbps

- HA: ho trg ché d¢ Active/Active va Active/Passive

Thiét b

Thiét bj rémg lira bién

- Thiét bi phin cémg dang Rack Unit

- Théng lugng Firewall: = 10 Gbps

- Thong lugng IPS (IPS throughput): > 4.5 Gbps

- Giao dign: >4 x 1G RJ45, 2 x 10G SFP+

- Ngudn dién: > 02 ngudn AC (gin trong - intemal)

- TLS Inspection: hé trg TLS 1.3, théng lugng Threat
Prevention (TLS inspection) > 1 Gbps

- HA: hd trg ché do Active/Active va Active/Passive

Force 3920

CheckPoint

Thiét bj

- S8D: 14x7,68 TB enterprise SSD

PowerVault

MES212

Dell
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STT

Danh myc thiét bi, phin mém

Yéu cAu théng sb ki thuat

Model

Hiing xuft xir

86
lurgng

Don vi
tinh

Thiét b heu trir SAN

- HDD: 10x12 TB enterprise NL-SAS 7.2K

- 2 hot-swappable per chassis (dual-active)

- Host interface: FC 32Gb (8 port)

- Thin provisioning: Active by default on all volumes, operates
at full performance across all features

-RAID 1, 5, 6, 10, or ADAPT RAID

Thiét b

Thiét bi NAS

- CPU: 2x32 cores

PowerEdge R670

Dell

-RAM 256 GB

- $SD: 2x960GB enterprise SSD

- HDD: 8x2,4 TB SAS

- Hé trg RAID 0/1/5/6/10

Thiét bi

Thiét bi BACKUP-ARRAY

- 17x12 TB NL-SAS 7.2K.

PowerVault
ME5212

Dell

- RAID hd trg: RAID 1, 5, 6, 10, ADAPT

- Dang 2U, khay m& réng theo dang chudi

- Bd didu khién: hd trg dual-active controller (2 controller hoat
dong song song, du phdng I3n nhau)

- Giao dién két ndi: FC 32Gb (8 port)

- Tinh ning Thin Provisioning, Snapshot.

- Quan tri: Web GUI, CLI, SNMP

- Hd trg Hot-swap b dia, quat, ngudn

Thiét b

Phan mém Backup

- Sao It va phuc héi dir lidu (Backup & Restore): hd trg sao
luru toan bg, gia ting (Incremental), vi sai (Differential) va phuc
héi dir liéu khi ¢6 su cb.

- Lap lich sao hru ty déng: cdu hinh lich backup theo
gid/ngay/tudn va chinh séch Tuu gitr dir liéu (Retention Policy).

- Backup mdy chit vit 1y va méi trudmg do hoa: hd trg bio vé
Physical Server va céc nen tang 4o héa pho bién.

- File/Folder Backup: sao luu va phuc héi & mie file, thu muyc.

- Full System Recovery: phuc hoi toan bd mdy chu hofic
workload khi xdy ra su cd.

- Instant Recovery: cho phép khéi phye/khdi chay nhanh
workload tir bin backup dé gidm thi gian gidn doan.

- Deduplication & Compression: logi bd dif liéu tring 13p va
nén dir liéu nham toi uu dung lugng luu trir.

- Encryption: mi héa dit ligu backup khi lau trir vashodc lruyén
tai

- License: 05 ndm

License

Phin mém do héa

- License dich vu hd trg (05 nam):

+ Quyén truy cip va tai géi phan mém

+ Céc bin ¢ip nhit phin mém én dinh

+ Hd trg qua cdng thong tin khich hang

+ Mudi phidu yéu ciu hé trg ky thudt trong | nim

License

May tinh giam sat

- CPU: 14 cores, up to 5.0GHz
- RAM: 16GB

-8SD:512GB

- Man hinh: 2 x 27 inch

Dell Pro Slim
QCS1250
Man hinh:
E2726HS

Dell

14

Bg

My tinh diéu hanh tic chién

- CPU: 14 cores, up to 5.0GHz
- RAM: 32GB

-SSD: 512 GB

- Man hinh: 2 x 27 inch

Dell Pro Slim
QCS1250
Moin hinh:
E2726HS

Dell

B

Microsoft Windows Server Std 2025
(2 core)

Bin quyen Microsoft Windows Server Standard 2025 theo gbi
2 core;
Loai hinh: ban quyén vinh vién

License

Microsoft Windows Server Device
CAL

Microsoft Windows Server Device CAL
Loai hinh: bin quyén vinh vién

License

Module quang 25GbE SFP28 SR (dy
phong)

Module quang 25GbE SFP28 SR

Chiée

Day nhay quang OM4 LC-LC cho
25GbE

Day nhay quang OMd4 LC-LC cho 25GbE

Chiée

Module quang 10GbE SFP+ SR (dy
phong)

Module quang 10GbE SFP+ SR

Chiée

20

Day nhay quang OM4 LC-LC cho
10GbE

Diy nhdy quang OM4 LC-LC cho 10GbE

Chiéc

21

Module quang Fibre Channel 32G

SWL (du phéng)

Module quang Fibre Channel 32G SWL

Chiée
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STT |Danh mye thiét bj, phan mém Yéu ciu théng sb ky thujt Model Hing xuét xi 54 gl
lugng tinh

22 Egy nhiyquang OMA LC-LC €ho 326 |y sy quaiig OMA LCLC olic 316G FC 26 | Chide

23 |Day nhay mang Cat6A RJ45 Diy nhay mang Cat6A RJ45 96 Chiéc

24 |Patch panel Cat6A 48 port Patch panel Cat6A 48 port 2 Chiéc

25 |ODF/Patch panel quang LC 48FO ODF/Patch panel quang LC 48FO 4 Chiec

NP




DANH MUC TRANG THIET BI
(Binh kém cing vin s6 1410/2026/BG-TV ngay 14/10/2026)

K
STT |Danh myc thiét bi, phin mém Yéu cAu théng sb k§ thuét 111'80:12 Pon vj tinh
B |DAU TU TRANG BI GIAI PHAP, PHAN MEM TRUNG TAM AN NINH MANG
I H§ thong gidm sit an ninh mang (SOC)
Phin mém cdc gidi phédp cho hé
1 théng gidm sit An ninh mang

SOC

- Céu hinh quan tri tir xa, tai khoan/phan quyén, tap luit: H& théng SIEM can
hé tro cAu hinh quén tri tir xa, quan 1y tai khoan, phin quyén va tap luit bao
vé.

- Thay déi thi gian hé thdng: Hé théng hd trg cAu hinh mii gitr va dong bd
thai gian.

- Tim kiém log bang tir khoa: H¢ thong hd trg tim kiém sy kién/log theo tir
kho4 trén toan bd trudng dir liéu.

- Xem uptime tir lan khai dgng gin nhét: Hé théng hién thj trang thai va
uptime ctia cac dich vu SIEM.

- Giao thirc ma hod TLS: Két ndi t6i hé théng SIEM st dung HTTPS/TLS.

- T dong ding xudt khi hét phién: H théng hé teg co ché timeout phién lam
viéc.

- Xdc thue tai khodn—mat khau va chinh sdch mat khau: Hé théng sir dung
. - . . . s A X 3
xdc thye username/password vai chinh sdch mét khau cau hinh.

- Phan nhém it nhét 2 nhém (admin / user thudng): Hé théng hd trg phan
nhém ngudi ding véi quyén khdc nhau.

et L = z o
- Tao, xem vi xod bdo cdo: H¢ thong ho trg tao va quén ly bao cdo.

- Tao bdo cdo tr mau dinh nghia sin: Hé lhéng hd trgr tao béo cdo tir template
module sin cd.

- f\p dung bd loc vao bdo cdo: Hé théng cho phép loc dit ligu tnrde khi tao
bdo cdo.

- Xuit béo cdo dinh dang PDF: H¢ thong xuit bdo cdo dang file PDF vi hién
thi ndi dung tryre quan trén.

- Tai vé& / chia sé tép bdo cdo: Hé théng hd trg chia sé va xuit bdo cdo dang
permalink hodc embed code.

- Thém luét méi: Hé théng hd trg thém lujt phdt hién tin cong mai.

- Tinh chinh ludt: Hé théug cho phép chinh sira ludt hign 6.

- Tim kiém ludt: Hé thdng hé trg tim kiém ludt theo tir khoé hodc ID.

- Xoa ludt: H¢ théng hé trg x04 ludt tuy chinh.

- Kich hoat/vé hiéu hod ludt: Hé thong hd trg bit/tit luat.

- Xuét tap ludt ra tép: Hé théng hd teg xudt tdp ludt ra file dé sao luu,

- Khoi phuc tép ludt tir tép: Hé théng cho phép nap lai tip ludt i file.

- Kiém tra v tai ban cdp nhat ludt: Hé t115ng hd trg kiém tra phién bin va cfp
nhdt tdp ludt.

- Cap nhat tap ludt tir nha san xudt: He théng hé trg cip nhdt ruleset tir ngudn
chinh thite.

- Quan ly déi tugng gidm sat theo nhém: Hé théng ho trg phan nhém agent dé
quén ly tdp trung,

- Quan ly theo dia chi vat ly/mang/vi tri dia ly: H¢ tlléng hién thi thdng tin IP,
0S va ban dd dia ly cia agent.

- Giam sat Receiver (remoted): H¢ théng gidm sat trang thai dich vu tiép nhédn
log (remoted).

- Gidm st Parser (analysist): H¢ thc"mg gidm sat dich vy phéan tich va phan
loai log.

- Gidm sat Indexer (trang théi daemon): Hé théng gidm sat trang thdi daemon
indexer va toan bd dich vu.

- Giam sét Storage (trang théi agent va djch vy luu trir): Hé théng hién thj
toan b thong tin Status: daemon grid + agent statistics + last registered agent.

- Giam sét Correlator (analysist — events): Hé thong gidm sét engine twong
quan sy kién,

- Chia sé dit liéu véi VNCERT/A05: Hé thdng hd trg tich hop va chuyén tiép

log t&i hé théng bén ngodi.
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1.1

Hé thdng giam sat quan Iy va phan
tich log tdp trung (SIEM)

i Ae _ ss 7 B > X A A £ 1
- Két noi véi SIEM khéc clia nha san xuét: Hé thong hd trg cdu hinh cluster
2 1A a1 A 4.
dé mé rdng va két noi.

- Céu hinh daing nhap quén tri git nguyén sau khoi dong lai: Sau khi khoi
dong lai, hé théng phai khéi phuc diing cu hinh ding nhip va phin quyén.

- Théng tin cluster gitr nguyén sau khoi dgng lai: Cau hinh cluster (sb node,
agent) khong thay doi sau restart.

- CAu hinh Rules gilt nguyén sau khoi dong lai: Tap ludt phai duge gitr
nguyén sau khi khai déng lai dich vu.

- Cau hinh Global Settings giit nguyén sau khai dong lai: Cau hinh hé théng
(global config) khéng bi mat sau restart.

- Log hoat ddng khéng bi mit sau khéi déng lai: Dir liéu log dd ghi tneée
restart phai vin truy cip duge sau khi khéi dong lai.

- Théi gian dong b sau khai dgng lai: Cau hinh théi gian va mii gid gilr
nguyén sau restart,

- Ghi log quan trj (ding nhdp, xac thye, céu hinh, khéi dong, thai gian): Hé
thong ghi nhin df‘\y du céc thao tac quén tri theo 5 loai: diing nhip, xédc thye,
thay d6i cAu hinh, khéi dong dich vy, thay ddi thoi gian.

- Céc trudmg log quan tri (thdi gian, IP, tic nhén, hanh vi, két qua, Iy do):
Méi ban ghi log chira da 6 trnrdmg bét buge: timestamp, IP, agent, hanh vi, két
qua, ly do.

- Log canh bdo sinh tir tdp luat: H¢ tlléug tao canh bdo ty dong dya trén tip
Iuat twong quan. M3i ban ghi alert chira dy d théng tin rule.id,
rule.description, rule.level va rule.groups.

- Chuén hod log theo dinh dang JSON: Hé théng chudn hod log thanh dinh
dang JSON chuin.

- Céu hinh luu trit va huy log (AP + Dev Tools): Hé thong hd trg ¢du hinh
chinh sdch hru trir va xod log qua APL

- Tim kiém log full-text trén moi trudmg: Hé théng hé tro tim kiém full-text
trén todn bd trudmg dir lidu log,

- Phin nhém log theo tiéu chi (mirc d6, loai tin céng, ngudn): Hé théng hd
trg loc va phin loai log theo nhiéu tiéu chi nhur nguon agent, hostname,
rule.group.

- Truy xudt dit lidu thd tir két qua tim kiém: Hé théng cho phép xem dit liéu
log gc (raw JSON) tir két qua tim kiém, bao gom toan bd event.original vai
dir ligu chua qua xtr ly.

- Xuét dit liéu log: H¢ théng hd trg xudt log dé tich hop hodc phén tich bén
ngodi qua tinh ning Export trong Saved Objects.

- Tiép nhan log qua UDP: Hé thong hé tro nhin log qua giao thiuc UDP
(syslog) va TCP. Remote settings hién thi cAu hinh ling nghe clia manager.

- Tiép nhin log qua TCP khéng mi hod: Hé thong hé trg nhan log qua TCP.
Remote tab xdc nhin connection type tcp, Port 1514 dang hoat dong.

- Tiép nhin log qua TCP mi hod (TLS): Hé théng nhén log qua TCP mi hod
TLS. Remote tab xdc nhin Connection type: secure (TLS) trén port 1514.

- Chudn hoé log theo: H¢ thong chudn hod log tir nhidu dinh dang khéc nhau
qua decoder.

- Chuan hoa log Windows va Unix/Linux: H& thdng hd tro chudn hoa log tir
¢d méi tnedmg Windows va Linux.

- Chuén hod log >2 loai twdmg Iira: Hé lhéng hé trg decode log tir nhiéu loai
tudng lira khéc nhau.

- Chuin hod log >4 loai thiét bj mang: Hé thdng hd trg decode log tir nhiéu
loai thiét bi mang (Cisco ASA, switch, router).

- Truy vin log theo khoang thi gian: He théng hd trg truy vén log theo
khodng thdi gian tuy chinh véi date picker Absolute/Relative.

- Luu trit log dang thé (archives): Hé tlléng luu alerts & dang file thé
(alerts.log va alerts.json). Cau hinh Global Configuration xdc nhin: Write
alerts to alerts.log file = yes. Write JSON formatted alerts to

- Nén dit ligu log: H¢ théng luru trit index OpenSearch alerts-* vdi codec mic
dinh (LZ4). Dev Tools Console x4c nhin truy vén kidm tra codec hoat dong
binh thuéng.

- Lam giau thang tin (GeoIP, DNS resolution): Hé théng tich hop GeolP
module ty ddng ldm gidu log.
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- Gidm sat hidu niing tiép nhan log: Hé théng theo dai sb 1an két ndi lai, 13
két ndi va tac vy thit bai.

- Théng ké di ligu thai gian thyc (auto-refresh): Hé thong h trg ty ddng lam
mdi dit ligu theo chu ky cau hinh.

- Tim kiém va théng ké theo khoang thoi gian: Hé thdng hd trg tim kiém va
thong ké log theo khodng thdi gian tuy chon qua date

- Xir ly dja chi IPv4 (truy vén theo dja chi IP): Hé théng hd tro tim kidm va
loc sir kién theo dija chi IP cu the.

- Truyén dit li¢u an toan Collector- -Receiver (ma hod): Giao tiép gitra agent
va manager duge mi hod TLS. Remote tab xdc nhdn Connection type: secure
(TLS) trén port 1514, Protocol TCP.

- Truy vén log bét ky phan hoi <2 phiit: Hé théng dam bao thai gian phan hdi
truy vin khéng qua 2 phit.

- Tlep nh:m log théi gian thyc tir >3 ngudn: Hé thong nhén log ddng thai tir
nhiéu nguon active.

- Xit ly ddng thai >2 tac vu tin kiém/trong quan: Hé thdng xir Iy nhidu tic vy
tim kiém song song,

- Xur ly va huu >1.000 sy ki¢n/gidy: Hé ﬂléng duge thiét ké hé trg >1.000 EPS.

- Cho phép cdp nhft ban vé xir 1y 15 hdng SIEM: H¢ théng hd trg co ché cap
nhdt phién bin va ban vd.

- Twong quan sy kién theo thdi gian thuc: Hé thdng thuc hiédn trong quan sy
kién real-time qua tdp luft.

- Tuong quan ding danh sich dong (IP/domain/hash): Hé thdng hd trg twong
quan véi CDB lists (danh sach den/tring).

- Canh bio khi Storage dat nguéng: Hé thong canh béo khi dung hrong lru
{rir vugt ngudng.

- Canh bdo dAu hi¢u tin céng theo luit tuong quan: cho phép dwra ra canh bao
tin cong brute-force, leo thang diic quyén va vi pham CIS benchmark.

- Canh bAo chira thong tin nhém déi tugng gidm sat: Mdi canh bdo déu gin
thdéng tin agent.hostname, agent.id va agent.name — cho phép xéc dinh nguon
gidm sat cua ting sy kién trong index...

- Canh béo trén giao dién dd hoa: Hé thdng hién thi canh béo trye quan qua
Discover.

- Canh béo qua email/SMS: H& théng hd trg giti canh bdo qua email.

- Xdy dyng quy tic trong quan qua GUI: H¢ thong cung c:"tp giao dién db hoa
dé quén ly ludt tuong quan.

- Xay dyng quy tic bing trinh soan thao mi ngudn XML: Hé thdng hd trg
soan thao ludt bing XML editor.

- Quan Iy phién ban quy tic, lich sir thay ddi: Hé thdng hd trg theo di lich sir
thay doi ludt.

- Tich hgp UEBA (User Entity Behavior Analytics): H¢ théng hd trg phén
tich hanh vi ngudi diing bt thudng qua plugin Anomaly Detection.

- Hoe mdy nhdn dién hanh vi bt thudn g Hé thdn g sir dung ML backend
(opensearch-ml) de phat hién bat thudng.

Quan 1y tai san + 18 hdng CVE/CVSS theo timg tai san: Hé théng quén ly 3
tai san (agents) theo dir li¢u lién tyc: master (master-node), workerl va
worker2 — d&u Active véi coverage 100%. Status page hién thj version, OS,
va trang thai timg agent.

- License dép utng 5.000 EPS
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Yéu cliu quin tri hé thong

- Quan 1y vén hanh & Quan tr tir xa: Thiét l4p, thay ddi cdu hinh quan trj tir
Xa qua giao thirc md hoa (TLS hojc tuong duong), thuc hién qua SSH vao hé
{hong quan ly; Céu hinh tai khoén xdc thue, phén quyen ngudi dung, kich
ban, va thanh phm tich hgp; Thay déi thoi gian duy tri phién Kkét ndi; tu dong
ding xudt vi hity phién khi hét han; Tim kiém dit lidu log bing tir khoa.

- Quian 1y xdc thye va phin quyén: HS trgr xde thue b?mg tai khoan/mét khiu
va xdc thue da nhan to6 (MFA) cho tdi khodn quén tri; Phan nhém tai khoan

toi thiéu thanh 02 nhém: quan tri vién va ngudi ding thudng vaéi quyen han
cu thé.
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1.2

Nén tang didu phdi va ting phé s
¢0 (SOAR)

- Quén 1y bio céo (Giao dién dd hoa): Tao méi, xem lai, x6a bio céo. Ap
dung quy tic tim kiém (canh bao, syr kién) dé loc va tinh chinh noi dung;
Xudt bdo cdo dinh dang WORD, EXCEL, PDF, HTML, hoiic XML va cho
phép tai vé. it lich gui tw dong qua email; Bio cdo hi¢u ning SOAR: thoi
gian trung binh xdc nhan sy cb, thari gian trung binh xir 1y sy cd; Béo céio
hiéu qua nhan sy: s§ lugng canh bio di xir Iy, s luong xi 1y diing han; Bio
cdo giam sat: MTTA, MTTD, MTTR, SLA.

Yéu cau kiém sodt Ioi va dir liéu

- Bao vé cdu hinh & D lidu: Khi hé théng khai déng lai do 16i (trir 16i ph‘ﬁn
ctmg), ddm bdo khdng thay ddi cdc cdu hinh hién tai (hé théng, quan trj tir xa,
tai khodn, thu thap canh béo, kich ban, thinh phin tich hop) cling nhw todn
bd dit ligu log, canh bao, tinh hudng va bi‘ing chimng.

- Pong bo thai gian: Tu ddng dong bd thai gian hé thdng dén thai didm hién
tai khi khai dong lai.

A A \ A
Yéu ciu log va truy vét

- Log quan trj hé théng: Ghi nhdn diing nhdp/ding xudt, qua trinh xdc thye,

céc thao tc 4p dung/hoin téc thay ddi cu hinh. Trudng thdng tin bt bude:
théi gian sinh log, dia chi IP/dinh danh may tram, dinh danh téc nhén, thong
tin hanh vi, két qua (thanh cong/that bai).

- Pinh dang & Quan 1y log: Chuiin héa theo tdi thiéu 01 dinh dang dinh nghia
trwde. Cho phép tim kiém bing tir khéa va xudt dir lidu dé tich hop vao SIEM
hode gidi phap phén tich diéu tra log khéc.

= A . - -y
Yéu cau hiéu ning xir ly

- P§ tré phan hoi: Pam bao thai gian tim kiém log, canh bdo, tinh hudng (46
phitc tap bit ky) phan hi tdi da trong 01 phit.

- Niing lyc thu thip: Xt 1y va huu trit dong thai téi thiéu 1.000 canh bdo trong
01 phat.

Diéu phoi xit Iy va giam sdt

- Pidu phéi xir Iy canh bao: Thu thip canh béo tir cic hé thong khéc (trang
thai mie dinh: "méi"); Tim kiém, hru trit, phan nhém canh béo theo tiéu chi
(mire d8, ngudn giri); Cap nhat trang thai (méi, dang xir 1y, da xir 1), két qua
(that, gia), va bﬁng chimg (tai tép, nhap text); Xem lich sir xir Iy (ngudi lam,
thoi gian, ndi dung), theo ddi han xir Iy va dp dung kich ban xr 1y tu dong.

- Piéu phdi xir Iy tinh hudng (Case Management): Tao tinh hudng biing céch
nhém nhiéu canh béo (trang thai: "mg"); Tim kiém, phan nhém tinh hudng,
gén ngudi xir 1y va cdp nhat trang thii (mo, déng), két qua (ding, sai); Quin
1y lich sir xir ly, thoi han hodn thanh va dp dung kich ban,

Tich hop va tr dpng hoa

- Quan ly thanh phi‘m tich hop: Tao mdi, xem lai, cip nhat, x6a théng qua
giao dién dd hoa.

- Tich hop nén ting: Két ndi téi thidu véi SIEM, TIP, Endpoint Security
(EDR/EPP), Network Security (WAF), Malware Analysis, Ticketing System,
IAM.

- Tich hgp API: Hd trg Node HTTP Request (GET, POST, PUT, PATCH,
DELETE) véi céc co ché xdc thuc da dang (API Key, Basic Auth, Bearer
Token, OAuth2...). Ho trg Node Webhook nhan/gii dir liéu thoi gian thye.
Trao déi di liéu Alert, Case, Incident, SOC, Asset, User.

- Tuong téc hai chidu: Truy van lim gidu dir li¢u va thyuc thi lénh phan (ing
lén h¢ thong khic. Phai c6 kiém sodt phin quyén, phé duyét hanh ddng nguy
hiém, gidi han pham vi, timeout, rollback, ghi log day du.

Qudn Iy va thiee thi kich bdn (Playbook)

- Quan 1y kich ban: Giao dién d6 hoa cho phép tao, sira, x6a, xuat/nhip tép
tin. Kich ban bao gom cdc khoi thye thi, dudng di, didu kién ré nhdnh va cho
phép 16ng ghép céc kich ban véi nhau.

- Thye thi tu ddng: Chay toan bj cic bude theo quy tic ma khéng cin trong
tac, c6 theo ddi thai han. Ghi nhén lich st chi tiét (dit liéu diu vio/ra, thai
gian, trang thii) ctia tirng budc.

- Thyec thi ban tyr dgng: Cho phép ngudi ding twong tac nhdp ligu, tai tép, hen
gidr. K&t qua bude trude lam diu vio cho budce sau. HS trg gén ngudi chiu
trich nhiém tuong tdc cho timg bude cy thé.

- License: 05 ndm
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Multi-layered anti-malware: Két hop bao vé dua trén chit ky, phin tich
heuristic va hanh vi cling cdng nghé hd trg ddm méy dé bao vé may tram
Windows khéi md dge dd biét, chua biét va ning cao.

Exploit prevention: Theo dai cic tép thye thi duge chay bdi ting dung dé bj
tin cong; chin tép chay khi viée thyre thi khéng do ngudi ding khdi tao.

Remediation engine: Khéi phuc lai cdc hanh dong do md dde thyc hién trén
h¢ diéu hanh (tép, registry, h¢ thong, mang), bio vé chong lai ma doc tong
tién; khdng anh hudng dén tinh toan ven cia hé diéu hanh.

File threat protection: Phat hién va loai bé mdi de doa trén thiét bi theo thai
gian thuc bing co s& di liéu antivirus va dich vy ddm may Kaspersky
Security Network.

Web threat protection: Bdo vé dit liéu giri/nhén qua giao thire HTTP, HTTPS
va FTP, ngan céc doan script nguy hiém chay trén thiét bi.

Firewall: Bao vé endpoint khoi méi de doa mang khi duyét web hodc ding
mang ndi bd; chin két noi trdi phép, gidm st hoat ddng mang cia ting dung,
han ché hanh vi vi pham chinh séch bio mét cong ty.

Host Intrusion Prevention (HIPS): Ngiin (tng dung thye hién cic hanh dong
c6 theé gy hai cho h¢ didu hanh, kiém soat quyen truy cdp tai nguyén hé
thong va dir ligu cd nhén,

Network threat protection: Quét luu lugng mang dén dé phat hién hoat déng
dien hinh ctia tan cdng mang; chiin hoat déng mang tir thiét bj tin cdng khi
phdt hién,

Enhanced anti-malware engine: Chay trén Central Node véi cai dit chit ché
hon so vai cau hinh endpoint, engine quét doi tugng dé tim ma dgc hodic ma
tiém An nguy hiém va giri cdc ddi twomg db téi sandbox.

Detection with YARA rules: Hd trg quy tic khép phirc tap dé tim tép co dic
diém va metadata cy thé; c6 thé tao va tai 1én quy thc YARA tay chinh dé
phdn tich ddi trgng theo mbi de doa diic tht cia td chirc; hd trg quét RAM,
thar muc chi dinh, tit ca § dia cuc bd va diém autorun.
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1.4

Giai phép gidm sat tAn cdng c6 chi
dich va phong chong ma dgc tap
trung cho may chit (EDR + AV)

Machine learning techniques: Str dung k§ thudt hoc méay dé phan tich ning
cao hanh vi endpoint va t¢p APK, ciling nhu dé md phéng (emulation) dobi
tugng.

Automatic integrated analysis by sandbox: Cung cip kha ning diéu tra chi tiét
hanh vi ciia cde dbi tugng duge phén tich sau khi ching duge dit trong mdi
truémg cich ly; hé tro ty dong giii tép tir endpoint, ddnh gid va phan tich hanh
vi da cdp, giao didn mang chuyén dung, mé phong hanh déng ngudi ding,
chéng ky thuit né trdnh sandbox va nhiéu ché dé mé phong.

Event correlation with Kaspersky unique ToAs: Hd trg phén tich tr djng moi
su kién, ciing véi viée trong quan véi b chi s tin cong (IoA) ddc quyén;
ToA khép trong giao dién ngudi diing cung cAp mé ta sir kién, vi du minh hoa
va khuyén nghi déi pho,

Event chain-based threat detection: Sy kién duge phan tich khdong phai 14 chi
s0 tan cong riéng lé, ma la cac thanh phan lién két vai nhau cua hoat dong
dic trung cho tan céng mang.

Mapping to the MITRE ATT&CK framework: [oA vi cdc phat hi¢n tir
sandbox duge dnh xa theo MITRE ATT&CK d& hd trg phén tich chién thuat,
k§ thudt va quy trinh (TTP) ctia ké tdn cong; hd trg sdn tim mbi de doa theo
ky thuat MITRE cu thé bz"mg trinh tzo truy vén linh hoat.

Threat hunting

Endpoint-level extended telemetry collection: Agent EDR thu thap tclcmclry
endpoint theo thdi g;an thyre, gom cac lénh goi tlurc thi, tao va th'\y dm tién
trinh, stra ddi co ché duy tri trong registry, sira ddi hé thong tép, két ndi mang
va nhidu hon nira.

Endpoint forensics capabilities: Cung cip ddy di di liéu phap y endpoint cin
thiét cho diéu tra sur ¢6: telemetry, ddi tugng da thu thip, diém autorun, RAM
dump, nh toan b § dia, gi4 tei khoa registry, memory dump ciia tién trinh,
metafile NTFS, cling nhiéu dit liéu khdc.

Host isolation: Bit ky host ndo ciing ¢6 thé duge céch ly theo thdi gian thue.
Chuyén gia bao mdt c6 thé chi dinh ngoai 1¢ biing cach cho phép mét s6
hudng luu legng mang vao/ra khdng nén bi chiin,

Integration with SIEM: Canh béo c6 thé duge xuét theo dinh dang CEF va
nhdp vao SIEM dé twong quan véi théng tin tir cde ngudn log khic.

- License 05 ndm
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Giai phap gidm sat tAn cong 6 chu
dich va phong chong md ddc tap
trung cho mdy tram (AV)

- Multi-layered anti-malware: Két hop bio vé dua trén chit ky, phan tich
heuristic va hanh vi cing céng nghé hé trg ddm may dé bao vé may tram
Windows khéi ma ddc da biét, chua biét va ndng cao; cdng nghé phat hién
theo méu cdi thién t§ 1¢ phat hién va gidm dung lwong ban cdp nhat tai ve.

- Behavior detection: Thu thap thdng tin v& hanh déng cia cdc @ng dung trén
mdy tinh ngudi ding va cung cap thdng tin ndy cho cdc thanh phan khac de
bao vé hiéu qua hon,

- Exploit prevention; Theo ddi cic tép thye thi duge chay béi wing dung dé bi
tan cong; chin tép chay khi viée thuc thi khdng do ngudi dang khdi tao.

- Remediation engine: Khdi phyc lai cdc hanh dong do ma dgc thye hi¢n trén
hé didu hanh, bao vé chéng lai ma ddc tdng tién (cryptolocker).

- File threat protection: Phat hién va loai bo moéi de doa teén thiét b theo thai
gian thyc bing co s& dir li€u antivirus vd dich vy ddm may Kaspersky
Security Network.

Mail threat protection: Quét thwr dién tir giri/nhin dé tim moi de doa;
thudmg tri trong RAM ciia thiét bj va quét thw gii/mhédn qua cée giao
thirc POP3, SMTP, IMAP va NNTP. )

- Firewall: Ki¢m sodt két ndi mang vao/ra, chdn két noi trai phép, gilip ngan
mi dgc lay lan trong khi van thyre thi edc chinh sach bio mit.

- Host Intrusion Prevention (HIPS): Ngan ung dung thyc hién cac hanh déng
cb thé gdy hai cho hé didu hanh, kiém soét quyen truy cdp tai nguyén hé
thdng va dir liéu cé nhan.

- Network threat protection: Quét huu lugng mang dén aé phat hién hoat dong
déng ngd va cdc miu tin cong phd bidn (vi dy do mit khiu, truy céip tir xa trédi
phép); chin lién lac véi thiét bi tan cong.

- BadUSB attack prevention: Ngin thiét bj USB gia lip ban phim cé kha
néing dgc hai duge str dung; yéu ciu ngudi ding nhip ma xdc thuc khi thiét bj
USB duge nhin di¢n 1a ban phim.
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AMSI protection: Hd trg giao dién quét chong mi djec AMSI ciia
Microsoft, cho phép cdc ting dung bén thit ba hd trg AMSI givi ddi twong
(vi du seript PowerShell) dé quét b sung.

- Mobile threat defense: B¢ tinh ning bdo v¢é thiét bi Android va iOS khéi mi
dic, cryptolocker, cryptominer, spyware vi cic mdi de doa khac.

- Integration with SIEM: Xuat syt kién sang cdc gidi phip SIEM ctia bén thi
ba (vi du SOC) qua giao thirc Syslog va CEF/LEEF.

- Vulnerability assessment: Cung cép téng quan cac ting dung cai trén thiét bj
cdng ty va danh séch ban vé c6 san dé cdp nhat 1én phién ban mdi nhat.

- Application control: Quan ly vi¢c khoi chay ing dung trén méy tinh ngudi
ding, han ché quyén truy cdp tmg dung theo chinh séch bio mit ridng ciia
cong ty. (C6 thém tinh ning tring tén: Quén 1y (mg dung trén thiét bi ngudi
ding béng bé quy thc; ¢6 thé cdu hinh hai loai quy tic App Control: theo g
dung va theo danh myc).

- Web control: Kiém sodt tai nguyén web ngudi ding ¢ thé truy cdp theo
danh muyc, ndi dung hodc vj tri; hd trg danh séch cho phép/chin URL. (Cé
thém cdc mé td khdc cho di ddng: Chin truy cdp vio cdc trang web lira ddo va
dge hai; gidm sat truy ¢dp theo ndi dung va vj tri. / Giam sat truy cdp vao
trang web theo ndi dung va vi tri. Cai dat chi dp dung cho thiét bi duge gidm
sat). )

- Device control: Kiém sodt quyén truy cdp clia ngudi ding vio thiét bj ngoai
vi/di dgng; quan trj vién co thé cho phép/chin theo loai thict bi hodc tao danh
sdch tin ciy.

- License 05 nim
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2 hé thong giim sit An ninh mang
SocC
- Bén quyén kiém sodt truy cip mang cho 200 thiét bi.
Phat hién vi phén loai thidt bi
- Hd trg kha ning thu thap thong tin thiét bj dau cudi theo cac phuong thire:
DHCP Profiling, Fingerbank, NMAP Profiling, UPnP Profiling, SNMP Scan;
Kiém sodt tuin thi
- H8 trg kha ning kiém soat viéce truy cap tai nguyén dya trén phan quyén truy
21 Giai phap quin ly truy cap lép i ] . - = Géi

' mang NAC - Giai phap hé trg cdc mdu chinh sach dinh nghia tnrde vé kiém soat tuin thu;
Ngiin chin va cdach ly truy ciip
- Co ché cach ly phai hoat dong véi ca switch dugc quan 1y (managed) va
khéng duge quan ly (unmanaged)
- Hd trg bio vé ngiin chin lay lan phin mém djc hai trén hé théng mang
Kha ning tich hop: Hd trg tich hop véi cic giai phap bao mat khic (nhur
Active Directory, Anti-Virus, Firewall, SIEM, IPS...) nhdn théng tin sy ki¢n
bao mat qua syslog va email dé ¢6 thé thyc hién ngin chin
- Ban quyén bio vé 50 thiét bj.
Sé lirpug license bio vé cho thiét bj > 50 thiét bj
Tinh ning bao v¢ dir li¢u trén thiét bj (Endpoint):
- Kiém sodt cdc kénh rd ri di liéu: trinh duydt (HTTP, HTTPS), mail, két ni
mang

29 Giai phap phong chéng thit thodt |- HS tror thiét Iip chinh sdch danh cho mdy in dé chin viée in tai lidu Géi

dit ligu DLP

Tinh niing Kiém soat thiét b

- Kha niing ghi log va xem (shadow) tit ¢4 cdc tép duge sao chép vao USB,
cde tép duge in, cdc t€p duge sao chép vao chia sé t¢p va céc tép dugce giri
qua mang

H& tro ma hoa dit lidu tép khi sao chép ra thiét bi ngoai vi

- License: 05 nim
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Giai phap quan Iy truy cdp dic quye)

- Ban quyén cho 05 tai khoan

- Quan Iy théng tin dang nhip vio cac hé théng, my chu

- Quén Iy nhém ngudi dimg, phan quyén cho cdc nhém ngudi ding

- Xdc thire da yéu t MFA

- C6 chirc niing Cép quyén / tai khoan tam; tw hét han; giéi han thai gian ding
nhip

- H6 trg truy cap may chi qua céc giao thire RDP, SSH, VNC

- H trg truy cip méy chi qua cdc giao thitc HTTP/HTTPS

- Théng tin lich st két ndi ciia ngudi ding, méy chi

- Giam sdt thoi gian thye: theo doi true tiép thao tdc, budc dimg phién lam
viée

- Xuéit di ligu phuc vu didu tra

- Chirc ning chia sé, quan ly log tdp trung trén SIEM

- Chirc niing dashboard cho phép ngudi quan trj ¢6 théng tin tdng quan vé hé
théng

- License: 05 ndm

Géi

G6i hd trg van hanh gidm sét
24/7

3.1

Dich vy giam sat ATTT 24/7 trong
05 nim

- Giém sét cho hé théng xir 1y 5.000 EPS

- B¢i ngti SOC Tier I (24/7): thye hién giam st cdnh bdo an todn théng tin tir
xa lién tuc 3 ca 24x7x365.

- Pham vi cdng viéc thue hién:

- Gidm sat canh bAo an toan thang tin trén hé théng STEM phit hién cée sy ¢d
trén hé thong.

- Thye hién phén tich syt ¢6 ATTT theo céc playbook (céc budc) phén tich sy
6 dé co. Phoi hop véi Tier I va Tier 111 phan tich céc sir ¢ khéng ¢6
playbook, cdc sir c6 mite cao, nghiém trong

- Guri cdnh bao cho khdach hang theo quy trmh phdi hop giita hai bén.

-Puara khuyen nghi tiép theo de Xir 1y sy ¢6

Géi

3.2

Dich vu diéu tra xir Iy sir ¢d trong
05 ndm

- MG ta: Piéu tra & (mg ciru sy cd an toan thng tin mang gitip xéc dinh
nguyén nhin gdy nén sy ¢d, tim kiém cdc thidt bj, dich vu bj anh hudng, g&
bo cde ma ddc, cong cy gﬁy nén sir cé va khuyén nghi phuong dn phong
tranh, ngan chin céc cude tin cdng tu(mg tur trong twong lai. DFIR mang lai
mét bdo cdo rd rang, cd gid tri thyc tlen giap td chire hidu ré sy cbva nang
cao ning lue bio mat, kha ning phong thi théng qua cde khuyén nghj cai
thién hé théng

- Pham vi cong viéc thuc hién:

- Hd trg phan tich mi ddc, canh béo khé va support xit 1y sir ¢d vdi cdc su cd
High va Critical

- Onsite xir 1y 2 lan /nim (10 manday/1 lin)

33

Dich vu t&i wu rule gidm sat trong
05 ndim

- Khdo sat, danh gia hién trang

- Built-in rule

- Xdy dung UseCase

- Phit trién usecase méi (khéng qué 10 usecase / néim)

- Toi wu rule

Goi

34

Dich vu rd soat ma déc dinh ky
cho may chu trong 05 nim

- Pham vi thye hi¢n: 423 mdy chit

- Ra sodt, phén tich va g& bd ma djc

- Thyc hién 1 1an truée khi giam sat

Goi
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DANH MUC TRANG THIET BI
(Dinh kém edng vin so 1410/2026/BG-TV ngay 14/10/2026)

s A X ; - ” S§b Don vj
STT| Danh myc thiét bi, phan mém ‘ Yéu cAu théng sé ky thuit —
B |DAU TU TRANG BI GIAI PHAP, PHAN MEM TRUNG TAM AN NINH MANG
II |Hé théng phén tich, khai théc dir lifu ngudn mé (OSINT)

Phén mém phan tich, khai thic dir
liéu ngudn mé (OSINT)

Hé théng k¥ thudt nghiép vu phuc vu
gidm sdt théng tin mang, hd trgr cdng
tic truyén thong, phan béc thong tin
xdu dgc trén khéng gian mang

- 84 dia diém truy cip i da: 2

- So thiet bj toi da duge phép truy cfp h¢ thong: 20

- 86 tai khodn hoat dgng toi da: 20

- S4 chii d& theo ddi, canh bdo va bdo cdo 15i da cling mét thai diém: 50

- Tinh niing ky thudt

Chirc ning thu thip va phan tich thng tin ngudn mé quy mé lén

- Kha niing thu thap théng tin quy md Idn 1€n téi hang trim ty thao ludn tir hon 100 tridu tai khoan
MXH v Hang triéu hdi nhém, bao gdm cdc théng tin vé cic vin dé, sy kidn ndi bit da va dang didn ra
trén pham vi ¢a nude, tip trung vao nhiing ndi dung didn ra trén dia ban Tinh/Thanh phé trién khai (chi
tiét dén tiing qudn, huyén, xd, phudng).

- C6 kha ning thu thip dir li¢u tir cée nguon chinh théng (dy dii cAc trang tin tire/bao/tap chi Viét
Nam, trang web chinh phi, t& chire chinh théng) vi ngudn phi chinh théng (cde trang Mang x3 hoi — tdi
thidu facebook /youtube/ tiktok/ twitter, Blog — tdi thiéu blogspot/ wordpress, dién dan)."

- C6 kha ning hd trg cdc ngudn mé va ngudn han ché truy cdp theo g6¢ nhin vai dong cung cdp boi
chuyén vién van hanh.

- C6 cong cu dé hd trg chuyén vidn van hanh bd sung tl,r dong hoiic ban tr ddng cic ngudn tin
(facebook, blog, tin tire, twitter, tiktok, ...) theo ti thidu cac ca ché

+ Ty dong héa thu tin theo néi dung véi ddy di cde ngudn tham sé ma cdc nén tang cung cip

+ Ty déng héa thu tin theo danh séch ngudn tin

+ Ty ddng hoa thu tin theo danh sdch tai khodn va ban bé (hS trg thu tin theo danh séch ban bé ngay
ca véi tai khoan dé xda, da khda hoiic giéi han quyén xem danh sich ban bg)

Cé cong cu boc tich thdng minh ty dgng hoin todn ngi dung chinh cdc website khdng bi nhiéu tir khéa
va khong yéu ciu cdu hinh tir chuyén vién.

Chite ndng tim kiém thong tin tée do caol

- May tim kiém (Search engine) quy mé I6n va ¢ kha niing phan hdi théng tin nhanh theo nhiéu tiéu
chi dau vio da dang phyc vu cong téc tim kiém va xdc djnh thdng tin nhanh, ngudn tin géc, mirc dd lan
téa thc‘mg tin.

-HG trg kha ning tim kiém da l6p (mdi lcp bao gum nhidu cum tir khda v todn tir AND/OR/NOT) va
cé thé loc nhidu dé dim bo két qua tim kiém sit nhit véi yéu cu,

- H tror I tri cée b tir khoa tim kiém dé gitip chuyén vién vin hanh tiét kiém thai gian nhap ligu.
Pdng thai c6 kha ning tao bd loc thang tin bao gdm cic thang sd lién quan: ngdn ngir néi dung, nhém
ngudn tin quan tim ma ndi dung thio ludn duge ding tai. B loc théng tin ndy dugce hd trg xuyén sudt
trong cong tic tim kiém thong tin ciing nhir béo cdo va gidm sit thong tin

- H& trg sip xép két qua tim kiém theo nhiéu tiéu chi, ti thiu bao gdm: théi gian ding tai, ngdn ngi,
dinh dang ngi dung, loai nguém tin, id ngudn tin, tén nguclm tin, dudng dén, tén hién thi.

- HS\ trg tim kiém theo nhém ngudn tin cy thé dwge tiy bidn béi ngudi ding théng qua dudmg din cde
nguon tin

- Tim kiém cé thé sfip xép theo thai gian hoic theo dd lién quan tai cum tir khéa tim kiém
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Chire ning gidm sat thong tin internet thai gian thyue
- Hé théng man hinh gidm sit (dashboard) ¢6 khd ning theo dai theo thdi gian thye théng qua cic min
hinh tong hop va hién thj théng tin trye quan va sinh dong gitip ndm bit mei dién bién trén internet veé

tinh hinh tdng quan hoc chi tiét vé cdc chit d&/linh vire niur An ninh trdt ty, Tink/ Thanh phé, khing b,

biéu tinh, téi pham.

- Man hinh gidm sat phdn tich va tdm luge ndi dung chinh cta chi dé/linh vire théng qua céc tir khéa
theo thai gian thye teén ngudn chinh théng va phi chinh théng,

- Man hinh gidm sdt phén tich nhdn kllau hoe ¢dc cd nhan co phat ugan gdy anh hudng nhat vé& chc chi
déMinh vye. Céc théng tin ¢ thé bao gdm: gidi tinh, do tudi, viing mién, trinh dé hoc vin, tinh trang
hén nhan.

- Min hinh gidm sit phan tich edc ddi tugng/ngudn tin néi bat ¢6 vai trd quan trong trong vie ding tai,
phit tin cdc ndi dung lién quan dén chit d&linh vire cn gidm sét.

- Man hinh gidm sét phan tich va tdng hop cc bai dang va video mai nhét v& chit d&/linh vire cin gidm
sdt

- C6 man hinh gidm sét cinh bo cdc thong tin ndi bit vi/hodc nhay cdm thude cdc chit d& thudng
xuyén (an ninh, chinh tri, su kién...) theo théi gian thuc.

- Phan tich thong tin canh bio bao gdm chi tiét ndi dung nhay cam va thong tin tai khoan phdt tin ndi
dung doé.

- Chite ning héd trg chuyén vién vin hanh chi dong lua chon ndi dung trén cde min hinh gidm sit theo
nhiéu tidu chi, t6i thiéu bao gdm: linh vyre cn theo ddi, khoang thdi gian dir lidu, sfe thai théo lugn cia
nhém déi tugng.

- Chitc niing ho trg chuyén vién vin hanh twong tic véi théng tin hién thi trén man hinh gidm sat nhu:
loc théng tin, dn tir khda, xem ndi dung lién quan theo tir khéa, xem ndi dung lién quan theo chit d&/linh
vire hojc theo thai gian, ngu6n thio ludn.

Chire ning nhin di¢n va canh bdo théng tin nhay cam

- C6 khi ning nhin dién v cnh bdo céc thang tin ¢6 thé anh huéng trye tiép dén Tinh/Thanh phé hoic
cde thong tin nhay cam vé céc linh daolcd nhin ¢6 lién quan tai mét chu dévéxa hoi, chinh tr cdn theo
doi.

- C6 kha niing diém tin théng minh cdc vin dé cia Tinb/Thanh phé theo cdc nhém chii dé chinh, tng
hop v rit gon ndi dung chinh ctia cde chi dé néi bit phue vy nim bt théng tin nhanh trén quy mé ldn.
- C6 kha ndng giri canh béo dén céc dja chi email hoic {mg dung nhin tin (OTT) da ding ky ngay khi
phat hién cdc théng tin nhay cam.

Chire ndng phén tich dir lidu phuc vu bdo cdo chuyén sdu vi da chidu

- H¢ théng cdn ¢6 kb ndng hd trg nim bit nhanh dién bién thao luin va tuong tc vé mdt sy vu cin
theo dai.

- ¢6 thé loe cdc néi dung lign quan dén syt vu cin theo déi theo nhidu tidu chi.

- hd trg sdp xép cdc ndi dung lién quan theo nhidu tiéu chi.

- Bo cdng cu gbm nh1eu bdo cdo thong ké da dang, nhiéu gbe nhin gitp nim bit vé cdc noi dung ndi bit
nhit, dic diém cua té chite/mhém ngudi ding: bio cdo ndi dung chinh tri/xd héi, bio cdo ngudi ding,
béo cdo xu hudng va dién bién thio luin, cic bdo cdo phan tich chuyén siu khéc.

- B cong cu quan tri cdc néi dung lién quan dén sy vu cin bio cdo nhim nang cao chit lugng bdo cdo
theo dinh hudng quan tri vién.

- B{ cong cu ty dong hodc bin tw ddng cdp nhit dir lidu bao cdo khi cé thay ddi vé céc yéu ciu diu vao.
- C6 kha ndng trich xudt néi dung béo cdo theo dinh dang phd bién pdf, word.

Chiic ning tim kiém théng tin Al sit dung ngdn ngit tr nhién

- Choe phép tim kiém néi dung bit ky bing ngén ngit ty nhién

- Ty déng béc tich ra cdc tir khod chinh xoay quanh ngi dung tim kiém diu vio

- Goi y cdc chi dé lién quan xung quanh ndi dung ma ngudi ding tim kiém

- Tong hqp ngén noi dung chinh tir két qua tim kiém

- Sip xép ndi dung tim kiém theo mire do lién quan v& ngit nghm

- B sung dit ligu tim kiém véo cdc chi d& hodc chuyén myc d¢é phuc vy khai pha thong tin bng Al

- H4 trg cic b loc thong tin co bin: thai gian, ngu{‘m dang, dinh dang di liéu, tir khog, ...

License

Hé théng ky thudt phyc vy tra ciu
1.2 |thdng tin vé ngudi ding, diéu tra,
truy vét trén khdng gian mang

License

Module tra ciru thng tin vé ngudi
diing, dicu tra trén khong gian mang

- Nén ting ho trg: Facebook/ Youtube/ Twitter/ Tiktok

- 86 lugng théng tin tdi khodn da dijnh danh vi phan tich thong tin siu: 80 tri¢u

- Tinh niing k¥ thugt
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Chire ndng thu thap

- Danh sach lién h¢ ban b&/ngudi theo ddi trén cde MXH

- Danh sdch trén cdc hdi nhom cong khai va théng tin quan trj vién cdng khai

- Théng tin ¢ nhdn cua tai khodn

- Chitc ning chuyén vién tu dgng cdp nhit thong tin déi twong: email, tén, sd dién thoai

- Tich hep hé théng thu tin véi todn b cdc nén ting phd bién nhu: facebook, youtube, twitter, tiktok
vai ddy dit cic bd cdng cu ty dng hdéa mé rong thu tin déi tuong theo vai dong vai cic ché d:

+ Danh sach tai khodn

+ Danh sdch tai khoan va ban bé cia cdc tai khodn

Chire ndng phin tichO
- Xdc dinh ID ngudi dung
- Xdc djnh cdc hd so ¢6 lién quan gin giii nhit
- Nhin dang céng déng tuang téc cia tai khodn dudi dang trye quan ¢4 thé tuong tc.
- Tim kiém théng tin ding ti ciia déi tugng lren cdc hgi nhdm ma
- Xdc dinh danh séch ban bé ké ci & trang thdi in
- Ha trgr xdc dinh théng tin d6i vei phan Iém cdc tai khodn chinh trj dd x6a hojc di khoa théng tin trén
nén ting MXH phd bién nhdt & Viét Nam — facebook.
- Cho phép phin tich mang ludi tii khodn trén khong gian mang ma ddi tugng quan tam va thuémg
xuyén twong tac.

Chirc niing tong hgp va trire quan hoadl

- True quan héa mbi quan hé ban bé va hojic mirc d§ lién quan téi mét ndi dung trong co s& dir ligu

- True quan héa module phan tich lién két giira cdc mang luéi va cde tai khoan di dugc thu tin theo
nhiéu b6 tham 56 bao gdm nhumg khéng giéi han &: (i) HO trg kha ning kéo tha dé thay déi vi tri hién
thj ctia cdc déi tugng trong mang hedi; (ii) H3 trg kha ndng phéng to, thu nhd mang ludi d8i tegng (iii)
H3 trg diéu khién thi céng trang thai mo phong mang ludi ddi tuong; (iv)Tay chinh khoang céch gitta
cdc ddi tugng trong mang ludi;

Phan tich ban bé chung ctia déi tuongQ

- Phan tich va phat hi¢n danh sich ban bé ciia d6i tugng, ké ca ban bé dn cia nhém déi tegng, téi thiéu
bao gdm cde théng tin: Tén hidn thi, anh dai dién, gidi tinh, dudng din tai khoan MXH

- Phin tich nhanh théng tin tai khoin ban bg, 3 thiéu bao gdm cAc thong tin: tén hién thi, gidi tinh, sé
dién thoai/email, dia diém

- H3 trg loc theo sb lugng tai khodn chung can phan tich

Phin tich céc hoat dgng chung ctia nhém ddi tugng

- Phin tich cdc hoat déng, thio lugn chung gin day cita nhém déi turgng

- Phan tich cc hoat ddng, thdo lugn chung ndi bt nhdt ctia nhém déi tweng trong thér gian 01 ndm gin
nht

- H:en thi chi tiét danh sach cdc néi dung c6 lién quan dén ho;lt dong clia nhom ddi twgng, tdi thidu bao
gbm cic th{mg tin: hoat dong tuong tic ciia dbi tueng, tém tit ndi dung, chi sé tuong tic ciia ndi dung,

duémg ddn dén ndi dung géc

- Hién thi chi l:et hoat djng cia timg déi tugng déi véi mdi ngi dung trang tic

- Hd trg loc 56 [m;mg ngi dung hién thi

- Hd trg loc theo sb luong tii khodn chung cin phén tich

Phdn tich cac hgi nhém ma doi tugng cing tham gia
- Phan tich vi phat hién danh sdch héi nhém cia nhém ddi hrong
- Hd trg loe theo s6 lugng tai khodn chung cin phan tich

- Phan tich cdc hdi nhém ma ddi tugng cung tham gia

1.2.2 [Module gidm st va dicu tra thong tin doi tugng qua khudn mit

- Nén tang hé trg: Facebook/Tiktok

-86 luwgng thdng tin khudn mit ddi tegng di phan tich: 600 triéu

- 806 lugmg thong tin khuén mit di dnh xa dinh danh: 100 trigu

- 86 lugng anh truy vin t3i da trong mot thing: 1000 anh

- 86 lugng dia diém tdi da theo ha lz‘mg mang: 2

- S0 lugng thiét bi dugre phép truy cip hé théng tdi da: 20

- 80 lugng tai khodn toi da truy cdp vao hé thong: 20

Tinh ning k¥ thuit

Nhém chire nang thu thip dit ligu
- C6 kha niing thu thip dir li¢u khuén mit theo nhiéu tiéu chi, ti thiéu bao gdm: theo tir khéa vé ngi
dung déi tugng hay thao ludn, theo trang ca nhan mat hodc nhiéu doi tugng cdn theo ddi.

- C6 kha ning thu thp dit ligu khudn mit theo pham vi rd quét: chi trong hinh anh cia déi tugng cin
theo déi hodc ca danh sdch ban bé ciia doi tugng.

- C6 kha ning thu thip dir ligu theo d§ wu tién do hé théng hodic do chuyén vién van hanh chi djnh.

- C6 kha nang thu thip dir lidu khudn mat tir nhidu loai hinh dnh cia déi tugng cin theo ddi, téi thiu
bao gdm: anh dai dign trén Mang x hdi, anh ddi twgng ding tai hojic dnh ngudi khic ding tai nhung cé
gin déi tugng cin theo ddi vio.

- C6 kha ning tu dong dit lich dé thu thap va phan tich dir ligu khuén mit theo kich bin di cAu hinh

- C6 kha ning mé rdng pham vi thu thip va phan tich dir li¢u khuon mit thude nhidu qudc gia trén thé

gidi.
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Nhom chire nang phén tich va luu trir dit li¢u khuén mét

- 1. Cd kha niing nhgn di¢n khudn mat tr hinh anh dhu vao trong nhiéu trudng hop khéng téi wu nhu:
ngugc sang, anh chit lugng lhap, anh bj che mdt mot phnﬂ

- 2. C6 khi ning nhdn dién nhiéu khudn miit trong mét hmh anh dAu vio.

- 3. C6 kha ning trich chgn nhidu dic trung khudn mit: tdi thidu hang tram ddc trung.

- 4. C6 co ché heu trir dit ligu dic trung khudn mit theo md hinh phan tan va c6 kha ning mo rgng
-5.Cokha nang tu dong dit lich dénh chi mye dit lidu siéu 16n vé khuén mit phue vu tim kiém.

- 6. C6 ca ché danh chi muc théng minh tw déng phan chia dir lidu thanh nhidu cum index dé ting tée
dp tim kiém.

- 7. C6 ca ché tyr ddng hoiic ban ty ddng dé IAm méi dir ligu khudn mit ciia ddi twgng di duge hé théng
thu thip va danh chi myc trnude do.

- Nhém chire ning tim kiém thong tin khuén mt

- 1. H3 tro kha niing kéo tha hinh dnh diu vio dé tdi wu thao tdc nhdp lidu trén hé théllg.

- 2, C6 khd niing trich chon va tim kiém déng théi nhidu dbi trgng trong mét birc anh.

- 3. Hd trg khoanh viing khuén mit cin tim kiém trong hinh anh ddu vio cé nhidu déi tugng gitip hé
théng nit ngin thai gian phan tich va xu Iy.

- 4. C6 kha ning so sanh cdc khuén mit ¢6 dic tnmg gan nhdt va xép hang dit liéu khuén mat.

- 5. Hién thi danh sich déi tuong cin theo dai va cde hinh dnh lién quan.

- 6. Cho phép sip xép danh sdch két qua theo nhiéu tiéu chi, téi thidu bao gdm: sé lrgng hinh anh lién
quan cita mdi di twgng cin theo dbi, diém tuong dong do hé théng danh gia.

- 7. Cho phép truy ngudn hinh 4nh lién quan dén déi tugng can theo déi trén khang gian mang.

- 8. Hd trg luu trit ban rit gon cac khudn mit da xi 1y bén trong hé thong dé dé phang cac trudmg hgp
anh gde bj g bo hoije chinh sira.

Bg cong cu didu tra thong tin dabi trgng, mang ludi abi tugng

- C6 kha ning béc tach thong tin déi tugng, tai khoin MXH

- Cho phép phin tich thdng tin v& quan hé ban bé ciia ddi tugng trén khdng gian mang theo hinh anh
- Béc tich mdi quan hé ddi twong théng qua khudn mit

- Béc tich cdce dic trung hoat dong cua ddi tugng qua nh

B§ cong cu h tro xir Iy va ndng cao chét lugng tin hiéu dnh diu vio:

- 1. B cong cu so sinh mite d§ twong ddng ciia nhiéu hinh anh khuén mit dya trén vige trich chon va
so sdnh cdc dic trung khudn mit.

- 2. Bd céng cu tidn xit Iff hinh anh ddu vio, t6i thidu bao gdm céc chitc ning: cit anh, xoay anh, thay
dbi kich thuée anh.

- 3. Bién tdp anh: thém comment, vé viing, gin icon, chén anh - B loc mau Cho anh: Grayscale, Invert,
Sepia, Sepia2, Blur, Sharpen, Emboss

- 4. C6 kha ning gia tang d¢ phan giai (resolution) cua hinh anh dau vao.

- 5. C6 kha niing gia ting d¢ nét (sharpness) cia hinh dnh diu vio.

- 6. Bic biét co kha nang téi tao khuén mit trong nhi¢u trudng hop hinh dnh ddu vao c6 chit lugng kém
bao gdm chi ¢6 mt phan khudn mit va khudn mit bj che hojic bj lim nhiéu bai phin mém.

H# thng hd trg trr ding héa xdy

1,3 |dyung hd so va vin hanh vai do

trén khong gian mang

License

Giai phap ty dong héa xdy dyng hd

1.3.1{so v vin hanh vai do tip trung sir

dung tri tu¢ nhan tao

S0 dia diém truy cdp toi da: 2

$6 thiét bi tdi da dugc phép truy cp: 10

$6 tai khoan truy cdp vao hé thng tdi da: 20

$6 lugng tai khoan (robot) vgm hinh Irong h¢ thong S$4 tai khoan ban glao ban diu: 20 ia1 khodn (tiy
Iya chon ciia khdch theo cdc nén ting hd trg), S5 tai khoan vin hanh i da theo ban quyen. 50 tai khoan
Xay dymg va quin Iy ngdn hang tai khodn robot mang

1. Nhip tai khodn Robot mang vio hé thdng:

- Cho phép nhidp cdc tai khoan Robot mang cé sin vio hg thong;

- Thye hién ding nhip cho cdc tai khoan vao nén ting hoat déng twang img.

- Cung cp man hinh cho phép ngudi ding gidm st va xir Iy cc phét sinh trong qué trinh ddng nhdp ty
ddng tiy theo dic thii ngudn diu vio.

- Phén phéi tai khodn cho eic mdy chit vin hanh cta hé thing.

- Nhip, luu trt, quan ly théng tin ding cho tinh nang khéi phuc robot mang.

2, Xdy dymg hd sa cho Robot mang

- Ggi y h so tir cac b hd so mdu di thu thip theo cc tiéu chi: tén, tudi, gidi tinh, ngén ngir, vi tri dia
1y, trinh dg, hoc vin, chite vu, ndi dung bai ding.

- Cdp nhit hé so Robot mang tir théng tin ggi ¥.

- Cap nhit, sita ¢di thong tin ¢4 nhan ciia Robot mang c6 thé bao gdm céc thdng tin sau (thay déi tiy
nén tang):

+ Anh dai dién (anh robot mang);

License
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+ Gidi tinh;

+ Ngén ngir sir dung;

+ Ngay sinh;

+ Noi sinh;

+ Noi cur tri;

+ Cdng viée va Trinh dg hoc vén;

+ Tinh trang hén nhin/quan hg.

3. Quén trj, kiém tra trang thai tai khoan Robot mang

- Cung ¢ip man hinh tdng quan gidm st theo nhidu géc nhin v& s lwgng va trang thai cia tai khoan,
nén tang, nhi¢m vu vi két qua hoat dng ciia tai khoan robot mang.

- Loc, tim kiém robot mang theo nhiéu tiéu chi, téi thiéu bao gdm: tén Robot mang, gidi tinh, nim sinh,
méy chi, trang thii tai khodn, nén tng hoat dong;

- Phén loai tdi khoan theo tiéu chi:

+ Chao phép thém / sira / xod danh muc phan loai robot mang;

+ Cho phép gom Robot mang vao cdc nhém theo myc dich sir dung.

- Cho phép thay ddi théng tin Robot mang;

- Cho phép loai bé Robot mang khai hé 1h6ng.

HO trg duy tri, phét trién cdc tai khoan Robot mang

1. Ty ddng thyc thi cde hoat dong co ban cia tai khoan: H3 trg tdi thidu cdc loai hanh déng, bao gbm
céic hanh dong (cdc hanh déng twrong diong néu ¢6 & cic nén tang théng tin khic nhau): luét news feed,
cugn trang, duyét thong béo, tim kiém theo tir khoa, giti yéu cAu tham gia nhém, thich/theo dai trang/tai
khoan.

2. Hé trg mé& jng két ndi va tham gia héi nhom: .

- Cho phép tim kiém hode hd trg ggi ¥ cic nhdm mue tidu theo cic chi d& quan tim dé tai khoan robot
mang tham gia;

- Cho phép tu dong griri yéu cdu két ban theo tén, UID;

- Cho phép tyr déng giri yéu cdu tham gia hdi nhém theo dudng din, UID;

- Quén trj s6 lugng két ndi ban bé theo ngay/tudn;

- Quan tri sb lugng xin tham gia hgi nhém theo ngéyltuén.

3. H trg ting uy tin cho tai khodn robot mang:

- Huy déng céc tai khoin robot mang thyre hi¢n tdng uy tin cho tai khoan robot mang khdc (cdc hinh
ddng twong tmg v6i cde nén tang thong tin khic nhau), bao gdm:

+ Céu hinh sé lugng ban bé cin ting;

+ Ciu hinh sé lugng ngudi theo dai cin ting;

+ CAu hinh s6 lugng tuemg téc (like, share, comment) ¢in ting cho danh sach bai,

- Cho phép thiét Idp khung thai gian thyc hién.

4. Ha trg phét trién (nuéi) tai khodn:

- Ty d¢ng van hanh tai khodn robot mang, nhim duy tri, phét trién (nuoi) tai khoan:

+ Ty djng ding tai bai ddng, binh ludn theo chu dé;

+ Ty dong binh ludn bai ding ciia robot trong hé théng nudi;

+ Ty dong ting twang téc cho bai ding ctia cdc robot khic.

5. H trg vuot qua cdc checkpoint co ban:

- Hé trg tyr ddng hda cdc thao téc trd 13i théng tin cdc checkpoint hinh dnh xdc minh ban bé, clieckpoint
ngay sinh, checkpoint x4c minh binh ludn gin nhit, checkpoint nhan ma s tir email dya trén thang tin
hd so va hoat dong trén hé lhéng cua robot.

- Hd trg ghi log, chup man hinh khi khdng virgt qua duge checkpoint, va cho ngudi ding can thiép thao
tic thii cong ddi véi cdc tai khoin bj yéu ciu hinh thirc gidi checkpoint diic biét hodc chua biét tnrée.

- Hd trgr canh béo bt thirdmg va ca ché didu khién trye tiép robot tir chuyén gia dé xir 1 tre tidp.
Module quan tri kich ban, hanh ddng robot mang

1. Quan ly kich ban hoat déng nudi hé 1h6ng Robot mang:

- Quan ly danh sach kich ban cho tai khoan robot mang;

- Cho phép thiét 13p chi dé ndi dung hoat dgng theo tir khéa va todn ti;

- Cho phép thiét I3p tin sudt ding tii bai theo ngay/tudn theo chii d& muye tidu;

- Cho phép thiét 13p tin sudt tuong tic (binh lugn, react) theo ngay/tudn;

- Cho phép thiét Iip mirc dd ngiu nhién cho cic b chi s6 twong tic.

2. Quién tri nén tang thye thi hanh dgng cua Robot mang:

- Hd trg da nén tang thye thi cac hanh dong ctia Robot mang trén trinh duyét,

- Quan tri va theo ddi Robot mang hanh ddng trén nén ting thye thi hd trg.

Chire ndng ty ddng hda nghiép vy thadm nhdp héi nhdém va thu tin
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1. Module phét hi¢n hgi nhém cén xdm nhap

- Tim kiém héi nhém cdn xam nhdp theo nhiéu tiéu chi diu vio: tir khéa mé ta vé hoi nhom quy md
hm nhém, mirc dj tuong tic hdi nhém, danh sich hdi nhém chi dinh tiy theo sy hé tegr vé tinh ning cla
nén tang thu tin;

- Thu thp va phén tich thdng tin vé& héi nhém duge chi dinh;

- Ty déng phidn nhém hi nhém theo linh vire thio ludn sau khi dd xam nhip;

- Thc"mg ké sé lugng h¢i nhom da thu thip theo céc tir khoa.

2. Module quén tri cdu héi tham gia hi nhém

- Ty déng phdn tich nhan biét giao dién tham gia h¢i nhém va béc tach cau hoi tham gia nhém (néu ¢d);
- Tu déng ggi y, chinh sira cdu tra 1&i tham gia nhém;

- C6 ché dd tw dong sinh cau trd lid cho mét cdu héi tham gia nhoém dya vio:

+ Cac cdu tra 11 di duge thu thip hojc cung cdp bai chuyén vién

+ Cic cfiu tra Lo ty sinh bai Tri tué nhan tao thy bién theo hd so ciia robot mang va muc tiéu cin tham
gia

- Hd trgr dily du khi niing ted 1 véi nhiéu mu hoi khée nhau bao gdm ca cdc ciu héi mé va ciu hoi lya
chon.

3. Xay dumg kich ban cho Robot mang xam nhdp hgi nhom

- H3 trgr cong cu loc/tim kiém hgi nhom cn xam nhdp theo nhidu tidu chi: tir khéa, linh virc;

- Lip lich xdm nhdp héi nhom ciia mét hodc nhidu tii khoan Robot mang;

- Quan ly trang thai hoat dgng ciia kich ban xdm nhdp cia cic Robot mang;

- Ty dong diéu khién tai khoin Robot mang xdm nhap hi nhém theo kich ban di xay dyung;

- Cung cép cdng cu ding ndi dung 1én héi nhém theo lich.

4. Theo ddi trang thai xdm nhdp hdi nhém cia tai khoidn Robot mang

- Tong hop danh sdch cde h¢i nhom cin xdm nhip;

- Théng ké s6 lugng tai khodn Robot mang theo trang théi: i dugec phé duyét, Pang chd phé duyét,
Thit bai;

- Theo dai lich sir xdm nhdp h¢i nhom, thdi gian xdm nhdp timg tai khoan Robot mang.

5. Theo ddi ngudn tin mue tiéu v thu tin:

- Céu hinh 1dp lich theo ddi ngudn tin don (tai khodn, hdi nhém)

- Cédu hinh lap lich theo di nhiing ngudn tin quan trong nhit theo mt chi d& ngi dung;

- Thu tin tir ci¢ ngudn theo dai;

- Tich hop dit li¢u thu duge vio hé théng luwu trit va phan tich dit ligu tip trung.

Théng bdo, cinh bio

- Théng bio hoan thanh sau khi thue hién cdc néi dung cong viéc;

- Théng béo khi cé bién déng s lugng tai khodn robot mang trong pham vi quan ly,

- Théng bio khi €0 tai khoan robot mang bi vo higu hod, khéng truy cdp dugc;

- H3 trg tich hop API theo huéng ddy théng tin canh bio, thong béo dén h¢ théng chi dinh theo chu ky
vi pham vi ¢6 kidm sodt.

- He théng cung edp cdc man hinh bio cdo chi tiét d& theo dai cdc chi s6 nhur sé lugng, phin bd tai
khoan theo nén tang/nhém, tinh trang cia cdc tai khodn robot mang, lhéng ké bién dong tai khoan

L ik

Quan trj hé théng

1. Quidn trj ngudi dung hé théng:

- Thém méi thong tin ngudi ding hé tha‘mg

- Chinh sira thdng tin ngudi ding hé théng

- X6a thong tin ngudi diing hé théng

- Xem danh séch théng tin ngudi ding hé théng

- Khoa tai khoan ngudi dang hé théng

- M khéa tai khodn ngudi ding hé théng

- Reset mit khdu tai khoan ngudi ding hé théng

- Tim kiém théng tin tai khoin ngudi ding hé théng
2. Quan tri nhom quyen hé thong

- Thém méi nhém quys én h¢ thong

- Chinh sita nhém quyén hé théng

- Xéa nhém quyén hé théng

- Hién thi danh séch nhém quyén hé thdng

3. Quan tri hoat dong hé théng Robot mang

- Luu log hoat dgng ciia hé théng Robot mang phue vy cong tic kiém duyét va ty diéu chinh hoat dong
nang cao khi ning séng sot.

- Canh béo bét thuémg hoat djng

- Didu khi#n tnye tiép robot

Giai phap tu dgng hoa nghiép vu
1.3.2{trinh st thuong xuyén sir dung vai
dong
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S dja diém truy cip t6i da: 1

S thiét bi tdi da duge phép van hanh: 10

Ty dgng hoa nghiép vu trinh st an danh

- Ty dng tich hgp vai déng teén trinh duyét ciia moi nén ting hd trg: Facebook, X, Tiktok, Youtube,
Google, Zalo, Telegram, cdc trang web déng c6 tai khodn, ... d& tién hinh qud trinh trinh sit dn danh
(cdc cong doan khai thic s& khdng c6 thdng tin trinh st vai déng)

- Ty dong trinh st cdc hdi nhom kin, cac ngudn theo ddi cita vai déng

- Ty ddng héa thu tin theo chi dé

- Ty déng hoa thu tin theo nhém ngudn tin

- Ty ddng hoa cdng tdc gidm sdt thudng xuyén cic nhém nguén tin

- Ty dgng héa Idp lich thu tin theo céc bg loc va tinh ning chuyén sdu cia cdc nén ting Mang xa hoi va
OTT

- Tu djng hoa céc nghi¢p vy tim kiém, trinh sét thudng xuyén véi kha ning linh hoat téi da ap dung ap
dung cho ¢dc nhém tinh ning cia da dang nhém ngudn tin khic nhau

- Tu dong hoa cong tac xdm nhap hoi nhom, két ndi va theo ddi ngudn tin

Tri tué nhdn tao phén tich v tich hgp théng tin

- Phén tich va béc tach thdng tin théng minh trén cdc nén ting ma khéng cdn phai cdu hinh

- Phén tich théng tin text, hinh dnh, video

- Tich hop dir ligu trinh sit véi hé théng OSINT

- Tich hop dit ligu hinh dnh, théng tin va hoat dong doi tuong vai h théng didu tra déi tugng

- Ung dung tri tué nhén tao d& vuot qua da sb cdc rdo can vé trinh sét cia cde nguc“m tin tranh viéc bi
khéa vai dong thu tin

License

Tu déng hoéa nghi¢p vu trinh sat thdng minh theo ngit canh

- Hé théng tmg dung Al nhiim tw déng hoc théi quen vi méi quan tim cia vai déng nhim thye hién
trinh sit theo linh virc quan tdm ctia ngudi vin hanh ciling nhu ggi ¥ cde tham sé van hanh va hoat déng
tuong img nhim tdi da héa hidu qué trinh sat thudng xuyén, chu dong lién quan tdi linh vire quan tim
cua Lanh dao, Tinh thanh, su vy, ... quan trong

-H¢ thfmg cung cz‘ip b tham s6 cue ky da dang nhim tily bién theo cdc hoat dong van hanh thwdmg
xuyén linh hoat nhit

- Tu dong héa phdt hién va ggi ¥ sit dung proxy cho cac nén tang bj khéa

- Tu déng héa cong tac loai bo hoje ggi ¥ loai béd cdc nhom nguE‘m trinh sit khong hiéu qua hoje dd bi
khéa dé ti wu 1:guc"m Iuc hoat dong

B¢ cdng cu van hanh mé rfng

- Céng cu liy ID/UID

- Céng cu liy théng tin bai viév‘proﬁlc hdng loat

- Céng cu ldy link binh lugn hing loat

- Cdng cy loc nhém

- Céng cu chup anh huu chimg cir bai viét, comment tiéu cyc dang anh phuc vu luu trir va déi chiéu

- Céng cy Iy théng tin nhém va kiém tra lién két

Phin mém xir Iy Al camera

2.1

Phidn mém xir ly Al cho camera

- License xur ly Al cho 1.200 camera;

- Xit ly Al: Face Recognition vi LPR trén Al Server

- Két ndi video: RTSP; h trg d§ phén gidi téi 4K theo cAu hinh phin mém

- Tich hop: Webhook/API véi Al OnPremise

_ Tim kiém: Tim kiém cuc bd/tip trung theo bién b ho#ic khudn mit

- Video ngoai tuyén: Nhip thu cong video trich xudt dé phan tich Al

- M@ rdng thudt todn: Md rdng theo license va ning lyc compute

License

Phin mém CMS tai trung tam
didu hanh

3.1

Phin mém CMS tai trung tdm

- Dashboard: Theo dai sd lrgng camera/stream phyc vu Al trang thdi xr ly, su kién va cinh bdo ndi bat.

- Quan ly camera: Quin Iy metadata eamera, vi tri/khu vire, nhdém nghié¢p vu va cau hinh phin tich,

- Quén ly sy kién AL: Tdp trung sy kién Face/LPR, anh, clip, thoi gian, uguén camera vi dit lidu déi
sdnh.

- Tra clru phuong tién: Tim bién s, tan suat xuit hién va 16 trinh qua chudi camera cé sy kién LPR.

- Tra cfru khudn mit: Tim theo dnh, blacklist/whitelist, didu chinh ngudng twong déng theo nghiép vu.

- Tim kiém chia dgng: Nhip bién so/khuén mit dé tim trong pham vi camera va thoi gian dugce phéan
1
quyen.

_ Canh béo: Hién thi canh bio trén giao di¢n; cau hinh rule va théng bdo theo yéu cdu tich hop.

- Playback sy kién: Xem lai anh va video clip su kién Al luu trén 83 Storage theo thdi gian, camera va
loai canh bdo.

- Bdo cdo: Téng hgp thong ké theo sur kién va nghiép vu AL

- Quan tri: Ngudi ding, nhém ngudi ding, phin quyen va ciu hinh théng bdo.

- Live View / da man hinh: M& nhanh ludng camera lién quan dén su ki¢n dé xdc minh theo phin
quyén; khéng sir dung nhu giao dién gidm sét video tho thudmg true tai I0C.

License
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DANH MUC TRANG T HIET BI
(Binh kém céng vin so 1410/2026/BG-TV ngay 14/10/2026)

STT |Danh mye thiét bj, phin mém Yéu ciu thong sb ky thuit 86 hrong |Don vi tinh
B |DAU TU TRANG B] GIAI PHAP, PHAN MEM TRUNG TAM AN NINH MANG
TII [HE théng phin tich, khai thic dit lidu théng tin tinh bio an ninh mang (TIP)

Yéu clu quan trj hé théng

Qudn ly vin hanh

TIP cho phép quan Ly van hanh dép img cdc yéu cau sau:

- Cho phép thiét lap, cdu hinh tai khoan xéc thuc va phan quyén
ngudi ding.

- Cho phép cdu hinh thai gian hé thdng.

- Cho phép céu hinh thdi gian duy tri phién két ndi.

Qudn tri tir xa

- Cho phép dang xuit tai khoan ngudi ding cé phién két néi con
higu lyc.

- Cho phép tim kiém dit ligu log bing tir khoa dé xem lai.

Qudn tri tir xa

TIP cho phép quén tri tir xa an todn ddp img cic yéu cau sau:

- Str dung giao thitc ¢6 mi héa nhu TLS hofc twong duong.

- Ty déng diing xudt tai khoan va hiy bo phién két ndi quan trj tir
xa khi hét thoi gian duy tri phién két noi.

Quin Iy xdc thiee v phiin quyén

TIP cho phép quén Iy cdu hinh tai khodn xac thuc va phan quyén
ngudi ding dip g cic yéu ciu sau:

- H§ teg phuong thire xdc thye bing tai khoan - mét khiu, trong
d6, quan trj vién cé theé thict 1ap va thay doi duge dg phire tap cia
mit khau.

- H tro phén nhém tai khodn tdi thidu theo 02 nhém 13 quan tri
vién va ngudi ding thudng vdi nhing quyén han cu thé ddi véi
tirng nhom.

Qudn Iy bio cio

TIP cho phép quén 1y bdo ¢do théng qua giao dién 6 hoa dip img
cdc yéu cdu sau:

- Cho phép tao mdi, xem lai va xda bédo cdo da duge tao.

- Cho phép tao bdo cdo méi theo cdc miu béo cdo di duge dinh
nghia trudc. ]

- Cho phép lya chon dinh dang tép tin bdo cdo Xuit ra dap 1ing toi
thiéu 01 trong cdc dinh dang sau: WORD, EXCEL, PDF, HTML,
XML.

- Cho phép tai vé tép tin bdo cdo dd dugc xudt ra.

Chia sé dir ligu

- TIP cho phép két ndi véi cac loai hé théng sau dé chia sé dit lidu:

- Céc gidi phdp va nén tang khéc loai (t9i thiéu I3 SIEM).

- TIP cho phép chia sé dit liéu log thdng tin mdi de doa theo t3i
thicu 01 trong cdc céch thire sau:

+ Chudn qude té STIX/TAXIL

+ Pudng din URL (API).

A X A z N A \
Yéu citu kitm sodt 16i va cau hinh

5 P 3
Bio vé citu hinh

- Cdu hinh hé théng.

- Cau hinh quén trj tir xa.

- Cau hinh tai khoan xdc thuc va phén quyén ngudi ding.

Yéu clu log vi truy vét

Log quin trj hé thing

- TIP cho phép ghi log quan tri hé thdng vé cdc loai sy kién sau:

+ Ding nhip, ding xuit tai khoan.

+ Xdc thye trude khi cho phép truy céip vao tai nguyén, sir dung

chitc niing chia hé thong.
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Nén tang théng tin tinh bao Threat
Intelligence Platform (TIP)

+ Ap dung, hoan tac sir thay déi trong cdu hinh h¢ thf)ng, céu hinh
quan trj tir xa, cau hinh tai khodn xdc thye va phin quyen ngudi
dung.

+ Kich hoat I§¢nh khéi dong lai, tit hé théllg.

- TIP cho phép ghi log quan trj hé théng ¢6 céc trudng thong tin
sau:

+ Thoi gian sinh log (bao gdm nam, thang, ngdy, gid, phit va gidy).

+ Dja chi IP hojc dinh danh ciia may tram.

+ Binh danh ctia tdc nhan (vi dy: tai khoan ngudi ding, tén hé
thong,...).

+ Thong tin vé hanh vi thye hi¢n (vi du: dang nhip, dang Xudt,
thém, sira, x0a, cdp nhit, hoan tic,...).

+Két qud thye hién hanh vi (thanh cdng hoic thit bai).

Log théng tin méi de dpa

- TIP cho phép thu thdp va luu tri log théng tin mdi de doa tr phia
nha cung cfp sén phdm TIP.

- TIP cho phép thu thap vi hru trit log théng tin mbi de doa ¢6 cic
loai théng tin sau:

+ M3 ta téng quan mdi de doa.

+ Mitc d6 nguy hiém cita mdi de doa (severity level).

+ Mirc d¢ tin ciy vé dit lidu ctia méi de doa (confidence level).

+ Céc phan nhém duge gin cho mdi de doa.

+ Céc thudce tinh mé ta chi tiét mdi de doa.

+ TIP cho phép thu thip log théng tin mdi de doa qua hai cach
thire thi edng va tu ddng.

Log cdnh bdo

- TIP cho phép ghi log canh bdo duge sinh ra bai viée thye thi cic
thiét 13p canh bio mbi de doa.

Dinh dang log

- TIP cho phép chuan héa log theo tdi thiéu 01 dinh dang da duge
dinh nghia trude dé truyén dit ligu log cho céc phin mém quan ly,
phén tich, dicu tra log.

Quan ly log

TIP cho phép quén Iy log ddp ting cdc yéu ciu sau:

- Cho phép thiét lap va cau hinh céc cai dit lién quan dén luu tr
va iy bé log (vi du: ngudng gi6i han dung lugng luu trit, khodng
thai gian luu tri,...).

- Cho phép tim kiém log theo tir khoa trén tit ca céc truomg thong
tin bao gom ca cdc truong thdng tin cap thap hon (néu cd).

- Cho phép tim kiém log théng tin mdi de doa theo thi gian, gia
tri bim ctta ma dgc va phan nhém,

- Cho phép truy xudt log thong tin mébi de doa théng qua canh béo.

- Cho phép xuit dit lidu log ra dé phuc vu cho viée tich hgp céc dir
li¢u ndy vao TIP khéc hojc giai phap khdc vé quan 1y, phin tich,
dicu tra log.

Phin nhém log thing tin méi de doa

TIP cho phép phén loai va gin nhén tén phéan nhém cho log thong
tin mdi de doa theo céc phan nhém sau phyc vy cho muyc dich tim
kiém:

- Piém yéu, 13 hong an toan thong tin dd duge cong bd.

- Ho ma ddc.

- Ky thujt tin cong.

- Chién dich tAn cong,

- Muc dich tan céng.

- Loai déi twong, td chire bi tAn cong.

-Dbi tugng, t6 chirc thue hién tin cong.

- Tén mién, dia chi IP ctia khich hang ¢é két ndi dén co s ha ting

ciia d6i tugng, td chire thie hién tAn cong.
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S6 lugng

Pon vj tinh

Yéu cAu hidu niing xir 1y

TIP dugc trién khai théa man cu hinh tdi thidu theo huéng din
cai dit va thiét ldp cau hinh ctia nha san xuat phai dam bao dap
g cdc yéu cu sau:

- TIP ddm béo ring do tr thai gian tim kiém log vdi dd phtc tap
bt ky, ¢6 phan hoi trong khodng thai gian tdi da 13 2 phut,

- Dit lidu tri thitc méi de doa ctia TIP ¢6 tbi thidu 100.000 ban ghi.

Cép nhit ban v4 hé thing

- TIP ¢6 chire ning cho phép cdp nhét ban va dé xir Iy cdc diém
yéu, 16 héng bao mat ctia TIP.

Théng ké xu hwéng vf‘l cinh bdo mdi de doa

Thing ké xu hwdng méi de doa trén thé gm’:

TIP ¢6 chire néing cho phep théng ké cic méi dc doa trén thé gidi
théng qua glac dién dd hoa dép | g cée yéu chu sau:

- Cho phép thdng ké xu huéng mbi de doa dudi dang bidu do.

- Cho phép tim kiém di liéu xu huéng mdi de doa theo théi gian.

Quadn Iy thiét 1gp ednh bdo

TIP ¢6 chirc ning cho phép quan ly thiét 13p canh bao méi de doa
dén ngudi ding ddp g cic yéu ciu sau:

- Cho phép nhdn canh bdo theo cic phdn nhém duge mé ta.

- Cho phép thiét Iap thi gian nhan canh bio.

- Cho phép tai ndi dung canh bio dudi dang tip tin.

- Cho phép hién thi ndi dung canh béo trén giao dién do hoa vé
quan ly canh bdo.

- Cho phép nhin canh bdo qua phuong thite giri thu dién tr hodc
tin nhan.

Chife niing néing cao

TIP ¢ chirc niing cho phép hién thi, béo cdo cdc théng tin sau:

- C6 tinh ning giam sat va hién thj danh séch cdc tai khoan ding
nhdp bj 19 lot, bao gdm tén ngudi ding, mat khdu va ngudn phat
tan.

- C6 khé nang giam sdt, thém mdi va quan ly thong tin ro i tir
mang ludi web den.

- Agent hd trg héi dap bing ngdn ngit tur nhién,

- Al Insights hd trg tdng hop dit lidu, dy dodn mébi nguy 7-30 ngay.

- Threat Scoring dinh diem uu tién theo tri thirc hién co.

- License 05 nim

Dich vy cung ez"lp thong tin tinh bdo Threat
Intelligence (TI) trong 01 nim

- Cung cap théng tin tinh béo vé tinh bio mdi de doa an ninh mang
cho h¢ thong gidm sat

- Thu thap, phin tich va str dung théng tin vé mdi de doa an ninh
mang

- Cung cip céc thong tin quan trong: danh sach IP, Domain, hash,
file ddc hai, phuong thire tan cong (TTP), cic 16 hdng bao mat
(CVE), théng tin cd nhdn/td chire bi 1§ lot

- Thong tin téng hop tir cde ngudn: OSINT, Dark Web, Threat
Feeds va hé thong gidm sit an ninh mang

Goi
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DANH MUC TRANG THIET B]
(Dinh kém cong vin so 1410/2026/BG-TV ngiy 14/10/2026)

I3 .
STT |Danh myc thiét bj, phdn mém Yéu ciu théng sb ky thujt So Do:n Vi
lugng tinh
B [DICH VU TRIEN KHAI
Trién khai gidi phdp EDR, SIEM, SOAR, TIP, DLP, NAC,
0 Dich vy trién khai 01 1an cdc gidi phép va ha ting phan OS‘]NT; cdu hinh tich hc:rp log vé SIEM; trién khai lip dit ha ting I Goi
cltng SOC/OSINT/TIP phan cirng may chi, thiét bj mang, thiét bj bao mat va ban giao ky
thudt.
Céu hinh két ndi camera vao hé thong
2 |Chi phi trién khai cu hinh cai dit hé théng Al cho camera |Cu hinh viing nhan dién Al 1 Géi
Céu hinh vi tri, toa d6 camera trén ban dd
C |PAOTAO VA CHUYEN GIAO CONG NGHE
Dao tao va chuyén giao cong nghé:
- Quén trj ha ting va an ninh nén ting
I Goi

Pio tzo va chuyén giao cong nghé

- Vin hanh SOC/SIEM/SOAR va cong cu bdo vé
- Khai thac OSINT va TIP

- Ban giao tai li¢u ky thudt
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