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QUOC GIA VIET NAM

s6: 878 /rTID-QLBT . HaNgi ngay b thdng 5 ndm 2026
. V/v mdi béo gia dich vu nng chp he théng : s :
Chng thﬁng tin KHV M5 '

Kinh giti:

‘Trung tdm Théng tin tin dung Qubc gia Viét Nam (CIC) cé ké hoach
 Nang cép hé théng Cdng thong tin Khich hang vay M5. CIC moi Quy don vi
cung cép bdo gia d6i véi cic hang héa, dich vy gid kém cOng véin nay.

Dé nghi Quy don vi gl’xi bdo gid vé Trung tim Thong tin tin dyng Qubc
gia Viét Nam (Pia chi: 56 45 Ly Thuorng Kiét, phudmg Cira Nam, thanh phd
Ha N¢i) df\mg thdi g ban mém v& dia chi email: qldt@cred1tmfo org.vn,
phongketoan@credltmfo org.vn. Béo gla cua Quy don vi la co s& dé CIC xay
dumg dy todn va thyc hign thi tyc mua sim theo quy dinh hién hanh.

' Thoi han gt bdo gia: chém nhét ngay 02/6/2026. Béo gid c6 hiéu lyc t6i
thidu 60 ngay.
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1. YRU NG
\EN VIETNA . 3
Thue hiég fm cép to’g 'n hé théng Cdng thong tin khach hang vay M5 nhdm dam bao an

dam bao hé théng M5 d4p tmg hé théng thong tin cdp dd 3 theo quy dinh cua Nghi dinh
85/2016/ND-CP va Thong tu 12/2022/TT-BTTTT.
Thoi gian thue hién hop ddng: 90 ngay trién khai va 12 théng bao hanh. (L trinh nang cp,
trién khai yéu clu trong vong 90 ngay ké tir khi CIC va nha thiu ky két hop ddng. Nha thau
tiép tuc thuc hién bao hanh va duy tri dam bao an ninh theo cip d¢ trong vong 12 théng tiép
theo ké tir khi hai bén nghiém thu két qua).
Céc hang muc, tinh ning, thr vién dugc 1dp danh sach dé c6 thé theo d6i dai han.

2. PHAM VI HE THONG HIEN TAI
2.1. Cic img dung thu§c pham vi
Hé théng M5 gdm 05 fing dung cin dugc ning cép:

STT Ung dyung MG ta

1 API Service Cung cip API cho g dung mobile

2 KHV Web App Ung dung web danh cho khach hang vién (KHV)

3 Admin Web App Ung dung web danh cho quan trj vién

4 Notification Service Ung dung giri email/SMS

5 Data Sync Service Ung dung két ndi, ddng bo gitta M5 va cac hé
théng khac cta CIC

2.2. Ha ting vi nén ting hién tai

Thanh phin

Hé didu hanh may chu

Middleware

Runtime

Framework backend

Framework frontend

Céc thur vién frontend

Céc thu vién backend

3. CAC HANG MUC NANG CAP VA YEU CAU PAU RA
3.1. Hang muc 1 — Néng cdp ha tang mdy chi



Piu vio:

- 10 may chu 4o hoéa dang chay trén Oracle Linux 6;

- Danh sé4ch yéu ciu v& hostname, network, ving mang, chinh sich tudng lira va céu hinh
storage do don vi cung cép;

- B4o c4o cAu hinh cho danh sdch médy chu sau khi hoan thanh.

Yéu ciu diu ra:

- 12 méy chu 40 héa méi dugc cai dit trén hé didu hanh may chu duge hd tro dai han (Long-
Term Support), dang trong chu ky nhén ban va bao mét chinh thirc. 02 may chii phat sinh

d& dam béo trién khai ding mé hinh chuén cho Redis, va 1 may chi danh cho mount dit

liéu; '

- Toan bd méy chu dugc chudn héa hostname, cdu hinh network, firewall, storage, SSH key
va runtime co s& theo ding yéu cu k¥ thuét;

- Hé diéu hanh dwoc hardening: Tét tit ca dich vu khong cén thiét (telnet, rsh, rlogin, fip);
CAu hinh password policy: d8 dai téi thiéu 12 ky tu, lich sir 12 mét khAu; Giéi han su/sudo
theo nhém ngudi ding duge phé duyét; CAu hinh sysctl: kernel.dmesg_restrict,
net.ipv4.conf.all.rp_filter, kernel.randomize va_space.

3.2. Hang muc 2 — Néng cip img dung backend
Diu vao:
- Ma nguén hién tai cua 05 ing dung backend MS;
- Danh muc thu vién backend cin xir Iy (Muc 2.2).

Yéu chu diu ra:

- M3 ngudn backend loai bd hoan toan phu thuéc WebLogic; céc (mg dung dugc dong gbi
theo m& hinh dgc lap, c6 thé khai chay ma khdng phu thuéc middleware ngoai;

- Backend vén hanh trén runtime va framework dugc hd trg dai han, dang trong chu ky nhan
ban va chinh thic;

- Toan b thu vién backend trong danh muc Muc 2.2 dugc thay thé bing phién ban khong c6
canh bao CVE da biét va dang duge duy tri tich cuc bai cong déng hodc nha san Xuét;

- Béo céo thay ddi thu vién trudc va sau ning cap.

3.3. Hang muc 3 — Ning cip ting dung frontend
Piu vao:
- M4 ngudn frontend hién tai ctia ing dung KHV Web App va Admin Web App;
- Danh muc thu vién frontend cin xir Iy (Muc 2.2).

Yéu ciu diu ra:

- Frontend vén hanh trén framework duoc hd trg dai han, dang trong chu ky nhén ban v
chinh thtrc;

- Toan b6 thu vién frontend trong danh muc Muc 2.2 duoc thay thé bing phién ban khong cé
canh bdo CVE di biét va dang dugc duy tri tich cuc;
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- Giao dién ngudi ding duy trl diy du chirc ning nghiép vu hién c6; khong phat sinh 13i so
~ 77 y6i hé théng cii;

- Béo cdo thay dbi thu vién trude va sau nang cép.

34.

Hang muc 4 — Pim bédo bio mit img dung
Yéu ciu diu ra:

- Toan bd théng tin két nbi quan trong (credentials, connection strings, secret keys, v.v.)
khéng digc lwu trong ma ngudn hodc hién thi rd rang trong ma ngudn va file cu hinh di
kém ng dung;

- Hé théng sau khi néng cAp phai dap mg yéu cAu hé théng cdp do 3 véi may chii va phin
mém (twong {mg véi hang myc 1, hang myc 2, hang muc 3 trong tai liéu nay).
3.5.

Piu vao:

Hang muc 5 — Kiém thi, trién khai va ban giao vin hanh

- Hé théng backend + frontend dd hoan thanh tir Hang muc 2, 3, 4;
- M6i trudng may chu da hoan thanh tir Hang muc 1;

- Tai liéu nghiép vu va test case do don vi cung cép.
Yéu cAu diu ra:

A A
sau ndng cap;

phién ban phin mém.
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- Béo c4o kiém thir chirc ning, chimg minh c4c chirc ning nghiép vu hoat dong binh thuong - ;,,
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- Tai liéu ban giao van hanh gdm: so dd ha tAng, huéng din van hanh, danh myc c4u hinh va ~'4
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