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1.1. Muc d

Tai liéu nay xdc dinh toan b§ yéu cau k¥ thuét cho du 4n ning cip hé théng M5 clia
Trung tdm Thong tin Tin dung Quoc gia Viét Nam (CIC). Tai liéu 1a co s& phép ly va
ky thudt dé céc bén lién quan théng nhét pham vi céng viéc, tiéu chi nghiém thu va

trach nhiém thyc hién.

1.2. Pham vi dp dung
Tai liéu 4p dung cho toan by cic hang muc k¥ thudt cia du én, bao gém:
« Ning céip ha tAng hé diéu hanh tir CentOS 6 / Oracle Linux 6 1én RHEL 9
« Hién dai hoa kién tric ing dung: loai bé WebLogic, chuyén sang Spring Boot +
Embedded Tomcat
« Néng cip runtime: Java 8 — Java 21, Spring Boot 2.0.5 — 3.x
» Nang cip frontend: Angular 6 — Angular 19
« Thay thé va lam sach toan bd thu vién EOL/CVE (frontend & backend)
« Trién khai HashiCorp Vault — quan ly secrets tdp trung
« Thiét 14p hé thong gidm sét, logging va observability
« Xir Iy cc diém yéu bao mét c6 thé khai thac truc tiép

IL. BOI CANH VA LY DO NANG CAP

2.1. Hién trang hé thong
Hé théng M5 hién dang vén hanh trén nén tang ha ting va phan mém di hét vong doi
ho trg (End-of-Life).
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Thanh phiin gy e Riii ro chinh
hién tai

|

A S

Trang thiai |
I

Khong ¢6 ban véa Kernel,
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2.2. Muc tiéu du an

« Loai bo hoan toan cac nén tang EOL, giai quyét triét dé cac 18 hong bao mét
- Pam bao Zero Downtime trong qué trinh chuyén dbi

+ Tuén thu diy du quy dinh cia Nha nude vé an toan, an ninh thong tin

+ Tao nén tang k¥ thuat bén ving, sin sing md rong trong 5-10 ndm t&i

« Téi wu chi phi TCO (Total Cost of Ownership) dai han

IIL. YEU CAU KY THUAT - HA TANG & MOI TRUONG

A A A A .
3.1. Yéu cau hé diéu hanh

Toan bd 11 may chu ao hoa Fhal duoc cai dit Red Hat Enterprise Linux 9 (RHEL 9)
ban mdi nhét tai thoi diém trién khai.

Phlen ban OS Red Hat Enterpnse Lmux 9x (LTS)
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3.2. Phan bd va cau hinh 11 may chu
Heé théng sir dung 11 may chu 4o hoa (VM) dugc phén bd theo chirc ning nhu sau:




Hostname

Cau hinh

Chire niing

WEBAPP Web M5 (Primary), mount
A 01 8C/16GB/150GB NFS
T Web' | WEBAPE || ot
2 App _02 8C/16GB/150GB
: MOBILE
3 | Mobile _API-01 8C/16GB/150GB

4 | Mobile”

- MOBILE g 166/150G8 i/ ARL G
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5 | Service | SERVIC | 00/16GR/1506B
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A‘L:Ser\(]rce_ Fag e GB/ISOGB :
. QUEUE- . .
7 (Middle | &\ CHE- | 8C/16GB/150GB RabbitMQ), Redis,
ware 01 SMS/Mail
IAvE QUEUE- R L AR s RS
g pMiddlet A L cpp - 1 8C/16GB/150GB
ware EEh T
' 02 - :
sl QUSSP IR e
Lg { Middle | S CHES L 8CI16GB/150GB.
.\ 'ware - | : : G 100
10 | DMZ | DMZ-01 8C/16GB/150GB Proxy Server Internet

3.3. Yéu cau lwu trivr va mang

« NFS Shared Storage: mount trén 9 server ing dung (WEBAPP, MOBILE-API,
SERVICE, QUEUE-CACHE); dung lugng tdi thiéu 1TB; hd trg dong b file tinh

. Network: VLLAN tach biét cho DMZ va Internal App; bing thong t6i thiéu 1Gbps

gitta caic VM

. Load Balancer: cdu hinh diéu huéng luu lugng cho cip WEBAPP-01/02 va

MOBILE-API-01/02

« Firewall Rules: chi m& port 80/443 ra Internet qua DMZ; céc port ndi bd theo ma
tran két noi dugc phé duyét

3.4. Yéu cAu Runtime

Thanh phan

' Phién b:in hién

Phién bin yéu

Ghi chn

tai



JDK

Java 8

Java 21 (LTS)

Cai ban build tuong
thich RHEL 9; giai
doan diu co thé dung
Java 8 mai nhét

Application Server

Weblogie 2o | pulcl

Embedded i

e ¥ AEES

7""L0a1 bo hoan toén ;
il phu thuoc WebLoglc

systemd

Khong co

Biit bujc

Viét unit file quan ly
Start/Stop/Restart/Sta
tus cho tirng service

IV. YEU CAU KY THUAT

4.1. Kién triic muc tiéu
« MaJi tmg dung déng g6i thanh file JAR/WAR ddc 1dp, van hanh theo mé hinh
Spring Boot Standalone

« Loai bd toan bd phu thudc WebLogic khoi pom.xml va ma ngudn
« CAu hinh va secrets 1y dong tir HashiCorp Vault Agent (khong dung file config

tinh)

- UNG DUNG

- File tinh (anh, tai liéu) ghi vao duong din NFS Shared Storage, khong ghi local

disk

4.2. Nang cap Backend

Yéu cau bo sung

Migration toan bg Jakarta
Spring Boot 2.0.5 3.x (LTS) EE namespace; ki€m tra
SecurityConfig
R e PR A Vit Threads iéu, phu
Java g3 w21 (LTS) “hop;. t6iru. .TVM ﬂags cho ;"
& ke ‘-"GlGC: SR R
15 "
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siText PDE: ¥ 21757 5513 AAText T.X 7 i ol ly font tleng th
Nane hoi Dénh gid sy phu thude; uu
groovy-all 24.5 e gk tién loai bd néu khong cin
.1 thiét
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4.3. Nang cip Frontend

Yéu cau bo sung

Nang theo 19 trinh trung

(@angular/core 6.1.0 Angular 19 gian (12—15—17—-19);
klem tra tlmg bude
| Lxpsiete e K “cép nhat tseonﬁg json.
Kiém tra deprecated
RxJS 6.1.0 7.8.x operator; thay thé pipe
pattems
webpack 4.8.0 | 5.x hodc Vite esbuﬂd xem xét
vy Webpagk custom .
— )57 35 Polyfill mai; khong con
unmaintained
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“Bootstrap A 4,625 .cap nhat'class names-theo
' Bootstrap:§ 24
‘ dtetas ok moment.js da deprecated
moment.js 2.22.2 o— chuyén sang thu vién nhe
y-Js hcm, tree-shakeable
tslint | 59.1
@angular- Thay thé bang @angular—
codelyzer b eslint eslint/eslint- plugm template
i ‘ Angular 19 ho trq Zoneles 0
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4.4. Danh sach ung dun

ST e
I'én ing dung

2 | Mobile API

(KHV)

trong

Chire niing

Ung dung web danh cho
khach hang vang lai

API Gateway cung cap
dich vu cho Mobile App

3 | Admin Portal

MOB ILE API O 1

Server trién khai

WEBAPP-01, WEBAPP-
02

| MOBILE-APL-02 " i,

Giao dién quan tri h¢
thong

"4 | Service CIC

SERVICE-01

Tich h(;rp lay thong tin..
khéch hang tir kho CIC

- | SERVICE 01 SERVICE: .

02

5 | SMS/Mail Service

6 | DMZ Proxy

SMS thong bao

Dich vu gtri email va

QUEUE-CACHE-01,
QUEUE CACHE 02

Proxy didu hudng luu

lugng Internet

DMZ 01 DMZ 02

V. YEU CAU KY THUAT —- BAO MAT

Vault Agent

5.1. HashiCorp Vault — Quin ly Secrets

Cai dit Vault Agent trén tit ca 11 VM; auto-auth véi
AppRoIe

“Database Credentials

Ung dung fetch credentials
khong Itru trong, ﬁ]e conhg

tur Yaulth]fhl‘ khc?)i 'déﬁge i

hay: JNDIM

Secret Rotation

restart ung dun g

H& trg xoay vong mat khiu DB tu dong ma khong

JWT / Token Secret

JWT signing kcy luu trong
hardcode trong ma nguon

Vault 10a1 bo toan bQ

,

Audit Log

t6i thleu 90 ngay

Bit Vault Audit Device; log moi truy cép secret; luu

High Availability

Vault trién khai HA (t01 th1

cu 13 node) hOéc ket n01 VO‘I

Vault Enterpnse ctia don vi

5.2. Yéu cAu Hardening hé diéu hanh
« Tét tht ca dich vu khong cén thiét (telnet, rsh, rlogin, ftp)
+ CAu hinh password policy: do dai téi thidu 12 ky tu, lich st 12 mét khéu
+ Gi6i han su/sudo theo nhom nguoi dung dugce phé duyét




8

« CAu hinh sysctl: kernel.dmesg_restrict, net.ipv4.conf.all.rp_filter,
kernel.randomize va space

« Scan 15 hdng bang OpenSCAP/Lynis trude Go-live; tit cd CRITICAL phai dugce
va

VL YEU CAU GIAM SAT, LOGGING VA OBSERVABILITY

6.1. Monitoring Stack
Thanh phén Server Yéu ciu

Dashboard CPU, RAM, Disk, Network cho tAt

Grafana GRAFANA call VM; a]ert kh1 nguorng > 80%
T RPN L R R BED 12 e X R

B | Rl "Scrépe",diem
Prometheus GRAFANA | hinh ale rtmg rules

Node Exporter 11 VM

Cai dat trén toan by 11 server; expose metrics
qua port dugc phe duyét
VRS ; T BN O TR Rt T
- : LQgS,t,ash,:t’ ana
_;thco ngéy,' rcfentldn 90’ n'gay.

\-k As

ELK Stack

Diy application log va system log vé ELK;
format JSON chuén; khong mat log khi restart

J LR =Elast10 APM: tich hQP trongsl.{yg dﬁﬂn‘gt‘s
AI"M Agent i App Serve ;_"-‘:.‘.' | BOOt trace request end‘to end (

Filebeat 11 VM

6.2. Yéu ciu Health Check
« MG&i img dyung Spring Boot phai expose endpoint /actuator/health tra vé trang théi
UP/DOWN
+ Health check kiém tra: két néi Database, két néi Vault, két n6i RabbitMQ/Redis
« Grafana alert giri thong béo (email/webhook) khi service DOWN

6.3. Log Standards
» Format log: JSON c6 céc truong bt budc: timestamp, level, service, traceld,
message
» Log level: ERROR cho exception, WARN cho canh bao nghi¢p vy, INFO cho sy
kién quan trong
« Khéng ghi thong tin nhay cam (password, token, CMND, s6 tai khoan) vao log
« Log rotation: hang ngady; nén sau 7 ngay; x6a sau 90 ngay trén local; day ELK
gifr 90 ngay
VIL L trinh trién khai 03 thang (12 tuén)

7.1 Lg trinh trién khai
16 trinh trién khai dugc td chire theo nguyén tic song song ngay tir d4u du 4n. Nhém

ha tang thuc hién dung méi mai truomg RHEL 9, chuén héa bao mit, gidm sat va
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secrets; trong khi d6 nhém trng dung df‘)ng thoi refactor ma nguf“)n, loai bo phu thudc

WebLogic, niing cip backend/frontend va xir ly céc diém yéu bao mét trong code. Hai

nhanh chi hdi tu tai cac mébe kiém thir tich hop, trién khai thir nghiém, parallel run va

cutover.

e A
luin

Tuén 1-2

Piu viée trong tim
(1) Ha tang: khoi tao 11 VM
RHEL 9; céu hinh network,
firewall, storage, Pollcy,
JDK. (2) Phin mém: ra soat
ma ngudn, chét danh muc
dependency EOL/CVE,

thiét ke refactor va ké hoach
néng cip backend/frontend.

Két qua ky vong

Moi truomg dich
dugc dung song
song Vi viéc hoan
tét thiét ke nang cp
phin mém

Phu thugc

Danh sach may
chu, policy va

pham vi ma ngudn
duoc chdt

Tuén 3-4

(1) Ha ting: trién khai
Grafana, Prometheus,
ELK/APM, Filebeat, Vault
Agent, hardening. (2) Phén
meém: tach phu thuoc
WebLogic, chuéin hoa chu
hinh, xir ly hardcode secrets,
token, RBAC, SSL/TLS,
upload.

Ha ting c6 gidm sat
va secrets; ma
ngudn hoan tét
refactor nén dé build
theo m6 hinh maéi

Két qua khao sét
tuan 1-2

Tuén 5-6

(1) Ha tang: hoan thién
Redis, RabbitMQ, NFS,
systemd, CI/CD,
obscrvablhty (2) Phén
mém: néing backend Java 8 -
> Java 21, Spring Boot 2 ->
3, cdp nhét thu vién backend
trong yéu, build va sira 15i
tuong thich.

Nén tang van hanh
san sang; backend
chay dugc trén stack
mai

Refactor nén va
mdi truong dich
da san sang

Tuén 7-8

(1) Ha tang;: tinh chinh hi¢u
nang, bao mat nén tang,
kiém tra
HA/backup/logging. (2)
Phén mém: ning frontend
Angular theo 1§ trinh trung
gian -> muc tiéu, cép nhét
toolchain va thu vién
frontend, chinh UI/API
tuong thich.

Frontend va
backend cung dat
trang thai sin sang
kiém thir tich hop

Backend di 6n
dinh; nén tang
observability da
chay

Tuén 9-10

Trién khai géi phin mém
ning cip 1én moi truong
RHEL 9; kiém thir tich hgp
end-to-end, UAT ndi b,
stress test, security test, ra

C6 ban trién khai
tich hgp hoan chinh
trén moi truong mai

Hai nhénh ha ting
va phin mém déu
hoan thanh mébc
k¥ thudt chinh

e
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soat checklist go-live.

Parallel run gifra hé thong
cll va mai; dong b dir

Xéc nhén hé théng

Két qua kiém thir

Tuén 11 ligw/file, so sénh két qua xit | m&i dap tng yéu tudn 9-10 dat yéu
ly, dién tap rollback, chot ciu vén hanh thyc té | cau
cdu hinh vén hanh.
Cutover qua Load Balancer, HF thong e
o n hanh chinh thirc, 6n
A smoke test, theo d6i hau " S . Parallel run thanh
Tuan 12 T : .| dinh va c6 phuong .
ki€m, t0i wu sau go-live va cong

ban giao vdn hanh.

4n theo ddi sau trién
khai

7.2 Cam két cap hé thong va bio hanh
e Tuén thi quy dinh an toan bao mat cap do 3 d6i vdi phan mém va mdy chu

(OS).

e Mai ngudn phai dugc ra sodt 16 hong bao mét

e Thoi gian bao hanh: 01 ndm ké tir ngdy nghiém thu. y




