NGAN HANG NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM
VIET NAM Poc lap - Tw do - Hanh phiic

TRUNG TAM THONG TIN TiN DUNG
QUOC GIA VIET NAM

Sé: 522 /TTTD-QLDT Ha Néi, ngay 30 thdng 03 ndm 2026
V/v Cung cp ban quyén va dich vu trién khai hé
thong API Gateway

Kinh gri:

Trung tdm Thoéng tin tin dung Quéc gia Viét Nam (CIC) c6 ké hoach mua
ban quyen va dich vu trién khai hé thong API Gateway CIC moi Quy don v1 dén
thure hién khao sét (néu can) va cung cap béo gia d6i v6i noi dung yéu cau gii
kém cong van nay.

Pé nghi Quy don vi gui bao gia vé Trung tim Théng tin tin dung Qubc gia
Viét Nam (Pia chi: s6 45 Ly Thuorng Kiét, phudng Cira Nam, thanh phd Ha Néi)
dong thoi g béan mém vé dija chi email: qldt@creditinfo.org.vn,
phongketoan@creditinfo.org.vn. Béo gia nay la co so dé CIC xay dung du toan
va thuc hién thu tuc mua s&m/d4u thau theo quy dinh hién hanh.

Thoi han giri bao gia: cham nhét ngay 15/04/2026. Béo gia co6 hiéu luc t6i
thiéu 90 ngay.

Xin tran trong cam on./.i

Noi nhin: ONG GIAM POC
- Nhu trén; A

- P.NCPT (dé dang tai);

- P.TCKT (Dé dang tai, thim dinh gia);
-Luu VT, QLDT.VTVANH.
Giti kém: L

*/ TRUNG TAM

fey ) [
= | THONG TIN TIN DUNG

- Yéu cau k¥ thut, : )'
~Lé Anh Tuin



-/

YEU CAU KY THUAT

(Kém theo cong vin moi bdo gid s6 924 /TTTD-QLDT ngay3)/03/2026)

Nén tang API Gateway la nén ting dung chung trong kién tric hé thong
CNTT ctia CIC, déng vai trd trung gian tiép nhan, quan 1y va diéu phéi cac dich vy
API giira cac hé théng ng dung. Nén tang giup chuan hoéa hoat dong tich hop, dam
bao kiém soat truy cdp, bao mat va gidm sét viéc sir dung API trong toan hé théng.
API Gateway duogc trién khai tai 16p tich hop, két ndi cac dich vu Microservices, hé
théng ndi bd va cac ddi tac bén ngoai. Nén tang dugc thiét ké dé trién khai linh hoat
trén cic moi truong ha ting nhu On-Premise hodc Cloud. Viéc xdy dung nén tang
nhim nang cao kha ning m& rdng, hiéu nang va tinh sdn sang cua hé théng, dong
thoi hd tro phaét trién va quan ly vong doi API mdt cach hiéu qua. Nén tang ciing 1a
co s& dé CIC phat trién cac dich vu s6 va md rong kha nang tich hgp hé thong trong

tuong lai.

I Yéu cu vé ky thuat
1. Yéu cau chung:
- N6i dung mua sam: Trién khai API Gateway.

- Pham vi mua sam:

STT Hang ml_lc/cﬁu phﬁn mua sim So Don vi
lwgng|  tinh

1  [Cung cép license API Gateway trong thoi han t6i thiéu 03 | 01 Goi
nam
(bao gdm dich vu bao hanh/hd trg k¥ thuét trong thoi gian
12 thang ké tir ngay trién khai chinh thitc va 24 théng hd
tro k¥ thuat/bao tri)

2 [Dich vu trién khai (trong vong 3 théng ké tir ngay hop 01 Goi
ddng c6 hiéu luc)

Yéu cau ky thuit

Khi c6 cap nhat/nang cap céc phién ban méi, hang c6 trach nhi¢m thong bao
chinh thitc va thuc hién nang c4p cac phién ban méi nhét cho CIC

Phién ban phan mém APIM trién khai cho CIC la phién ban méi nhat va dugc
kiém chimg hoat dong én dinh hodc phién ban do CIC chi dinh.

Co ché Load balancing:

Giai phap c6 kha nang cén bang tai cho cac dich vu
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Hé théng c6 co ché Cluster d& dam bao sy hoat dong lién tuc ciia hé thong

Sao luu dy phong: yéu ciu thuc hién theo cac quy dinh ndi b cua CIC, t6i thiéu
gf‘)m ¢6 chu ky, tan suét thuc hién, phuong thitc thuc hién, cach thirc kiém tra
tiy thudc vao ddc thu cua ting loai dit li¢u

Yéu cau vé tinh toan ven va dam bao hé thong hoat dong lién tuc:
- Dam bao hé thong hoat dong 6n dinh khi xtr ly lién tuc véi s6 lugng thong
diép 16n
- Yéu cAu hd trg cau hinh ngudng triéu goi cho API, vi du 100 1&i goi trong
mot gidy, qué s lugng do thi reject hodc thdng bao cho hé thong biét.

Hé théng c6 thé trién khai trén m6i truong On-Premise

Heé thong c6 thé trién khai trén méi truong Cloud (Private, Hybrid, Public
cloud)

Giai phép ho tro trién khai dudi dang container nhu Kubernetes/OpenShift
/VM.

Giai phap c6 tinh sin sang cao theo co ché HA (Active-Active hodc Active-
Standby).

Cung cap m hinh trién khai hé thong dé dam bao hd trg trién khai theo mé hinh
multi-site trong do it nhat 2 sites: DataCenter (DC) va Disaster Recovery Data
Center (DR). Cung cdp mé hinh dong bo giita céc sites

Giai phép ho trg cac hé quén tri co s& dir li¢u thong dung nhu: DB2 hodc Oracle
hodc MS SQL hodc MySQL hoéc PostgreSQL hodc Cassandra.

H3 trg co ché tich hop CI/CD (CI/CD Integration)

Cung cAp mé hinh trién khai logic va mé hinh physical tudng minh rd rang theo
tirmg module/component/system.

M6 ta rd yéu cau vé phan cimg, yéu cau vé mang ciing nhu két n6i dudng truyén,
bandwidth, throughput... phit hgp céc yéu cau phi chirc ndng cua dy an.

Trién khai tich hop véi cac hé thong sau:

- Tich hop két ndi dén cac hé thong nodi bd cua CIC (Microservice)
- Tich hop hop hé théng quan tri ngudi dung hién c6 ctua CIC

- Tich hop véao hé thong log tap trung splunf, ...

- Hé thong dap ung t6i thiéu 500 TPS
- Téng s6 request /théng t6i thiu 20 triéu.
- Hé théng dam bao thoi gian uptime tdi thiéu 99,9%




Chirc ning tich hop

Hd tro cic giao thirc két ndi nhw

= HTTP, Secure HTTP (HTTPS), WebSocket Proxy

= FTP, FTPS, SFTP

= WebSphere MQ, WebSphere MQ File Transfer Edition
(MQFTE)

= WebSphere Java Message Service (JMS)

Hb tro cac chuin va ngdn ngir truy van dir li¢u nhuw
» JavaScript
= JSON
» JSON Schema
= REST
= SOAP1.1,1.2
= WSDL 1.1
= XML 1.0
= XML Schema 1.0
= XPath 1.0, 2.0 (XQuery only)
= XSLT 1.0
= XQuery 1.0
=  GraphQL

Hd tro cic chuan Webservice nhu

=  WS-I Basic Profile 1.0, 1.1

= WS-I Simple SOAP Basic Profile

= WS-Policy Framework

= WS-Policy 1.2, 1.5

= WS-Trust 1.3

= WS-Addressing

=  WS-Enumeration

» WS-Eventing

= WS-Notification

= SOAP Attachment Feature 1.2

= SOAP with Attachments (SWA)

= XML-binary Optimized Packaging (XOP)

= Message Transmission Optimization Mechanism (MTOM)

»  WS-MediationPolicy (IBM standard)

» Universal Description, Discovery and Integration
(UDDI versions 2 and 3), UDDI version 3 subscription

C6 kha nang bao vé khoi sy ting dot bién ctia luu lugng truy cép
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Co ché giéi han Iuu lugng truy cap theo timg ddi téc, san pham
Authentication & Authorization

H3 tro cic chuin xic thue

= OAuth2.0
=  OpenlD Connect
= FAPI 1.0, FAP1 2.0
» CIBA (Client Initiated Backchannel Authentication)
= JSON Web Encryption (JWE)
» JSON Web Signature (JWS)
= JSON Web Token (JWT)
* JSON Web Key (JWK)
= SAML 1.0, 1.1 and 2.0, SAML Token Profile,
= SAML queries
= XACML 2.0
= Kerberos, SPNEGO
= RADIUS
= LDAP versions 2 and 3
= Lightweight Third-Party Authentication (LTPA)
= Microsoft Active Directory
= FIPS 140-2 Level 3 (w/ optional HSM)
» SAF & RACF integration with zZ/OS
» Internet Content Adaptation Protocol
= W3C XML Encryption
= W3C XML Signature
= S/MIME encryption and digital signature
= WS-Security 1.0, 1.1
=  WS-I Basic Security Profile 1.0, 1.1
=  WS-SecurityPolicy
=  WS-SecureConversation 1.3
C6 kha néng tich hop véi cac hé thong xac thuc: (1) KeyCloak; (2)
AD/LDAPS
H3 trg xéc thuc da yéu t6 (MFA)
HG trg cac chuan PKI nhur:
= RSA, 3DES, DES, AES, SHA, X.509, CRLs, OCSP
= PKCS#1, PKCS#5, PKCS#7, PKCS#8, PKCS#10, PKCS#12
= XKMS for integration with Tivoli® Security Policy
Manager (TSPM)

Transaction Signing & Data Encryption

.
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HJ tro tich hop co ché ky giao dich (Transaction Signing) nhim dam
bao tinh x4c thuc (Authentication), toan ven (Integrity) va chéng choi
bd cua giao dich

HO trg tich hop End-to-End Encryption (E2EE), dam bao dit liéu dugc
ma hoa tir phia client d@én hé thong backend dich.

HJ tro tich hop co ché data masking d6i véi dit liéu nhay cam (vi du:
PII, tai khoan, sd dinh danh...).

M4 hod dit liéu truyén tai: hd trg t6i thiéu: TLS 1.2+/ HTTPS/ mTLS

M3 hoa di¥ liéu luu trir: hd tro tdi thiéu AES-256

Policy/ Standard

Dap tng, va tuan thu: Thong tu 64/2024/TT-NHNN (t6i thiéu dap g
Phu Luc 02 cua Thong tu nay)

Béo vé khéi cac 156 hong bao mét pho bién (OWASP Top 10 hoic
OWASP Top 10 API)

Quan tri

Simple Network Management Protocol (SNMP)

IPv4, IPv6

Co ché logging va giam sat nén tang (Platform Logging &
Monitoring):

- Céc loai logs toi thiéu bao gom: audit log, access log va API log

- C6 co ché giam sat (Monitoring) va canh béo (Alert)

A A r
Yéu cau khac

Yéu cau SLA hé thong:

Yéu cau kiém thir: Nha thau thuc hién kiém thir toan dién bao gom
kiém thir chirc nang, kiém thir hiéu nang (performance/load test),
kidm thir bao mat va kiém thir tich hop (integration test); cung cép
béo cdo két qua kiém thir chi tiét cho CIC.

{3 Ven s i AP AP Mg

Pinh nghia, xuat ban REST and SOAP API

Yéu chu vé chuyén ddi, migration h¢ thong: Nha thau khao sat cac
hé théng hién c6, 1ap ké hoach chuyén ddi chi tiét va thuc hién
igration dif liéu, cdu hinh tir hé thong cii sang hé théng méi.

Dinh nghia/Tao md&i cac Rest va SOAP API

Dinh nghia/Tao méi cac Rest va SOAP API bang céch import nhimng
tha da co

Quan ly security API
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Thiét 1ap gidi han API theo plan
Publish API cho cac déi tugng sir dung

Quan ly developer tri¢u goi API

Cho phép tao, x6a, edit t6 chirc truy cap, sit dung API (Consumer
organization)

Cho phép quan ly dén mirc img dung ctia developer

Quan ly vong doi API Product

Cho phép quan ly vong doi API product tir khi tao dén lic thu hoi véi
céc trang thai nhu Draft, Staged, Published, Deprecated, Retired.

Quan ly cac API Product theo Catalog

Quan ly truy cap nguoi dung

Quan ly ngudi ding theo t6 chirc cung cap API (provider
organization), cho phép thém, xda, gan cac roles cho nguoi dung
Quan tri nguoi dung (User Administration): hd trg RBAC (Role Based
Access Control)

Cho phép tao cic roles customize tir cdc quyén trong t6 chirc i

Cung cap céc chirc nang cho ngudi phét trién (developer) dang ky thong tin |
ngudi dung, cac application triéu goi API

Cung cap chirc nang cho nguoi phat trién (developer) subscribe sir dung céc
san phim API (API Product) Theo céc plan cu thé

Cung cép cac chirc ning cho ngudi dung kiém tra, thir nghiém API

Cung cép chirc nang cho nguoi dung quan ly key dé triéu goi API nhu khéa
dinh danh (client id), khéa bi mat (secret id)

Cung cap cac tinh nang phén tich API trén Portal dé theo ddi viéc sir dung API
cua developer

Cung cép céc tinh nang vé thong ké bao cdo sir dung API

Cung cép nhiéu thong ké sir dung API vi du theo API, theo san pham API,
theo plan sir dung API, theo t6 chirc triéu goi API

Cung cap céc thong ké vé performance ctia API nhu thoi gian dép umg trung
binh, thoi gian dép tmg lau nhét ...

Cung cép thong ké vé trang thai cua céc 101 triéu goi API, thanh cong hay 16i
Cung cap cac Rest API dé lay cac dir liéu phén tich va event cia API dua vao
céc hé théng khéc

.. @ e
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Quan ly khoa, token sinh ra dé ma hoa dir liéu trao ddi qua API va data cua
CSDL ngudi dung; thudt toan 4p dung trién khai JWS, JWT trong két n6i, ma
hoa, va ky giao dich khi két néi API, xac thuc nguoi dung

Quan ly khéa, ma héa dit liéu, hd trg thyc thi dugc cac thuét toan va chuan ma

héa:

- Thuét toan khoa cong khai khong d6i xtimg: RSA (Key size 2048-4096);
ECDSA (P256-384 bit);

- Thuat toén khoa coéng khai d6i xtmg: AES, HMAC, SHA-1 HMAC, SHA-
224, HMAC, SHA-256 HMAC, SHA-384 HMAC, SHA-512 HMAC

- Khéa sinh ra theo cac tiéu chuan PKCS#1, JWT/JWS véi céc thudt toan
RSA/ECDSA (Key size dap ung theo cac thudt toan trén)

- Hash/message Digest: SHA-1, SHA-2, SHA-3

Hb trg tich hop qua céac giao thire: JAVA(JCE), OpenSSL, PKCS#11 with
HSM.

Yéu cau so luong cip khéa quan 1y theo thuét toan RSA, ECDSA khong gidi
han.

Giédm sat & canh bao hé thong
Monitoring platform: C6 sin module monitoring hodc tich hop véi
Prometheus/Zabbix/ELK (néu c6 )

Centralized logging, Retention theo chinh sach CIC
Cung cép cac API (APIs of API Manager):

- API dé giam sat tinh trang (health) cic API Endpoint
- API @ tu dong thiét 1ap API

Xay dung va ban giao céc tai liéu nghiép vw/k¥ thuat cho CIC bao gom:
= Tai liéu thiét ké kién truc téng thé ing dung
= Tai liéu huéng dan cai dat, cdu hinh hé thong
* Tai liéu huéng din quan tri, vén hanh hé thong
*» Tai liéu huéng dan sir dung hé thong
Cung cép toan bd céc tai liéu néu trén b::ing tiéng Viét (Bat budc) va‘hoic tiéng

Anh
Bao hanh

C6 chinh séch rd rang vé thoi han bao hanh cho toan bd hé thong (03 nam theo
tiéu chuén cta hang)

.
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Céc sy c0, 181 phét sinh hing/ddi tac c6 trach nhiém hd trg tim nguyén nhén va
dua ra phuong an khic phuc triét va sin sang tham gia hd trg CIC trong qua
trinh xir ly sur ¢6, 13i khi CIC yéu ciu (déi tac théng béo rd thoi gian c6 thé hd
trg v6i cac mirc d6 trong hd so thau)

Trong thdi gian bao hanh cac thay di cap nhat lién quan dén phan mém néu
CIC ¢6 nhu cau s& duge hing/dbi tac hd trg thuc hién nang cp mién phi d6i véi
cac module d4 ky két mua sdm theo hop dong.

Biao tri

C6 chinh sach vé ky két bao tri cho toan bd hé thong.

Neéu rd thoi gian bao tri dinh ky vdi cac cong viée cu the

Quan ly cap nhat va va 16i

Yéu ciu vé chuyén dbi hé thong

Nha thau khao sat cac hé thong hién c6 dé xuét va thuc hién chuyén doi céc hé
théng cua CIC 1én hé théng dé xuét




