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& A
nang phan mem

o k¥ thuit kém theo cho toan b cac phan mém va tinh

Thoi gian hd tro k¥ thudt

HO6 trg k¥ thuat 03 nam, ke tlr ngay cdc bén ky Bién ban
ban g1a0 toan b cac gidy phép thudc pham vi cung cp
ctia ndi dung mua sim nay va CIC nhan duge Thu xac
nhan/E-license xé4c nhén gidy phép su dung vinh vién va
hd tro k¥ thudt chinh hang.

Dia diém hd tro k¥ thut

Tai cac Trung tdm dir liéu cua CIC

Pham vi hé trg k§ thuft

Toan bd hé théng Co s& dit liéu (CSDL) ciia CIC

HO6 trg ky thudt tir nha
san xuat

TUNC

Phuong thire thuc hién

Thot gian sﬁ‘n sang ho trg k¥ thuét: Lién tuc 24 gio/ngay
va 7 ngay/man (24x7).

Neall
Quo

Cung cép hd trg online qua Web51te email, dién thoai.

VIE!

Cho phép tai vé ban mai nhat cdc ban cap nhat, cac ban
v4 bao mat cua phan mém va tinh ning phin mém tir
website cua hang.

Cho phép tao céc yéu cau ho tro k¥ thudt trén trang hd tro
k¥ thudt cua hdng.

H6 tro ky thuit tir nha
cung cap

Phuong thire thuc hién

Thoi gian sin sang hd tro k¥ thuét: Lién tuc 24 gio/ngay
va7 ngay/tuan (24x7).

Cung cap ho tro qua email, dién thoai va/hodc ho tro tai
chd.

Thoi gian nha cung cap phan h01 khi ¢6 su co: Toi da 02
oid, ké tir khi nhan duge yéu cau hd tro cua CIC.

Thoi gian can bd ky thuét ctia nha cung cap c6 mit tai cho
xir Iy sy cb: Téi da 04 gio, ké tir khi nhan dugc yéu ciu
cua CIC.

D01 véi céac su co lam nglng dich vu cua CIC, nha cung
cap phai khic phuc xong su cb trong vong 04 gid, ké tir
khi nhan dugc yéu cau tir CIC.

Poi v6i céc sy co khéc, nha cung cap phai khic phuc xong
s ¢d trong vong 120 gio, ké tir khi nhén dugc yéu cau tur
CAC.. Neu qua thoi han khic phuc su ¢d néu trén ma nha
cung cap chua xur ly xong su co, thi CIC cé quyen thué
don vi thir ba khic phuc su cd.
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Nha cung cap c6 trach nhiém khac phuc khi phan mém
hodc céc tinh nang cua phan mém xay ra 1oi.

Nha cung cép thng béo cac ban cép nhdt, cac ban va bao
mat cua phin mém va tinh nang phan mém thudc pham vi
cung cap ctia noi dung mua sam nay cho CIC va thuc hién
cép nhat trén hé théng CSDL cua CIC khi ¢6 yéu cau tir
CIC.

N¢i dung thue hién

CIC dugc quyén truy cdp dich vu hd tro tir website cua
hang dé gui yéu cau hd tro, khai thac co s& tri thirc va
théng tin canh béo vé san pham, truy cap va tai vé cic ban
phat hanh mdi va cac ban vé phu hop.

CIC duogc quycn nang cap hodc yéu cau nha cung cap thuc
hién nang cép phan mém 1én phién ban mai nhat.

Chi phi ho tr¢ k¥ thuit

Toan b6 chi phi thuc hién dich vu hd trg ky thuét (bao
gbm ca chi phi CIC phai thué bén thir 3 khic phuc su ¢o
trong truong hop nha cung cip chua xtr ly xong sir cb theo
thdi gian quy dinh bén trén) do nha cung cap chiu.

2. Yéu ciu ky thuit chi tiét

STT YEU CAU KY THUAT CHI TIET
/ 1 Phan mém hé quén tri co s¢ dir ligu doanh nghiép - Database Enterprise
Edition o
a | Loai gidy phép Vinh vién
Phién ban Phién ban CSDL Oracle Database 26ai

Kha nang mo rong

Hé thong cin c6 kha nang ma rong dé c6 thé chiu dugc muc
tai cao tr ngudi ding va sb lugng 16n ngudi ddng thoi st
dung CSDL

Cé6 kha ndng xur ly song song nhu cheén song song, quét chi

By HoRgang s6 (index) song song
?ﬂfrlllg g PR | g trg nén tang phan cting doc 1ap

Chay dugc trén
cac hé dieu hanh

Hé diéu hanh doc lap hodc co hd tro cho cac hé diéu hanh
Unix, Windows, Linux, AIX

C6 kha nang chan doan va kha nang toi uu hoa hiéu nang

Hiéu nan e

’ & cua hé thong
Sao luu/Phuc hoi | Cé céc tién ich sao Iuu va phuc hoi hiéu qua
Tinh san sang Ho trg cdu hinh san sang ¢ mirc cao

Bao mat va kiém
toan

Co6 kha nang bao mat, kiém toan

Chtre ning khac

Thue hién xtr 1y phén tich truc tuyén cao cap (OLAP) dé
tao dieu kién thuén loi cho viéc phan tich céc dir li¢u trén
nhiéu nhém co thé dinh nghia va tiéu chuan khac nhau.
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Hd trg dong thoi, theo d6 ngudi xem dit li¢u khong thé chin
céc ngudi nhap dit liéu va nguoi nhap dir lidu khéng thé
ngan chan nguoi xem dir 11eu

Phin mém CSDL cung cap kha ning sao luru dy phong luu
trit dé chira cac bo dit lidu giéng hét nhau nhim muc dich
phuc h01 khi c6 15i

Phan mém CSDL cung cép kha ning tu dong chuyen dén
mot mdy chi CSDL sao ltru du phong trong trudng hop 16i
h¢thong

Phan mém CSDL quén ly phién lam viéc ciia nguoi dung,
dé ghi nhén cdc hoat dong cua ngudi dung khi dang nhép
va dang xuat dugc luu trit trong CSDL.

Phan mém CSDL cung cap kha nang sao chép dong
bo/khong ddng bo va hd trg linh hoat viée sao chép cu tric
lién két (master-snapshot N-way master-master)

Phan mém CSDL cung cap giai phap kiém tra cho toan bd
doanh nghiép dé hop nhét, phét hién, theo ddi, canh bdo va
b4o céo cac dit lidu kiém toan cho muc dich gidm sét bao
mat va tuan tha.

Phan mem CSDL hd trg cing mot khung quan 1y cho tat ca
céc nén tang duoc hd trg (Unix, Windows, Linux, AIX).

Phin mém CSDL hé trg cdc khong gian bang cho phép
chuyén chd (transportable tablespaces) dé chuyén lugng dit
liéu 16n gitra cic nén tang cong ngh¢ khac nhau tir cac hé
thong xur ly giao dich true tuyen vao hé théng Kho dit lidu
v6i toc do sao chép & mirc hé diéu hanh.

Hb tro ngdn ngit 1ap trinh: Can c6 hd trg cho cdc phién ban
sql, .net, Java

Tuong thich v&i cong cu OLAP: dugce hd trg boi tat ca cac
cong cu OLAP va ROLAP

Hb tro tw dong quan ly tai cia CSDL (workload) va co ché
cAn bing tai.

HO trg céc tinh
nang

Tao bang dang cdt trong bd nhé mdy chiu CSDL (In-
Memory format) dé phuc vu tang toc cac ciu l1énh, tac vu
tong hop phén tich dir liéu véi céc dir li¢u hay truy cap
(Database In-Memory)

Cau tric dit ligu ¢ dinh dang két hop gifta dong va cdt mot
cach tét nhat

Tél uu dit ligu luu trén b nhé may chu (In-Mernory) bao
gom viéc danh chi b luu trit trén bd nhé (index), nén dir
liéu trén bo nhd, xir 1y kiéu vector
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M@ rong ngang voi nhiéu cum may chu cluster chay active-
active va kha ning chju 16i trén bg nhé.

Thich hop véi kién triic san sing cao (MAA)

Dich vu HO tro
chinh hdng

03 niam theo tiéu chudn cua hing san xuat ké tir thoi diém
ban giao/kich hoat giay phép

AT SN i i
Phan mém bo cum

(clustering) co s¢' dir li¢u - Real Application Clusters

Loai gidy phép

Vinh vién

Ho trg cum may chu chay & ché d§ dong thoi va can bang
tai gitta cac may voi nhau (active-active clustering)

Better Scalability — Kha ning moé rong cao

Phin mém hd tro hé théng md rong theo chiéu ngnang
(scale- out) bang céch thém nhiéu nit (node) ma khong can
thay thé phan ctng hién tai — diéu nay gitp tang hiéu ning
va dap ing tai lon hon.

Improved Algorithms — Thudt toan nang cao

C6 cac thudt todn nhu Cache F usion gitp dong bo dit liéu
trong bd nhd dém ciia mdi instance, dam bao tinh nhét quén
va hiéu nang khi nhiéu session cung doc/ghi trén nhiéu
node

Scalable Sequences — Sinh so tur dong mo rong

Hé thong khi nhleu session can sinh s6 (vi du gid trj ID tu
tang), phdn mém b6 cum hudng toi giai phap tranh téc
nghén trong phédn cap lock, gitp cai thién throughput ctia
cac ung dung OLTP.

Service Oriented Buffer Cache — B0 nhé dém hudng
dich vu

Phén mém c6 tinh ning giup gitr cache lién quan dén ting
service, giam 1/0 dia va t6i wu thoi gian failover - ddc biét
khi mét dich vu dich chuyén gita cdc node.

Smart Reconf'guratlon & Recovery Buddy — Té6i wu
ciu hmh lai va phuc hoi.

Phin mém bé cum c6 tinh nang khi cluster thay doi (vi du
mot node I‘O’l khoi hay bi 131), phan mém boé cum cai thién
téc do tai cAu hinh va phuc hdi phién lam viéc nho co ché
“Recovery Buddy”.

Continuous Application Availability — Dam bao ung
dung luén hoat dong

Phin mém bé cum c6 tinh nang dam bao cac két ndi va
phién lam viéc dugc chuyén tiép lién mach khi ¢6 béo
tri/planned outage hodc 16i nat, gitp Gng dung khong bi
gian doan.

Tuong thich trong sudt véi cac cong nghe 16i cua CSDL

Dich vu HO tro
chinh hang

03 nam theo ti¢u chuan ctia hang san xuat ké tir thoi diém
ban giao/kich hoat gidy phép
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[ Tinh niing'phén v

iing co 56 dit}

Loai gidy phép

Vinh vién

Cai thién hi¢u ning truy van

Partitioning glup chi truy van dir liéu lién quan trén céc
phin ving can thiét, giam luong dix liéu quét va tang tde
truy van.

Cai thién kha niing quén ly dir liéu l6n

Chia mot dbi tugng 16m thanh cdc phan ving nhé hon gitp
dé thuc hién bao tri, sao luu, thu gon, nén, x6a theo ting
phén vung.

Ting tinh sin sing cia hé thong

Céc phan vung cé thé dugc quan ly rleng 1€, gitp céc tac vu
nhu backup/restore hodc xur ly 18i gi6i han trong pham vi
phan vung thay vi toan bd bang.

HOb trg nhiéu phuong phap phéin vung linh hoat

Giai phap cung cap nhiéu phuong phép nhu Range, List,
Hash, Composite, Interval, Auto-List, Reference, Virtual
Column, Interval Reference... phtt hop véi cac bai toan dir
liéu khac nhau.

Giai phap phin vung hoan toan minh bach véi ing
dung

Ung dung van truy van nhu bang binh thuong, khong can
thay doi SQL. Database tu dong diéu hudng thao tac vao
phan vung thich hop.

H6 tro quan ly llfecycle (TLM)

Hd tro cac chién luge vong doi dit liéu (Information
Lifecycle Management), nhu di chuyen dir liéu cli sang tier
luu trir thap chi phi hodic danh dau phan ving read-only.

Hb trg phin ving ngoai (external) va hybrid
Mot s6 phan vung c6 thé kY ngoai database (external), mot
s6 & trong, ma vin truy vén dugc thdng nhat.

Ho trg subpartitions (phén chia siu hon)
Composite Partitioning cho phép moi phéan vung tlep tuc
chia thanh subpartition dé t6i wu hon nita theo nhiéu cép.

Lgc phin ving tw dong

Giai phap c6 thé tu dong loai bo cac phan ving khong cin
thiét khi thuc thi truy van (partition pruning), giap toi wu
dang ké hiéu nang.

H6 trg nhiéu kiéu do6i twong
Khong chi bang ma ca index hay index- organized table déu
¢6 thé phan viing, tang tinh nhét quan va hlcu qua.

Dich vu HO trg

chinh hang

03 niam theo tiéu chuan cua hang san xuit ké tr thoi diém
ban giao/kich hoat gidy phép
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; Tinh ning nén ning cao - Oracle Advanced Compression

Loai gidy phép

Vinh vién

Giam yéu cau luu trir cia co sé div liéu va chi phi lién
quan

Oracle Advanced Compression gitip giam tong khong gian
luu trit, t6i uu hoa hiéu qua sir dung bd nhé va chi phi co
5o ha ting.

Giam it nhit 50% tong heu triv cho di li¢u
C6 thé dat giam t6i thiéu 2x dung lugng luu trir voi cach
thuce thi khong hodc it gian doan

Cii thién hi¢u ning truy van
Nén dir ligu gitp tdng hiéu qua truy vén bing cach doc dit
lidu truc tiép & dang nén trong bd nhd.

Ting hiéu qua bo dém (buffer cache)
Viée nén dir liéu khong anh hudng tiéu cyc tdi cac hoat
dong doc nhung gitp buffer cache chira nhiéu dit liéu hon.

Giam thoi  gian  va  dung lwong RMAN
Backup/Recovery

Dir licu glu nguyén ¢ dang nén trong qua trinh sao Iuu, gitp
giam yeu cAu luu trit sao luu va thoi gian phuc hdi.

Cung cip nhiéu mirc nén sao luu RMAN
Hb trg Low, Medium, High dé cin chinh gitta dung luong
luru trit va hiéu nang st dung CPU.

Giam luu lwgng mang voi nén mang va nén REDO Data
Guard

Nén dit li¢u trén mang va redo Data Guard khi truyén, gitp
giam bang thong va th01 gian truyén dir liéu.

Hoan toan trong suot voi ing dung (khong can thay doi
ung dung)

Khach hang khong can thay d6i tmg dung hay phin cimng
dic biét dé sir dung Advanced Compression.

Nhié¢u dang nén véi thuét toan théng minh
Tinh ning nén ning cao cho phép nén dir li¢u bang trong
moi thao tic DML vdi thudt toan théng minh.

Nén chi mue, LOB va ghi de dir liéu LOB

Giai phap nén nang cao cho phep nén phan chi muc (index)
lam giam kich thudc ca unique va non-unique indexes.
Giai phap nén nang cao cho phep nén dit licu LOB
Deduphcatlon (giam dir li¢u phi cAu tric).

T6i wu héa ILM & ADO (Automatic Data
Optimization)

Heat Map thu thap thong tin sir dung dit li¢u, Automatic
Data Optimization tu dong chinh sach nén va luu trlt theo
vong doi dit liu.




Giam chi phi lru triv & toi wu trung tim dir liéu
T01 uu hoa nén dit lidu toan bd hé théng, gitp lan truyén
tiét kiém luu trit trong toan bg trung tdm du ligu.

Dich vu HO trg |03 ndm theo ti€u chuan cua hing san xuat ké tir thoi diém
chmh hang ban glaO/leh hoat : -

5, | Tinh nﬁng ‘dong bj co' sé‘?’dﬁ' Tiéu -

Loai gidy phép Vinh vién

Active Data Guard DML Redirect — Chuyén huéng
DML trén Standby

Cho phép chay mot s6 cau DML (thay dbi dir lidu) truc t1ep
trén standby database; mo1 DML dugc tu dong chuyen
huéng sang primary, r01 két qua duoc tra lai — gitp
standby vira doc vura viét nhe nhang cho muc dich béo céo

Fast-Start Failover — Tu dong chuyen d6i nhanh khi
primary 16i

Data Guard Broker c6 thé tir dong phét hién 161 prlmary va
chuyén vai trd standby thanh prlmary ma khong can ¢
thiép thu cong — giam t6i da thoi gian phuc hdi

tham s6 co s& dit li¢u dwge don gidn héa

Cho phép quan ly tap trung c4c tham sb Data Guard li
quan t&i cau hinh va t6i wu hoa théng qua ca SQL*Plus va
Data Guard broker (DGMGRL) — don gian hoéa thao tac
DBA

Slmpllfied Database Parameter Management - Quanj

Support for Multi- Shard Query Coordmators on
Standby Hb tro bd diéu ph01 truy van da phin manh
trén ché do dy phong

Trong moi truong Sharded Database, standby cling c6 thé
déng vai tro diéu phm truy van da shard — cung cap ca kha
nang xir ly truy van phan tén trén cac standby c6 Active
Data Guard

Restore Point Replication - Sao chép diém khoi phuc
Tinh ndng nay cho phép diém khoi phuc (restore pomt) trén
primary duoc tw dong nhan ban sang standby, giup viéc
flashback/dua standby vé lai trang thai trude do dé dang va
nhanh hon.

Automatic Physical Standby Recovery - Khdi phuc duw
phong vt Iy tw dong

Khi primary thuc hién flashback hodc point- -in-time
recovery, standby co thé theo dai ty dong qua trinh nay ma
khong can DBA can thi¢p thu cong — cai thién kha ning
ddng bo va dam bao dit liéu nhat quén hon.

Dich wvu HS tro | 03 nim theo tiéu chuan cua hing san xuét ké tir thoi diém

chinh héng ban giao/kich hoat gidy phép
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Tinh na‘ing”chﬁn doan hiéu niang co s& dir lieu - Diagnostics Pack

Loai gidy phép

Vinh vién

Giam sat va chan doan hiéu nang.

Kho luu trir khoi lugng cong viée tu dong (Automatic
Workload Repository - AWR) tur dong thu thép s6 ligu
thong ké, bao gom dir li¢u anh chup nhanh, dir liéu lich su
phién hoat dong va bao céo khdi lugng cong viée.

Giam sat Chan doan Co sd dit lieu Tu djong (Automatic
Database Diagnostic Monitor- ADDM) dé phén tich hi¢u
nang dua trén dit liéu AWR.

Lich str Phién Hoat dong (Active Session History - ASH)
cung cép kha ning ghi lai hoat dong hiéu ning co s¢ dit liéu
"Luén hoat dong" bang cach sir dung cidc mau trang thai
phién mot gidy.

Trung tam Hiéu ndng cung cap mdt cai nhin téng quan vé
hiéu ndng co so dit liéu vdi quyén truy cap vao ADDM, Téi
uwu hda SQL, Giam sat SQL Thoi gian thuc va Phan tich
ASH trong ciing mot hé thong.

Dich vu Hb tro
chinh hang

03 nam theo tiéu chuin ctia hing san xuét ké tir thoi diém
ban giao/kich hoat gidy phép

Tinh niang hiéu chinh hi¢u ning co' s¢ dir li¢u - Tuning Pack

Loai gidy phép

Vinh vién

Cong cu Tu van Truy cap SQL (SQL Access Advisor) dé
xuét cac thay dbi luge d6 cin thiét dé cai thién hiéu suét co
so dir lidu.

Coéng cu Tu van To6i uu héa SQL (SQL Tuning Advisor)
phén tich céc cdu 1énh SQL va dua ra cac khuyén nghi dé
thyc thi t6t hon. Bao gém ché d6 tu dong chay trong cac
ctra s bao tri hé thong nhu mot tac vu bao tri.

Tb6i wu hoa SQL tur dong chon cdc truy vén SQL ¢6 tai trong
cao trong hé thong va tao ra cac khuyen nghj vé cach t6i uu
hoéa chiing. Thuc thi trong ctra sO bao tri hé thong.

Ho6 so SQL (SQL Profiles) cho phép t6i wu hoa truy van
mot cach minh bach ma khong cin bét ky thay d6i img dung
nao.

Giam sat Hoat dong Co s¢ dit ligu Thoi gian thuc (Real-
time Database Operatlons Monitoring) cung cip hién thi
truc quan truc tlep dé theo dbi tién trinh cta cac truy van
SQL va PL/SQL lién quan dén mot hoat dong kinh doanh.

Giam sat SQL va PL/SQL thdi gian thuc giam sat viéc thue
thi cac cau lénh SQL chay dai hodc song song trong thoi
gian thuc.
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Dich vu Hd trg | 03 nam theo tiéu chuém cua hang san xuat ké tir thoi diém
chinh hidng ban ng.O/leh hoat gidy phép ‘
'8 | Tinh nang bio mat nang cao - "Oracle Advanced Security,

a | Loai gidy phép Vinh vién

Bio vé dir li¢u “at-rest” biang ma héa trong database
(Transparent Data Encryption — TDE)

— TDE mi héa dit liéu trong tablespace, bang hoic cot dé
ngin doc trai phép tur b dia, file backup hoic export.

Ngiin truy cip trdai phép qua bypass database (bypass
attacks)

— M3 héa dit lidu ngin quyén truy cép truc tiép tir hé d1eu
hanh hodc khi 5 dia/ban sao luu bi lay cap
— Gift tinh m& véi tmg dung: (mg dung & nguoi dung hop
1& van truy cdp binh thudng.

H6 tro ma hoéa div liéu backups va export

— Céc ban sao luu RMAN va export Data Pump dugc gm o
dang ma héa manh, bao vé khoi bi doc trai phép néu roi vao

tay ké khong cé key
Redactlon — che glau dir liéu nhay cim trong két qua
truy vin

— Che hodc thay thé dit liéu nhay cam trude khi tra vé tng
dung, dua trén chinh séch, vai tro nguoi dung, IP, thoi gian,
session..

HG trg nhiéu phuong thire redaction linh hoat

— Cho phép redaction day du (full), mot pha.n (partlal) theo
biéu thuc, tao lai ngau nhién... dua trén diéu kién runtime.
Tich hop véi key management standard & lifecycle
quan ly key

— TDE su dung kién tric two-tier key, ho trg key rotation
ma khdng can offline.

— Hb trg BYOK (Bring Your Own Key) va quan ly key
bing Oracle Wallet / Oracle Key Vault (KM]P)

Giup tuén thi cic yéu cau phap ly & tiéu chuin bio mat
dir li¢u

— M3 hoa va redaction gitp dap u'ng céc tiéu chuan nhu
GDPR, PCI DSS, HIPAA..., giam rui ro truy cap trai phép
& yéu cau thong béo khi ro ri.

Giir tinh minh bach véi ing dung

— Ca mi héa (TDE) va redaction déu khong yéu cau thay
ddi logic ing dung, SQL hodc céch truy cép dir liéu hién
tai.

Ting cwong bio mit dir li¢u nhay cim trong cic nghiép
vu sin xuit & tng dung

4
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— Redaction gitp gidi han data exposure ngay ca khi ing
dung c6 16 hong (nhu SQL Injection), img dung cfi, legacy
app...

Ho trg bio vé dir liéu trong méi truong phire tap & tich
hop rong

— TDE tich hop véi nhiéu cong nghé Oracle nhu RMAN,
Data Pump, RAC, Data Guard, Multitenant.. . dé dit liéu
luon dugc bao vé xuyen sudt hé thong.

Dich vu Hb tro
chinh hang

03 nam theo tiéu chuan ctia hiing san xuat ké tir thoi diém
ban g1a0/k1ch hoat gidy phép

Phan mém kiém sost quyeén cia cic tai khodn quén tri dic quyeén - Oracle

Database Vault

Loai gidy phép

Vinh vién

Ngin truy cip trai phép boi cac tai khoan co quyen cao
— Database Vault chan quyén truy cap dit heu Umg dung
nhay cam ké ca tir DBA hodc tai khoan dac quyén, giam rti
ro ndi bd va bén ngoai.

Tao Realms — ving bio v¢ dir li¢u ung dung

—Realms la ving bao vé quanh cdc d6i tuong database, dam
bao ring ngay ca ngum ¢ quyén cao ciing khong thé xem
hodc thay ddi dit liéu néu khong duogc phan quyén.

Ho6 trg Mandatory Realms dé ngin truy cap ngay ca doi
vi chii s& hitu doi twgng
—Mandatory Realms dong bang quyen déi voi doi tuong dé
chi nhitng ngudi/role da dugc uy quyén méi truy cap ké ca
trong cac hoat dong bao tri.

Kiém soat lénh SQL nhay cim véi Command Rules
— Command Rules cho phép kiém soat xem khi, & dau, ai
c6 thé chay 1énh SQL nao, vi du nhu ALTER SYSTEM,
DROP TABLE, hay caic DDL/DML khdc.

Quy tic phan tach nhiém vu (Separation of Duties) rd
rang

— Cung c4p vai tro khéc nhau cho quan trj Database Vault,
quan ly tai khoan, theo chuén least privilege, ngan mot
nguoi dung hodc DBA thuc hién moi viéc mgt minh.

Bio v¢ hoat dong cau hinh database

— Ngan céic thay d6i cAu hinh khong dugc phep qua co ché
kiém soat command va factors nhu IP, thoi gian, chuong
trinh.

H6 tro méi trwong Multitenant va bio vé PDB

— Database Vault ¢6 thé bao vé dit liéu trong ting pluggable
database (PDB) va dung Operations Control dé chian
common users (VD: CDB admin) truy cép dir liéu PDB.
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B:do cdo va theo ddi ciac truy cip bi chidn hodc vi pham
chinh sich

— C6 thé tao bao céo theo ddi cac 1énh SQL bi chadn va céac
thay dbi cAu hinh Vault dé phuc vu audit va. diéu tra an ninh.

Trién khai nhanh va dé dang, tich hgp sin trong Oracle
Database 19¢

— Database Vault duge cai dat sin va co thé kich hoat don
gian, khong can phan mém ngoai; duy tri kiém soat ngay ca
khi database duoc restore sang moi truong khac.

Mot phan ciia chién lrge bio méit toan dién cia Oracle
19¢

— Database Vault 1a mot trong cac 16p bao mat (cung v6i
TDE, Data Redaction, Audit...) dé dap tng yéu cAu tudn
thu va bao vé dit liéu nhay cam.

Dich vu Hd trg

03 nam theo tiéu chuan cua hang san xuat ké tir thoi diém

chinh hang
"'T‘-‘-‘"-"‘?x i ! ""ﬁ*”‘n
A h m | g1
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Loa1 gidy phép

Vinh vién

Tép hop va hop nhit dir liéu audit tir nhiéu nguon khac
nhau

Thu thép audit trails tir Oracle va cac DB khéc (SQL Server,
MySQL, DB2..., hé diéu hanh, Active Directory, file log
tuy chinh).

Tap trung cung cap mot nén ting quan ly (DSPM —
Database Security Posture Management)

Cung cép cai nhin tong thé posture bao mat trén toan hé
théng, danh gia cdu hinh va rui ro.

Kha ning phat hién va ding ky cac database chua dwoc
giam sat

Cho phép quét hé thong va tu dong nhén dién cac DB méi
dé giam sat.

Theo déi trude va sau khi dir licu thay doi (Before-and-
After Value Collection)

Ghi nhan gi4 trj truéc/sau thay doi d6i voi ban ghi, hd tro
phéan tich forensics va tuén thi quy dinh.

Bdo cdo va cinh bdo twong tic manh mé, tuin thi

chuin compliance }
Cung cép bdo cdo mau san cho GDPR/PCI/HIPAA/SOX,
canh bao policy-based, loc bao cdo nang cao.

H6 tro dashboard “Audit Ins1ghts” cung cap tom tit
hanh vi nguoi ding lom nhat
Cung cap giao dién tuong téc, d& diéu huéng va phan tich

su kién audit. i

/
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Policy-based alerts (cinh bao theo chinh sich)

Canh béo ngay khi c6 hoat dong bét thuong hodc vi pham
policy.

Multi-stage Database Firewall — gidm sit va chin SQL
trai phép

Giai phap ngan chan nhieu giai doan nhu kiém tra IP,
chu‘cmg trinh, Username, cdu truc SQL, Tables/views trudc
khi dén DB.

Khi niang chin SQL injection va truy van bat hop 18
(block hoic log)

C6 thé cAu hinh dé chian nhing statement khong tuan thu
céc policy (SQL injection, out-of-policy).

Hb tro deployment linh hoat cho Database Firewall
Chon trién khai theo cidc mode Inline proxy, out-of-band,
Host Monitor — phu hop ca cloud va on- premise.

Quin ly tap trung véi console duy nhat

Mot man hinh quan tri (console) dé cu hinh policies,
Agents, Firewall..., gidm quan ly phan tan.

Kha ning mé rong lon, hé tro so lwong database cuc
lon

Kién tric c6 thé md rong (scale) dé hd trg hang ngan
database trong mot hé thong.

Bio mit dir li¢u audit repository

Audit repository dugc md hoa (TDE) va dit trong DB co
Database Vault dé chéng thay doi tréi phép.

Ho6 tro agentless collection va thu thip audit linh hoat
Thu thép audit ca c6 agent va khong agent cho Oracle &
SQL Server.

Tich hop voi SIEM/Syslog & bio tri ning cao

HG tro FIPS 140-2, Syslog yi. SIEM, automation CLI, high

availability & DR.

b Dich vu HO trg |03 nam theo ti€u chuan cua hang san xuat ké tir thoi diém

chinh héng ban giao/kich hoat gidy phép
3. S6 lugng
. Wit 5 5 ‘l :r-.-u-;- Pl '_ug Ao dh .!)‘.,: ,.‘, { ,'.-.‘--_:, vf‘Q ﬁftﬁﬁ*

Gidy phép str dung phin mém CSDL doanh nghiép:

e Oracle Database Enterprise Edition ko -
Gidy phép sir dung phan mém bé cum CSDL:

# Oracle Real Application Clusters Froseanoe -

< £ i . % A \ g

3 Giay phép su (.:lun.g tinh nang phan vung dit li¢u: e 12

- Oracle Partitioning




14

Gidy phép st dung tinh nang nén nang cao:

* |z Oracle Advanced Compression Lroossent e
Gidy phép str dung tinh ning ddng bo co sd dit lidu:
2 |, Oracle Active Data Guard Efogesac 12
Gidy phép str dung tinh ning chan doan hiéu ning
6 | CSDL: Processor 12
- Oracle Diagnostics Pack
Giay phép sir dung tinh nang hiéu chinh hiéu nang
7 | CSDL: Processor 12
- Oracle Tuning Pack
Gidy phép str dung vinh vién tinh ning bao mat
8 | ning cao: Processor 12 4
- Oracle Advanced Security -}
ok ol 8 A ) . X . A s TAM I
9 G’lay‘;.)hep str dur}g pbm rnemkkllem soat quyén cua —— 12 Dk
c4c tai khoan quan tri déc quyén: GIA
- Oracle Database Vault A M
Gidy phép sir dung phén mém gidm sét, bao vé va =
10 Kidm todn CSDL: Processor 12
- Oracle Audit Vault and Database Firewall
Dich vu nang cap phién ban va hd trg phan mém
- chinh hdng nam 1 Feckipe .
Dich vu nang cap phién ban va hd tro ph?m mém
e chinh hang ndm 2 _ o Prckage i
13 Dich vu nang cap phién ban va ho trg phan mém Package 1

chinh hang ndm 3




Hién trang hé thong Co sé dir liéu (CSDL) ciia CIC

. Hé théng CSDL cuia CIC dang sir dung 1a Oracle Database phién ban 11g va
12¢

. Heé diéu hanh dugc st dung dé cai dat cac CSDL 1a AIX 7.2 va Red Hat
Enterprise Linux Server release 6.4

. S6 luong CSDL 1a 03 CSDL chinh véi téng dung lugng khoang 110TB

. CIC duy tri vAn hanh CSDL trén 03 sites, bao gdom: 01 site chinh va 02 sites
dyu phong. Cac CSDL dugc cai dat trén may chu vat ly IBM va may chu do
hoéa Vmware

. Hé théng CSDL ctia CIC dugc dit tai cac Trung tim dit liéu do CIC thué dia
diém



