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TRUNG TAM THONG TIN TIN DUNG
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sé: 406 /TTTD-QLDT

V/v mdi bao gia hé théng kiém soét truy

cdp cho mang LAN
Kinh giri:

CONG HOA XA HQI CHU NGHIA VIET NAM

Poc lap - Tw do - Hanh phic

Ha Néi, ngay 42thdng 08 nam 2025

Trung tdm Thong tin tin dung Quéc gia Viét Nam (CIC) c6 nhu cau mua hé
théng kiém soét truy cdp Network Access Control cho mang LAN (NAC). CIC
moi Quy don vi cung cap béo gia dbi voi hang hda ndi trén, yéu cau k¥ thuét chi

tiet giri kém cong vén nay.

Pé nghi Quy don vi giri bdo gia v

é Trung tdm Théng tin tin dung Quéc gia

Viét Nam (Pia chi: sé 45 Ly Thuong Kiét, phuong Cira Nam, Ha Noi) ddng thoi

ghi ban mém ve dia

email: gldt@creditinfo.org.vn,

r

phongketoan@creditinfo.org.vn. Béo gia ciia Quy don vi la co sO dé CIC xay
dung du toan va thuc hién tha tuc d4u thau theo diing quy dinh hién hanh.
Thoi han giri bdo gia: cham nhat ngay 25/08/2025.

Xin tran trong cam on./. "y

Noi nhan:

- Nhu trén;

- P.NCPT (dé dang tai Website CIC);
- P.TCKT (dé ding Bao d4u thau, thim
dinh gid);

- Luu VT, QLDT.NNQHoa.

Giti kem: L4

- Yéu cdu k¥ thut cua hang héa.
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Network Access Control cho mang LAN (NAC)

Noi dung

Yéu chu ky thuét

Hé thng kiém soat truy cap Network Access Control cho mang LAN (NAC)

Kha ning quan tri
thiét bi dau cudi cua
toan bd hé thong

>= 600 Thiét bi

Giai phap quan tri
tap trung NAC dat
tai Trung tdm d@r
liéu Fornix

- Gidi phép c6 thé 1a phén cimg vét Iy hodc ao hoa dép ing cai
dit trén nén taing VMWARE 6.7.

- Str dung dé quan tri tap trung chinh sach céc thiét bi NAC tai
ru s& chinh tai Ha Noi va chi nhénh Ho Chi Minh.

- Pam béo ban quyén di kha ning quén 1y toi thiéu 600 thiét b
dau cudi.

Thiét bi tai tru s&
chinh

_ Thiét bi NAC 1a phn cting vat 1y, t6i thiéu 02 thiét bi, dam
bao dy phong HA.
- Quan tri >=500 thiét bj dau cudi.
- Yéu céu thiét bi nhu sau:
« Dang rackmount
« Ngudn: >=2, dam bao du phong.
« S6 lugng cdng dong 1Gbps: >=4.
« 6 lugng cong quang 10Gbps da bao gém Module di
kém: >= 2.

Giai phap NAC tai
chi nhanh Hd Chi
Minh

- Giai phap NAC la phin ctng vét ly hodc may chu vat ly
(server) cai ao hoa, c6 dam bao du phong HA (1+1) hoac
clustering.

-Néu sir dung server, nha thdu trang bi server kém cac phén
mém cAn thiét c6 ban quyén, dang trong han hd trg cia nha
sin xuét. Yéu chu déi véi OS (néu c6) cai dit trén hé didu hanh
Windows (tir ban Windows server 2022 tré lén), Linux
(Redhat 9.0 hodc Ubuntu 22.04 trd 1én).

- Quan trj >=100 thiét b du cudi.

- Yéu céu thiét bi nhu sau:

e Dang rackmount
o Ngudn: >=2, dam bao du phong.




Noi dung

Yéu cau ky thudt

¢S4 luong cong dong 1Gbps: >=4.

Tinh ndng quan ly
va gidm sét cac thiét
bi trong hé thong
mang

- Giai phap phai c6 kha ning khim phé va theo doi khong cén
cai dat agent cho tht ca céc thiét bi ngay sau khi ching két nbi
vao mang.

- Phén loai céac thiét bi thanh cac nhém khac nhau: cac thiét bi
truyén théng (Windows, Linux, MacOS,...), cac thiét bi két
néi phi truyén théng (camera IP, may in, dién thoai, cam bién,
thiét bi tu dong hoa tdoa nha v.v.).

_ Giai phap phai hién thi thong tin lién quan dén cac thiét bi déu
cudi duge két ndi voi mang nhu: IP Address, MAC Address,
NetBIOS Name, NetBIOS Domain, Domain User, Domain
Member, OS-Class, Switch Port, Switch Port VLAN, Switch
Port Status, Switch Vendor hodc tuong duong.

Tinh nang phén loai
thiét bi theo co ché
chu dong va bi dong

- Giai phap hd trg cac k¥ thuét:
+ K¢ thuét phan tich chu déng (Query AD; MAC database;
WMI; NMAP; SSH; SNMP; Agent-based inspection,...) hodc
tuong duong.
+ K§ thuat phén tich bi dong (SPAN; DHCP fingerprinting;
TCP fingerprinting; HTTP user-agent,.. .) hodc tuwong duong.

Tinh ning tuong
thich v6i nhiéu nha
cung cdp thiét bj
mang khéac nhau

- Giai phép phai tich hgp v6i ha tang mang: c6 day (wired),
khong day (wireless) tuong thich v&i cac thiét bi chuyén mach
CIC dang sir dung: Cisco CBS350-48T-4G, Cisco C9500-
48Y4C, Cisco C1000/C1200/C1300.

- Giai phéap c6 hd trg 802.1x.

- Giai phép sau khi tich hgp cho phép thuc hién cac hanh dong:
gén VLAN cho port trén Switch, tit port trén Switch, hé trg
dua ra cac chinh sach truy cdp dong (Dymanic Access List).

- Giai phap cho phép trién khai trén ha ting mang gdm nhiéu
thiét bi chuyén mach cua cac hing khac nhau ma khong yéu
chu thiét bi hé trg 802.1x.

Tinh ndng lién tuc
kiém soat va tu
dong khéc phuc trén
cac thiét bi dau cudi
khong cin cai dat
Agent

- Giai phép cho phép tir chéi truy cép hodc cach ly thiét bi trong
qué trinh ty khic phuc va khéi phuc quyén truy cép sau khi
hoan tét viéc khéc phuc.

- Giai phap c6 kha ning tich hop v6i cong cu quét 18 hong

(Tenable, Qualys, Rapid7) hodc fuong duong.



Néi dung

Yéu cu ky thuat

Tinh ning kiém tra
tudn thu cua thiét bi
dAu cudi khéng cin
cai dat Agent

- Giai phap phai c6 kha nang dinh danh, d4nh gia theo thoi gian
thye céc thiét bi dau cudi khi ching két ndi vao mang ma
khong can khai bao trude vé thiet bi do.

_ Giai php phai c6 kha ning xéc dinh thiét bi, phan mém, dich
vu, trang thai ban vé va tinh trang clia phan mém antivirus de
dam bao tudn thu cac chinh sach bao mat.

- Giai phép phai c6 kha ning tao, chinh sira hogc thay doi céc
chinh séch tudn thu tir dAu theo thiét ké va muc dich cta to
chue.

- Giai phép c6 kha ning phan loai va dwa ra chinh sach véi thiét
bi laptop.

- Giai phap c6 kha ning phén loai va dua ra chinh sach véi may
tinh windows khong ding ky vao domain CIC.

- Giai phap c6 kha ning nhén dién ngudi dung s dung tai
khoan cuc b trén thiét bi dau cuoi.

Tinh ndng phéan

- Giai phap phai c6 kha ning phén doan mang dong qua chinh
sach truy cdp dong (Dynamic Access List), gan vao mang
(VLAN) khéc, chan két néi TCP hodc twong tu.

doan mang
- Giai phap phai c6 kha nang gén dong vao mang (VLAN) phu
hop Vi vai trd cila ngudi ding hodc thiét bi.
Tinh ning phét hién | - Giai phép phai c6 kha ning theo doi, phét hién cac hoat dong
vi phan (mg lai| nghi ngd nhu MAC Spoofing, ARP Spoofing trén cc thiét bi
hanh vi bat thuong dau cudi.

Tinh ndng tich hop
v6i cac hé théng
Quan ly Théng tin
va Su kién An ninh
(SIEM)

- Giai phép phai c6 kha nang tich hop véi cac hé théng Quan ly
Théng tin va Su kién An ninh (SIEM) cua bén thir 3 (Splunk,
QRadar,...).

Tinh nidng quan tri
va bao cao

- Giai phap cung cép kha ning quan tri tdp trung thong qua CLI
/ GUL

- Giai phép phai c6 kha ning tao cac bao cao theo cac thong s6
khéc nhau: Tuan thu (Compliance), Khong tuén thu (Non-
Compliance).

- Giéi phép c6 kha nang tao cic bdo cao va trich xuét bao co
theo dinh dang: PDF, CSV.

- Giai phép phai c6 sin cac dinh dang bao cdo va cho phép tuy

chinh theo yéu cau.



