NGAN HANG NHA NUGC CONG HOA XA HQI CHU NGHIA VIET NAM

_ VIETNAM Poc lap - Tw do - Hanh phic
TRUNG TAM THONG TIN TiN DUNG
QUOC GIA VIET NAM

Sé: AJ46 /TTTD-QLDT

V/v moi bo gid dich vu dién tap mg clru su Ha Néi, ngay 4.2 thang 9 nim 2025
¢o va ddo tao ning cao nhén thire ATTT )

Kinh gtri:

Trung tdm Thong tin tin dung Quoc gia Viét Nam (CIC) co ké hoach Thué
dich vu t6 chirc dién tap tmg clu sy cd An toan thong tin cho céac Hé théng
thong t1n va dao tao nang cao nhéan thirc an toan thong tin. CIC moi Quy don vi
cung cp béo gia dbi véi dich vu néu trén, yéu cAu ki thuét chi tiét giri kém cong van
nay.

Dé nghi Quy don vi g béo gia vé Trung tdm Théng tin tin dung Quéc gia
Viét Nam (Dia chi: s 45 Ly Thuong Kiét, phuong Cira Nam, thanh phé Ha Néi)
dong thoi ghi ban mém vé dia chi email: gldt@creditinfo.org.vn,
phongketoan@creditinfo.org.vn. Béo gié ctia Quy don vi 1a co s¢ dé CIC xay
dung dy toan va thuc hién thu tuc mua sim theo quy dinh hién hanh.

Thoi han gui bao gid: chdm nhit ngay 24/9/2025. Béo gid c6 hiéu luc t61
thiéu 60 ngay.

Xin tran trong cam on./. 4

Noi nhiin: KT. TONG GIAM BOC

- Nhur trén; : TONG GIAM POC
- P.NCPT, P. TCKT (Pé dang tai); \

- Luu VT, QLDT.LTNhung.
Grii kem:

- Yéu cdu k¥ thudt cta dich vu.

\ \ QUOC GIA ‘
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Phan Huy Thing
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&\ Yéu cau k¥ thuat
Nd‘th chike dién tAp Gng ciru sy ¢6 An toan théng tin (ATTT) cho

1. pé xuﬁt phu'O'ng an, gidai phap td chirc dién tip, tip huén
M0t 56 tiéu chi yéu cau cu thé nhw sau:

STT

Tén hang muc

I

Thué t4 chire dién tip thue chién vé ing ciru sy ¢6 ATTT cho HTTT
ctia CIC véi cdc ndi dung co ban sau

I.1

Pao tao dién tip:
Xay dung va dao tao phuong an u'ng cu, xu ly su ¢ an ninh mang va
phong ngura rii ro cho khoang 20 cdn bd chuyén trach CNTT cua CIC

(bao gdm ca ly thuyét va thuc hanh)

Theo tiéu chuin NIST.SP.800-61r2 (kém cyber kill chain):
Gidi thiéu chung
Giai doan chuan bi
Giai doan phat hién va phén tich
e Giai doan ngén chén, 1031 trlr va phuc hoi
e Céc hanh dong sau su co
¢ Checklist xir Iy su ¢b tham khao.
J Khuyen nghi
- Tong quan va k¥ thudt phan tich co ban vé mi doc.
- Hudng dan cach thire didu tra va st dung cong cu diéu tra sb (v6i
cac thiét bi: tuong lra, IPS, WAF, EDR, mdy chu Windows,

Linux. )
- Phd bién nodi dung thuc hanh dién tép.

1.2

Thue hanh dién tip:

Pham vi dién tap tan cdng voi 2 hé thong cé tén mién sau:

- Cic.org.vn
- Cic.gov.vn

Nha thiu xdy dung kich ban 03 chién thuét tin cong khac nhau va
phuong an xur 1y su ¢ an toan thong tin voi céc hé théng.

Bb tri nhan lyc tham gia dién tap:

- Doi tAn cong: nha thau bd tri chuyén gia k¥ thuét dam bao dién tap.
- Doi phong thi: nha thu bd tri chuyén gia k§ thuat huéng dan diéu
tra s6 phdi hop véi CIC.

Nha thau c6 trach nhiém trang bi cac thiét bi, phan mém phuc vu dién tap
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STT

Tén hang muc

Thoi gian dién tap

Tong thoi glan td chirc dién tap thuc chién vé tng ctru su cd ATTT cho
cac HTTT cta CIC an toan thong tin mang: 03 ngay

1.3 Dia diém dién tip:
- T6 chirc dién tap thuc chién vé an toan thong tin mang thuc hién tai s6
45 Ly Thuo*ng Kiét, Phuong Clra Nam, Thanh pho Ha Noi.

I | Thué t6 chirc tip huin, pho bién, dao tao ning cao nhin thirc ATTT
Td chic lép tuyén p _
truyén nang cao |" Sc‘? luong: ?100 hoc vién chia thanh 4 16p.
nhén thirc - T chitc moi l6p 01 ngay.

- Dam béo trang thiét bi (mdy chiéu, laptop va cac
thiét bi cAn thiét) va can b hd trg k¥ thuat dé to
chie tdp huén nang cao kién thirc tai ca 2 dia

) diém:
Trang thiét bi dao| + Pio tao truc tiép cho hoc vién cua CIC tai tru
tao s& chinh.
+ Pao tao online cho hoc vién cua CIC tai chi
nhanh TP. HCM (Dudi 20 hoc vién).

. Pam bao chi tra chi phi hiu cin: vin phong
phém, tai liéu, nudc uéng

- T6 chirc tap huén, phd bién, dao tao ning cao

nhén thire ATTT tai:

+ Tru s& chinh: $& 45 Ly Thuong Kiét Phuong Cira

Pia diém dao tao | Nam, Thanh phé Ha Noi.

+ Chi nhanh TP. Hé Chi Minh: Tang L1-01+02,

TTTM Pearl Center, S8 12 Qubc Huong, Phuong

An Khénh, TP H$ Chi Minh.

i s Truyén dat kién thirc co ban dé hoc vién ¢6 thé tu
] ' dam bao ATTT trong cong viéc hang ngay.
- Tong quan vé ATTT
- Phong chéng phan mém doc hai (bao gom tbi
N&i dung dao tao thidu v&i méi truong Windows, email, tin nhén)
- Str dung web an toan.
- Bao vé an toan dit liéu cé nhan.
Yéu cu v& chuyén | Sc“i) luong 'chuyén viézu 04 L
I |vien k§ thuit cia |- Kinh nghiém trong linh vyc an toan thong tin: =

nha thau

03 nam.
Chuyén vién k¥ thuét déu ¢o trinh do dai hoc tro
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STT Tén hang muc

|én duoc dao tao mdt trong cac nganh dao tao vé
cdng nghé théng tin va nganh gin dio tao vé
cdng nghé thong tin theo quy dinh tai Piéu 2,
Thong tu 08/2022/TT-BTTTT.

- Bing cAp/chimg chi: C6 it nhat 01 ching chi tre
1én v& ATTT nhu CEH, CHFI, CISM, CISSP,

OSCE, OSWE hodc tuong duong



